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1 Introduction

1.1 Overview

The second-generation Digital Tachograph system, called Smart Tachograph, has
been introduced by Regulation (EU) No 165/2014 of the European Parliament and
of the Council.

Annex IC of Commission Implementing Regulation (EU) 2016/799 lays down the
technical requirements for the construction, testing, installation, operation and repair
of Smart Tachographs and their components. Appendix 11 (Common Security
Mechanisms) of Annex IC specifies the security mechanisms ensuring:

- Mutual authentication between different components of the tachograph system.

- Confidentiality, integrity, authenticity and/or non-repudiation of data transferred
between different components of the tachograph system or downloaded to external
storage media.

Part B of Appendix 11 describes how elliptic curve-based public-key cryptographic
systems and AES-based symmetric cryptographic systems are used to realize this
for the second-generation tachograph system.

A Public Key Infrastructure (PKI) has been designed to support the public-key
cryptographic systems, while the symmetric cryptographic system relies on master
keys that must be delivered to the relevant actors. An infrastructure consisting of
three layers has been set up. At the European level, the European Root Certification
Authority (ERCA) is responsible for the generation and management of root public-
private key pairs, with the respective certificates, and symmetric master keys. The
ERCA issues certificates to National Certification Authorities (SRB-CA) and
distributes symmetric master keys to the MSCAs. The MSCA is responsible for the
issuance of Smart Tachograph equipment certificates, as well as for the distribution
of symmetric master keys and other data derived from the master keys to be installed
in Smart Tachograph equipment.

This document forms the Certificate Policy (CP) for the PKI of the Serbian
Certification Authority (SRB-CA). It lays down the policy at NA level for key
generation, key management and certificate signing for the Smart Tachograph
system, based on the ERCA Certificate Policy. For the SRB-CA to issue certificates
and/or symmetric keys to component personalizers SRB-CP, they shall comply with
requirements also laid down in this document.

This document follows the framework for CPs described in RFC 3647.

How the SRB-CA itself complies with this Certificate and Symmetric Key
Infrastructure Policy is described in the SRB-CA Certification Practice Statement
(CPS) for the Smart Tachograph system. Digital Tachograph (first generation
system) and Smart Tachograph (second generation system) are two different
systems that must be run in parallel and independently. For this reason, separate
NA policies have to be maintained to avoid problems when in the future the time
comes to discontinue the Digital Tachograph and its corresponding ERCA (Gen 1).
For this reason, the "Serbian policy for the Digital Tachograph System" will stay in
place in addition to this SRB-NA Policy.

The key words "required", "shall", "shall not", "should", "should not", "recommended”,
"may", and "optional” in this document are to be interpreted as described in RFC
2119.

ST-SRB-NA Policy V 1.0 7/63
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1.2 Responsible organisations

The authority responsible for implementation of the SRB-NA policy, referred to as
SRB-NA (Serbian National Authority), is
Ministry of Construction, Transport and Infrastructure
Department for Road Transport, Roads and Road Safety
Nemanjina 22-26 str.
11000 Belgrade
Republic of Serbia

The appointed SRB-CIA is:
Road Safety Traffic Agency (RTSA)
Mihaila Pupina 2 av.
11000 Belgrade
Republic of Serbia

The appointed SRB-CA is:

National Bank of Serbia

The Institute for Manufacturing Bank Notes and Coins — Topcider
Pionirska street 2

11000 Belgrade

Republic of Serbia

The appointed SRB-CP is:
National Bank of Serbia
The Institute for Manufacturing Bank Notes and Coins — Topcider
Pionirska street 2
11000 Belgrade
Republic of Serbia
The SRB-CA or SRB-CP may subcontract parts of its processes to subcontractors,
Service Agencies. The use of Service Agencies in no way diminishes the SRB-
CA's or SRB-CP's overall responsibilities.

1.3 Document Name and Identification

This document is named " Smart Tachograph NA Policy of the Republic of Serbia”.
This Certificate Policy does not have an ASN.1 object identifier. Such an identifier is
not needed, as the certificates used in the Smart Tachograph system do not contain
a reference to this policy. The current version can be found at the beginning of this
document. Version 1.1. of this policy was endorsed by the ERCA (see section 1.5.1)
on 25" of November 2021. Ref. Ares(2021)7275663 — 25/11/2021.

1.4 PKI Participants

The participants in the Smart Tachograph PKI and in the Symmetric Key
Infrastructure are described here and represented in Figure 1. Figure 1 also
represents the exchanges between the participants, namely ERCA, MSCAs and
component personalizers SRB-CP.

For more information on the symmetric and asymmetric keys mentioned in this
section, refer to Appendix 11 Part B.
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Figure 1 Smart Tachograph PKI and Symmetric Key Infrastructure
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1.4.1 Certification Authorities

1.4.1.1 European Root Certification Authority (ERCA)

The ERCA is the root Certification Authority (CA) that creates and assigns public key
certificates in the PKI. It operates the following component services:

Registration service, certificate generation service, dissemination service.

The ERCA generates PKI root key pairs and respective certificates, along with link
certificates to create a chain of trust between different root certificates.

The ERCA is also the entity generating, managing and distributing on request the
symmetric master keys, i.e. the Motion Sensor Master Key-VU part (Ku-vu), the
Motion Sensor Master Key-Workshop Card part (Km-wc) and the DSRC Master Key
(KM-DSRC).

1.4.1.2 Certification Authority of the Republic of Serbia (SRB-CA)

The SRB-CA operates as sub-CA under the ERCA. It creates and assigns public key
certificates for equipment. For this, it operates a registration service, certificate
generation service and dissemination service. The SRB-CA receives the certificate
requests from component personalizers SRB-CP and disseminates the certificates
to these parties for the issuance of Card certificates, called MSCA Card key pair.
The SRB-CA requests MSCA certificates from the ERCA, because of its
responsibility regarding the issuance of Card certificates. The SRB-CA also requests
symmetric master keys from the ERCA and Kuv-wc and Km-psre to card personalizers.

1.4.2 Registration Authorities

1.4.2.1 Card Issuing Authority of the Republic of Serbia (SRB-CIA)
SRB-CIA is determined by the SRB-NA.
SRB-CIA responsible for:

+ appoints a SRB-CA and SRB-CP;

+ verifying whether all required documents were produced;

« verifying whether all prerequisites for the issuing of a tachograph card subject
to the Regulation (EU) No 165/2014 of the European Parliament and of the
Council, Annex IC of the Commission Implementing Regulation (EU)
2016/799, all other relevant legal provisions, the ERCA Policy and this SRB-
NA-Policy are fulfilled;

« verifying whether a tachograph card was already issued to the applicant in
another EU-member state;

+ verifying that the user of each tachograph card is identified at some stage of
the card issuing process;

» ensuring that the applications data is transmitted to the SRB-CP properly
according to the produced documents and to the requirements of this policy;

« informing all users about the requirements of this policy in an appropriate
manner;

ST-SRB-NA Policy V 1.0 10/63
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« ensuring that the PIN of the workshop card is handed over only to the intended
bearer of the workshop card by using separate recipients for workshop card
(workshop) and PIN (named technician);

« immediately informing the SRB-NA and the SRB-CA or one of its authorized
agencies about all security-relevant incidents.
1.4.2.2 SRB-CA Registration Authority

The SRB-CA ensures within its authority, that a proper registration of component
manufacturers and card personalizers SRB-CP takes place before issuing of a
certificate, distribution of symmetric keys or encrypting device data. The registration
process is detailed in the CPS.

1.4.3 Subscribers

The only subscribers to the SRB-CA public key certification service are the
component personalizers SRB-CP. Component personalizers SRB-CP are
responsible for the personalization of:

« Tachograph Cards: four different types of tachograph cards exist: driver
cards, company cards, workshop cards and control cards.

» The driver cards and workshop cards have two key pairs and corresponding
certificates issued by an MSCA_Card, namely

o a key pair and certificate for mutual authentication, called
Card_MA,;

o a key pair and certificate for signing, called Card_Sign.

The workshop cards also contain Km-we and Km.osre with key length of all possible
VUs - with regard to the used cipher suites.

« The company and control cards have a key pair and corresponding certificate
issued by an MSCA_Card for mutual authentication.

The control cards also contain Kum-nsrc with key length of all possible VUs - with
regard to the used cipher suites.

Component personalizers SRB-CP are responsible for ensuring the equipment is
provided with the appropriate keys and certificates.

1.4.3.1 Personalizer of Serbian Tachograph Cards (SRB-CP)

* Requirements regarding vehicle unit and motion sensor manufacturers are
currently not covered by this policy. This policy must be adapted if the need
arises.

* ensures generation of the two card key pairs, for mutual authentication and
signing, for driver and workshop cards;

« performs the certificate application process with the SRB-CA_Card for driver
and workshop cards;

+ performs the application for Km-wc and Km-npsre (workshop cards only);
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» ensures availability of keys and certificates in the card for mutual
authentication and signing, MoS-VU pairing and DSRC communication
decryption and verification of data authenticity (workshop cards only);

* ensures generation of the card key pairs for mutual authentication for
company and control cards;

« performs the certificate application process with the SRB-CA_Card for
company and control cards;

+ performs the application of Km-psrc (control cards only);

« ensures availability of keys and certificates in the card for mutual
authentication and DSRC communication decryption and verification of data
authenticity (control cards only).

1.4.4 Relying Parties

Parties relying on the SRB-CA certification services are primarily the Serbian
authorities tasked with enforcing the rules and regulations regarding driving times
and rest periods, especially the Serbian police.

The SRB-CA certifications are used within the system to validate the authenticity of
equipment certificates, which in turn are used to validate the authenticity of data
downloaded from Vehicle Units and driver cards. Other directly relying parties are
component manufacturers- and personalizers, CIA's, drivers, companies and
workshops.

1.5 Key and Certificate Usage
The SRB-CA shall use its SRB-CA private keys only for:

« Signing of certificate signing requests (see section 4.1.1)

+ Issuing Certificate Revocation Lists, if such a method is used for providing
certificate status information.

The SRB-CA shall use the symmetric master keys solely to derive VU-specific keys
and encrypt motionsensor related data as specified in Annex IC Appendix 11.

The SRB-CA shall communicate the symmetric master keys, the keys derived from
these master keys or the data encrypted with these master keys to component
personalizers SRB-CP by appropriately secured means for the sole purpose for
which the keys and data are intended, as specified in Annex IC Appendix 11.

The SRB-CA_Card certificates shall be used to verify card certificates issued by the
SRB-CA_Card.

The Card_MA certificates shall be used for mutual authentication and session key
agreement between Card and VU.

The Card Sign certificates shall be used to verify the authenticity and integrity of data
downloaded from the card. The Card_Sign private key may only be used to sign data
downloaded from the card. All valid versions of Ku shall be used by the SRB-CA to
encrypt MoS pairing keys Kp, and to derive all valid versions of the MoS identification
key Kip. All valid versions of Kip shall be used by the SRB-CA to encrypt MoS serial
numbers. Km-vu and Ku-we shall be provided to component personalizers SRB-CP
for their installation respectively in VUs and Workshop Cards. KM-VU shall be used
by the VU together with the corresponding KM-WC to generate the right KM during
VU-MoS pairing.
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Kwm-psre shall be used by the SRB-CA to derive VU specific keys to secure the DSRC
communication. Km-psrc shall be used by control and workshop cards to derive the
VU specific DSRC keys required to decipher and verify the authenticity and integrity
of the VU's DSRC communication.

1.6 Policy Administration

1.6.1 ERCA

The European Commission service responsible for implementation of the
certification policy at the European level and for the provision of key certification and
key distribution services to the Member States is referred to as the European Root
Certification Authority (ERCA).

The contact address of the ERCA is:

Head of the Cyber and Digital Citizens' Security Unit E3
Directorate E - Space, Security and Migration

Joint Research Centre (TP 580)

European Commission

Via Enrico Fermi, 2749

[-21027 Ispra (VA)

The ERCA reviews the MSA certificate policies, including this SRB-NA certificate
policy, for conformity with the requirements defined in the ERCA certificate policy.
The objective of the review process is to assure comparable levels of security in each
Member State. The ERCA archives the policy review reports and the NA certificate
policies for reference purposes.

The ERCA provides key certification services to the MSCAs affiliated to an MSA only
if the outcome of the MSA certificate policy review provides sufficient grounds to
judge that the requirements in the ERCA certificate policy will be met. Continuation
of key certification service from the ERCA to an MSCA depends on timely receipt of
the MSA audit reports (see section 8.1) demonstrating that the MSCA is continuing
to fulfil its obligations as laid down in the approved MSA certificate policy.

1.6.2 SRB-NA

Republic of Serbia appointed Ministry of Construction, Transport and Infrastructure
(Law on working hours of crews of vehicles engaged in road transport and
tachographs, Official Gazette of RS, no. 96/15 and 95/18) as Member state authority
SRB-NA.

The SRB-NAs responsibilities are:

« Laying down and documenting an NA certificate policy in conformance with
all applicable requirements in the ERCA certificate policy and taking care of
its approval by the ERCA. The SRB-NA makes an English version of the SRB-
NA certificate policy available to the ERCA and takes care for a Serbian
version.

» Approving the CPS of the SRB-CA and stating its compliance with this Policy.
This can be accomplished in conjunction with the compliance audits of the
SRB-CA (see chapter 8).
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« Ensuring or arranging that the SRB-NA-Policy is made available to all
authorities involved.

« Ensuring that the SRB-CA has the resources required to operate in conformity
with this certificate policy.

« Approval of SRB-CA, SRB-CP, SRB-CIA security policies.

* Requre that any relevant prescription mandated by the Common Criteria
security certification of the equipment is met during the complete life cycle of
the equipment.

1.6.3 SRB-CA

The SRB-CIA appoints SRB-CA, which implements the Serbian certification policy
and provides key certification and key distribution services to the component
personalizers SRB-CP in Serbia.

The SRB-CA documents its implementation of the SRB-NA certificate policy in a
Certification Practice Statement (SRB-CA CPS). The SRB-CA CPS is the SRB-CAs
procedural document, which details how the SRB-NA certificate policy is enforced in
day-to-day management. The document is developed and owned by the SRB-CA. It
shall be treated as restricted information. The SRB-CA shall make the contents of its
CPS available on a need-to-know basis only. The SRB-CA CPS shall be managed,
reviewed, and modified following document control procedures.

SRB-NA certificate policy require that the issuance process of tachograph cards
ensures that the effective date of the card’s certificate(s) is equal to the begin of the
validity of the tachograph card itself, as encoded in EF Identification.

SRB-NA certificate policy require that the ERCA is notified without delay of loss,
theft, or potential compromise of any SRB-CA private key or symmetric master key
and indicate any follow-up investigation and potential action by the NA.

The SRB-CA makes its CPS available to the SRB-NA. The SRB-NA is responsible
to determine whether the SRB-CA CPS complies with the SRB-NA certificate policy.
Upon request, the SRB-CA also makes a version of its CPS available to the ERCA.

The SRB-CA maintains records of its operations as appropriate to demonstrate
conformity with the SRB-NA certificate policy and shall make these records available
to the SRB-NA and/or the ERCA on demand. Complaints from component
personalizers SRB-CP about the services provided by the SRB-CA shall be
addressed to the SRB-NA (contact address see 1.5.2).
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1.7 Definitions and Acronyms
Acronym Definition
AES Advanced Encryption Standard
CP Certificate Policy
CPS Certification Practice Statement
SRB-CA Certification Authority of the Republic of Serbia
SRB-CIA Card Issuing Authority of the Republic of Serbia
SRB-CP Personalizer of Serbian Tachograph Cards
SRB-NA Serbian National Authority
SRB-NA-CP Serbian National Authority Certificate Policy
DSRC Dedicated Short Range Communications
CSR Certificate Signing Request
EC European Commission
ECC Elliptic Curve Cryptography
EGF External GNSS Facility
EA European Authority
ERCA European Root Certification Authority
ERCA - CP European Root Certificate Policy and Symmetric
Key Infrastructure Policy
EU European Union
GNSS Global Navigation Satellite System
HSM Hardware Security Module
ISMS Information Security Management System
ISSO Information System Security Officer
JRC Joint Research Centre
KDR Key Distribution Request
Km Motion Sensor Master Key
Ku-vu VU part of Km
Km-wc WC part of Km
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Acronym Definition

KiD Motion Sensor Identification Key
Kp Motion Sensor Pairing Key
Kwm-psrc DSRC Master Key

LKM Labeled Key Message

MA Mutual Authentication

MoS Motion Sensor

NA National Authority

NCP Normalized Certificate Policy
PKI Public Key Infrastructure
RFC Request for Comment

RSA Rivest, Shamir und Adleman
TC Tachograph Card

VU Vehicle Unit

wC Workshop Card

Further definitions may be found in the documents referenced by this SRB-CA
certificate policy; see the section References towards the end of this document.
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2 Publication and Repository Responsibilities

2.1 Repositories

« All equipment certificates issued by the SRB-CA shall be maintained in the
SRB-CA database.

2.2 Publication of Certification Information
+ The SRB-NA shall publish this Certification Policy on the his website

+ The SRB-CA Certification Practice Statement shall not be public but shall be
communicated on request to the relevant parties.

2.3 Time or Frequency of Publication

» Information relating to changes in this policy shall be published according to
the schedule defined by the change (amendment) procedures laid down in
section 9.12 of this document.

2.4 Access Controls on Repositories

« All information available via the website shall have read-only access. The
SRB-CA shall designate staff having write or modify access to the
information in the SRB-CA CPS.

» All information published on the website shall be available via a secure
Internet connection.
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3 ldentification and Authentication

This chapter describes how identification and authentication (1&A) shall take place
for initial and re-key certificate requests and for symmetric key distribution requests
between the SRB-CA and the ERCA. 1&A between the SRB-CA and equipment
manufacturers or card personalizers is detailed in the SRB-CA CPS.

3.1 Naming
3.1.1 Types of Names

3.1.1.1 Certificate Subject and Issuer

The Certification Authority Reference and Certificate Holder Reference identify the
issuer and subject of a certificate. They shall be formed in the following way as
described in Annex IC, Appendix 11, CSM_136/CSM_141 and Appendix 1:

Entity:
« SRB-CA
Identifier:
+ Certification Authority Key Identifier (KID)

Construction:

« Nation numeric

Nation alpha

Key serial number
Additional info
CA identifier

Test key certificates, test certificate requests, test key distribution requests and test
key distribution messages for the purpose of Interoperability Tests, shall contain the
values '54 4B' ("TK") in the additionallnfo field.

3.1.1.2 Key Distribution Requests and Key Distribution Messages

Key Distribution Requests and Key Distribution Messages are identified by the key
identifier of the ephemeral public key generated by each MSCA, see section 4.2.1.
The key identifier value is determined according to section 3.1.1.1 with the following
modifications:

» keySerialNumber: unique for each requesting entity

« additionallnfo: '4B 52' ("KR", for Key Request), unless it concerns a test KDR.
In that case, '54 4B' ("TK", for Test Key) shall be used.

3.2 Initial Identity Validation

3.2.1 Method to prove Possession of Private Key

When submitting certificate signing requests (CSRs) to the ERCA, proof of
possession of the corresponding private key via an internal signature, as specified
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in section 4.1.1, is necessary. The CSRs may also have an outer signature proving
the authenticity of the message. The outer signature shall be produced by an already
certified private key referenced in the CSR.

By verification (done manually together with the MSA/MSCA), if a hash calculated
over the received CSR matches the hash over the CSR sent by the MSCA (as
described in the ERCA CPS), additional prove of integrity, authenticity and initial trust
is established.

3.2.2 Authentication of Organization Identity

The SRB-CA defines a procedure for the authentication of organization identities
(e.g. equipment manufacturers) in its CPS.

3.2.3 Authentication of Individual Identity

The SRB-CA defines a procedure for the authentication of individual identities. The
procedure is documented in the SRB-CA's CPS.

3.2.4  Validation of Authority

The SRB-CA shall define a procedure for the validation of authority in its Certification
Practice Statement.

3.25 Criteria for Interoperation

The SRB-CA shall not rely on any external certificate authority except the ERCA for
the certificate signing and key distribution services it provides to the smart
tachograph system.

If the SRB-CA must rely on an external PKI for any other service or function, review
and approval of the CP and/or CPS of the external certification service provider by
the SRB-NA prior to applying for certification services, is required.

3.3 I&A for Re-Key Requests

The Identification and Authentication procedures for re-key requests (see sections
4.1.8 and 4.2.9) shall be the same as those described in section 3.2.

3.4 I&A for Revocation Request

Certificate revocation requests received by the ERCA from any source (see section
4.1.10) shall be validated by direct communication with the MSA responsible for the
certificate-holding MSCA, through the contact point.

The SRB-CA describes in its CPS how it will validate certification revocation requests
for equipment certificates, if certificate revocation procedures are available.
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4 Life-Cycle  Operational Requirements  for
Certificates, symmetric Keys and Encryption
Services

This chapter describes the message formats, cryptographic mechanisms and
procedures for the application and distribution of equipment certificates, symmetric
keys for cards and VUs and equipment data encryption services between the SRB-
CA and its component personalizers SRB-CP as well as for the application and
distribution of MSCA certificates and symmetric master keys between the ERCA and
the SRB-CA.

4.1 SRB-CA Public Key Certificate Application and Issuance

4.1.1 Certificate Signing Requests

Certificate signing requests can only be submitted by MSCAs recognized by their
MSA via a compliance statement (see 1.5.2).

A CSR shall be in TLV-format. Table 1 shows the CSR encoding, including all tags.
For the lengths, the DER encoding rules specified in ISO/IEC 19790 shall be used.
The values are specified in the remainder of this section.

Data Object Req|Tag
Authentication c'67
ECC (CV) Certificate m '7F 21
Certificate Body m 'TF 4E'
Certificate Profile Identifier m '5F 29'
Certification Authority Reference m ‘42
Certificate Holder Authorisation m '5F 4C'
Public Key m '"TF 49'
Standardized Domain Parameters m '06'
OID
Public Point m '86'
Certificate Holder Reference m '5F 20
Certificate Effective Date m '5F 25'
Certificate Expiry Date m '5F 24'
Inner Signature m '5F 37
Certification Authority Reference of Outer Signature c '42'
Signatory
Outer Signature c '5F 37

Table 1 Certificate signing request format
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m: required
c¢: conditional

The Authentication data object shall only be present in case the Outer Signature
data object is present.

The version of the profile is identified by the Certificate Profile Identifier. Version
1, specified in section 7.1, shall be identified by a value of '00'.

The Certification Authority Reference shall be used to inform the ERCA about the
ERCA private key that the SRB-CA expects to be used for signing the certificate. For
Certification Authority Reference values see section 3.1_. At any given time, the key
identifier of the ERCA root key available for signing will be indicated on the ERCA
website.

The Certificate Holder Authorisation shall be used to identify the type of certificate.
It consists of the six most significant bytes of the Tachograph Application ID ('FF 53
4D 52 44 54'), concatenated with the type of equipment for which the certificate is
intended (Annex IC, Appendix 11, CSM141). For MSCA certificates, the equipment
type shall be set to 'OE' (14 decimal).

The Public Key nests two data objects:

- The Domain Parameters data object shall reference the standardized
domain parameters to be used with the public key in the certificate. It shall
contain one of the object identifiers specified in table 1 of Appendix 11, Annex
IC.

- The Public Point data object shall contain the public point. Elliptic curve
public points shall be converted to octet strings as specified in ISO/IEC 18033-
2. The uncompressed encoding format shall be used (Annex IC, Appendix 11,
CSM_143).

The Certificate Holder Reference is used to identify the public key contained in the
request and in the resulting certificate. The Certificate Holder Reference shall be
unique. It can be used to reference this public key in equipment-level certificates
(Annex IC, Appendix 11, CSM_144). For Certificate Holder Reference values see
section 3.1.

The Certificate Effective Date shall indicate the starting date and time of the validity
period of the certificate. The Certificate Expiration Date shall indicate the end date
and time of the validity period. Both data elements shall be of data type TimeReal,
specified in Annex IC, Appendix 1. Note that the validity period defined by these two
data elements shall be either 17 years and 3 months (for MSCAVU-EGF certificates)
or 7 years and 1 month (for MSCACard certificates).

The certificate body shall be self-signed via an Inner Signature that shall be
verifiable with the public key contained in the certificate request. The signature shall
be created over the encoded certificate body, including the certificate body tag and
length. The signature algorithm shall be ECDSA, as specified in ISO/IEC 10116,
using the hashing algorithm linked to the size of the public key in the CSR as
specified in Annex IC, Appendix 11, CSM_50. The signature format shall be plain,
as specified in ISO/IEC 18033-2.

The Certification Authority Reference of Outer Signature Signatory shall
indicate the MSCA and the respective key that placed the outer signature. It shall
only be present in case an outer signature is present. For possible values, see
section 3J_.
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The Outer Signature shall be absent if the SRB-CA applies for its initial certificate.
The outer signature shall be required if the SRB-CA applies for a successive
certificate. In this case, the Certificate Signing Request shall be additionally signed
via an outer signature by the SRB-CA, using one of its current valid SRB-CA private
keys. The outer signature authenticates the request. Because the SRB-CA is
subscribed to receive both MSCA_Card and MSCA VU-EGF certificates, the outer
signature shall be placed using a private key linked to a certificate of the same type.

The Outer Signature shall be created over the encoded ECC (CV) Certificate
(including the certificate's tag '7F 21' and its length) and the Certification Authority
Reference of Outer Signature Signatory field (including the certificate's tag '42' and
its length). The signature algorithm shall be ECDSA, as specified in ISO/IEC 10116
using the hashing algorithm linked to the size of the SRB-CA key used for signing,
as specified in Annex IC, Appendix 11, CSM_50. The signature format shall be plain,
as specified in ISO/IEC 18033-2.

The SRB-CA shall calculate and store a hash over the complete CSR, using the
hashing algorithm linked to the key size of the signing authority, as specified in Annex
IC, Appendix 11, CSM_50. This hash will be used by the ERCA together with the
MSA/MSCA to manually verify the authenticity of the CSR, see section 4.1.2.1.

4.1.2 Certificate Application Processing

4.1.2.1 Verification of CSR contents

The ERCA ensures that a CSR originating from any MSCA is complete, accurate,
and duly authorized. The ERCA only signs an MSCA cetrtificate if this is the case.

Checks for correctness, completeness and authorization are performed manually by
the ERCA officers and/or in an automated way by the ERCA registration service. If
the request is correct and complete, the ERCA officers authorize the signing of an
MSCA certificate.

For each CSR it receives, the ERCA verifies that

the transport media is readable; i.e. not damaged or corrupted;
- the CSR format complies with Table 2;

- the request is duly authorized. If an outer signature is in place, the ERCA
verifies the correctness of this signature. In any case, the ERCA contacts the
MSCA as described in the ERCA CPS and verifies that a hash calculated over
the received CSR matches the hash over the CSR sent by the MSCA;

- the MSCA is entitled to receive the requested type of certificate;

- the Certification Authority Reference contained in the request indicates the
ERCA root private key currently valid for signing MSCA certificates;

- the Certificate Holder Reference is unique. For MSCAs the Certificate Holder
Reference is a Certification Authority Key Identifier (KID). The Key Serial
Number in this KID shall differ between keys of the same MSCA, making the
KID unique;

- the domain parameters specified in the request are listed in Table 1 of Annex
IC, Appendix 11, and the strength of these parameters matches the strength
of the ERCA root key indicated in the Certification Authority Reference,;
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- the public point in the request has not been certified by the ERCA previously
and has not been used as an ephemeral key for symmetric key distribution
previously (see section 4.2.3), even for interoperability test purposes;

- the public point in the request is on the curve indicated in the request;

- the inner signature can be verified using the public point and the domain
parameters indicated in the request. This proves that the MSCA is in
possession of the private key associated with the public key;

- the outer signature is present if the request is not for the initial MSCAVU-EGF
or MSCACard certificate of the MSCA;

- If present, the outer signature can be verified using the public point and the
domain parameters in the MSCA certificate referenced in the Certification
Authority Reference of Outer Signature Signatory field. Moreover, the private
key usage period of this key has not expired yet.

If any of these checks fails, the ERCA rejects the CSR. The ERCA communicates
the rationale for any request rejection to the MSCA and the responsible MSA.

4.1.2.2 Certificate generation, distribution and administration

If all checks succeed, the ERCA proceeds to sign the certificate as described in
section 4.1.3.

The following information is recorded in the ERCA database for each certificate
signing request received:

- the complete CSR originating from the MSCA;
- the complete resulting public key certificate, if any;

- the standardized domain parameters OID and the public point of the certified
public key;

- the certificate effective data and certificate expiration date;
- the Certificate Holder Reference (for identification of the public key);

- the hash over the binary certificate data, if any. The hash length shall be linked
to the key size of the signing authority, as specified in Annex IC, Appendix 11,
CSM_50;

- the hash over the binary CSR data, see section 4.1.1;

- the certificate status "Valid" if the certificate is issued or "Rejected" in case
the CSR is rejected,;

- atimestamp.

The MSCA certificate(s) are written to transport media in accordance with the
requirements in section 4.1.4, for return to the MSCA. Every certificate copy written
on transport media is verified afterwards using the ERCA public key. The ERCA also
writes a copy of the ERCA public key certificate that can be used to verify the MSCA
certificate(s) to the transport media.

After successful distribution of a new MSCA certificate, the ERCA updates the
certificate status information in the ERCA repository. No other notification action is
performed. The ERCA retains the transport media with the CSR and archives it in
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their controlled premises. The ERCA aims to complete public key certification
operations within one working day. The time required for the ERCA to supply a
MSCA public key certificate or distribute a symmetric key shall be determined solely
by the time required for correct execution of the ERCA procedures. A turnaround
time of one month is guaranteed. When requesting a certificate, MSCAs shall take
into account this maximum turnaround time.

4.1.3 Certificates
The format of the MSCA public key certificates can be found in section 7_1.

The ERCA creates the signature over the encoded certificate body, including the
certificate body tag and length. The signature algorithm shall be ECDSA, as specified
in ISO/IEC 10116, using the hashing algorithm linked to the key size of the signing
authority, as specified in Annex IC, Appendix 11, CSM_50. The signature format
shall be plain, as specified in ISO/IEC 18033-2.

4.1.4 Exchange of Requests and Responses

For transportation of certificate signing requests and certificates, CD-R media should
be used:

- The CD-R shall be 12 cm media in single-session mode (ISO 9660:1988
formatted).

Other transport methods may be used after prior consent of the ERCA. For testing
purposes, the ERCA accepts and dispatches CSRs and certificates as e-mail
attachments.

The SRB-CA shall write three copies of each certificate signing request to the
transport medium for transport to the ERCA. These copies shall be in hexadecimal
ASCII (.txt file), Base64 (.pem file) and binary (.bin file) format.

The ERCA writes three copies of each certificate to the transport medium for return
to the SRB-CA. These copies are in hexadecimal ASCII (.txt file), Base64 (.pem file)
and binary (.bin file) format.

Each certificate signing request and certificate shall be accompanied by a paper
copy of the data, formatted according to a template defined in the ERCA CPS.
Another paper copy of the data shall be held by the ERCA or the SRB-CA,
respectively.

For both CSRs and certificates, the transport media and the printouts are handed
over between an ERCA employee and the SRB-CAs courier in the ERCA controlled
area.

4.1.5 Certificate Acceptance

The courier signs for receipt of the SRB-CA certificate at the ERCA premises.
Upon reception of the certificate at the SRB-CA premises, the SRB-CA shall check
that:

- the transport media is readable; i.e. not damaged or corrupted,;
- the format of the certificate complies with Table 9 in section 7.1;
- all certificate field values match the values requested in the CSR,;

- the certificate signature can be verified using the ERCA public root key
indicated in the CAR field.
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If any of these checks fail, the SRB-CA shall abort the process and contact the
ERCA. Certificate rejection is managed according to the certificate revocation
procedure (see section 4.1.10).

4.1.6 Key Pair and Certificate Usage

The SRB-CA shall use any key pair and the corresponding certificate in accordance
to section 6.2.

4.1.7 Certificate Renewal

Certificate renewal, i.e. the extension of the validity period of an existing certificate,
is not allowed.

4.1.8 Certificate Re-key

Certificate re-key means the signing of a new SRB-CA certificate, in replacement of
an existing certificate. Certificate re-key shall take place either:

« When the SRB-CA is nearing the end of the usage period of (one of) its
private key(s). In this case, re-key shall be done in a timely manner to
ensure that the SRB-CA can continue operations after the end of this period;

* Following certificate revocation.

Certificate application, processing, issuance, acceptance and publication are the
same as for the initial key pair. The SRB-CA shall immediately distribute the
necessary keys and certificates to the component personalizers SRB-CP as further
described in the SRB-CA CPS.

The MSCA key pair(s) may be changed regularly. The ERCA shall not impose any
limits on the number of MSCA certificates that it will sign. MSCAs shall be allowed to
request multiple MSCA certificates of the same type, if justified for its activity, with
overlapping validity periods.

4.1.9 Certificate Modification
Certificate modification is not allowed.

4.1.10 Certificate Revocation and Suspension

4.1.10.1 Circumstances for certificate revocation
SRB-CA certificates shall be revoked in the following circumstances:
* rejection on receipt of a newly issued certificate (see section 4.1.5);
« compromise or suspected compromise of a SRB-CA private key;
» loss of a SRB-CA private key;
+ SRB-CA termination;

SRB-NA or SRB-CA failure to meet obligations under the Regulation and the
ERCA certificate policy.
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4.1.10.2 Who can request revocation

The ERCA considers revocation requests originating from the following entities as
authoritative:

» the European Authority;
+ all NAs;
+ all recognized MSCAs;

The European Authority is authorized to request revocation of any MSCA certificate.
An MSA is authorized to request revocation for certificates issued to the MSCAs
listed in its MSA certificate policy.

An MSCA is authorized to request revocation for certificates issued to itself. The
ERCA shall reject revocation requests originating from any other entity.

4.1.10.3 Procedure for revocation request

The certificate revocation procedure is described in the SRB-CA CPS.

4.1.10.4 Revocation request grace period

The grace period for certificate revocation is five working days from the start of the
circumstances for revocation, within which a subscriber shall make a revocation
request.

4.1.10.5 Time within which ERCA shall process the revocation request

The ERCA processes correct, complete and authorized revocation requests within
three working days of receipt.

4.1.10.6 Revocation checking requirements for relying parties

Relying parties shall be responsible for checking the certificate status information
published in the ERCA repository.

4.1.10.7 Certificate status issuance frequency

The status of ERCA and MSCA public key certificates are retrievable online from
https://dtc.irc.ec.europa.eu/. The ERCA maintains the integrity of the certificate
revocation status information.

Certificate status information published in the ERCA repository shall be updated on
the first working day of each week.

4.1.10.8 Maximum latency for CRLs
Not applicable.

4.1.10.9 On-line revocation / status checking availability

The revocation / status information published in the ERCA repository is only
guaranteed to be available during normal working hours.

4.1.10.10  On-line revocation / status checking requirements
No stipulation.
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4.1.10.11 Other forms of revocation advertisements available
None.

4.1.10.12  Special requirements concerning key compromise
Private key compromise is a security incident that shall be processed.

If one of the SRB-CA private keys is compromised or suspected to be compromised,
the SRB-CA shall report the incident to the ERCA and to the SRB-NA without
unnecessary delay and at least within 8 hours of detection. In their notification, the
SRB-CA shall indicate the circumstances under which the compromise occurred.

The follow-up investigation and potential action by the SRB-NA and/or SRB-CA shall
be taken to reduce the risk of misuse of a compromised key.

The outcome of the SRB-NA investigation shall be reported to the ERCA.

4.1.11 Certificate suspension
Certificate suspension is not allowed.

4.1.12 Certificate Status Service

The availability of the website mentioned in section 4.1.10.7 is guaranteed during
normal working hours. A list of MSCA certificate status information is also
downloadable from this website in a common file format (e.g. .csv, Excel).

4.1.13 End of Subscription

Subscription for the ERCA's certificate signing services ends when the SRB-NA
decides for SRB-CA termination. Such a change is notified to the ERCA by the SRB-
NA as a change to the SRB-NA certificate policy.

In the case of subscription ending, the decision to submit a certificate revocation
request for any valid SRB-CA certificates, or to allow all SRB-CA certificates to
expire, is in the responsibility of the SRB-NA.

4.1.14 Key Escrow and Recovery

Key escrow is expressly forbidden, meaning that SRB-CA root private keys will never
be exported to or stored in any system apart from the SRB-CA production and
fallback systems.

4.2 Symmetric Master Key Application and Distribution between the
ERCA and the SRB-CA

The following requirements are closely based on the respective chapter of the
ERCA Gen. 2 certificate policy.
4.2.1 Key Distribution Requests

Key distribution requests can only be submitted by MSCAs recognized by their MSA
via a compliance statement (see 1.5.2).

A KDR shall be in TLV-format. Table 2 shows the KDR encoding, including all tags.
For the length, the DER encoding rules specified in ISO/IEC 19790 shall be used.
The values are specified in the remainder of this section.
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Data Object Req Tag
Key Distribution Request m ‘Al
Request Profile Identifier m '5F 29'
Message Recipient Authorization m '83'
Key ldentifier m '84'
Public Key (for ECDH key agreement) m 'TF 49'
Standardized Domain Parameters OID m '06'
Public Point m '86'

Table 2 Key distribution request format

The version of the profile is identified by the Request Profile Identifier. Version 1,
specified in Table 2, shall be identified by a value of '00'.

The Message Recipient Authorization shall be used to identify the symmetric key
that is requested. It consists of the concatenation of

- the six most significant bytes of the Tachograph Application ID ('FF 53 4D 52
44 54,

- the type of key that is requested (see below, 1 byte),
- the version number of the requested master key (1 byte).
The following values shall be used to indicate the type of key requested:
- '07": Km, motion sensor master key
- 27" Km-wc, motion sensor master key workshop part
- '67": Km-vu, motion sensor master key VU part
- '09": Km-psrc, DSRC master key

The Key Identifier is a unique 8-byte octet string identifying the public key presented
in the KDR for ECDH key exchange, see section 4.2.3. Its value is determined
according to section 3.1.1.2. Since a MSCA shall use a different ephemeral key pair
for every key distribution request, the SRB-CA may use the key identifier to keep
track of the ephemeral private key to be used for the decryption of a particular key
distribution message, once it arrives at the SRB-CA. For that reason, the ERCA
copies the key identifier in the key distribution message, see Table 3

The Public Key nests two data elements:

- The data element Public Point shall contain the public point of the ephemeral
SRB-CA key pair to be used for key agreement. The SRB-CA shall convert
the public point to an octet string as specified in ISO/IEC 18033-2, using the
uncompressed encoding format.

- The data element Domain Parameters shall contain the object identifier of the
set of standardized domain parameters to be used in conjunction with the
public point. For more information, see section 4.2.3.

The SRB-CA shall calculate and store a hash over the complete KDR, using the
hashing algorithm linked to the key size of the requested master key, as specified in
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Annex IC, Appendix 11, CSM_50. This hash will be used by the ERCA to verify the
authenticity of the KDR, see section 4.2.2.1.

4.2.2 Master Key Application Processing

4.2.2.1 Verification of KDR contents

The ERCA ensures that a KDR originating from an SRB-CA is complete, accurate,
and duly authorized. The ERCA only creates a key distribution messages if this is
the case.

Checks for correctness, completeness and authorization are performed manually by
the ERCA officers and/or in an automated way by the ERCA registration service. If
the request is correct and complete the ERCA officers may authorize the generation
of a key distribution message by the key distribution service. For each KDR it
receives, the ERCA verifies that

- the transport media is readable; i.e. not damaged or corrupted,;
- the KDR format complies with Table 2

- the request is duly authorized. The ERCA contacts the SRB-CA as described
in the ERCA CPS and verifies that a hash calculated over the received KDR
matches the hash over the KDR stored by the SRB-CA (see the end of section
4.2.1);

- the SRB-CA is entitled to receive the requested type of master keys:

0 SRB-CAs responsible for issuing tachograph cards shall be entitled to
receive all valid versions of Km-wc with regard to used cipher suite and
the DSRC master key Kwm-bsrc;

4.2.2.2 KDM generation, distribution and administration

If all checks succeed, the ERCA proceeds to prepare the key distribution message
by determining the symmetric key requested by the SRB-CA and following the steps
as described in section 4.2.3 (from step 2). The following information is recorded in
the ERCA database for each key distribution request received:

» the complete KDR originating from the SRB-CA,;
« the complete resulting key distribution message, if any;

+ the standardized domain parameters OID, the ephemeral public point and the
key identifier,;

» the key type and version of the master key;

+ the hash over the binary key distribution message data, if any. The hash
length shall be linked to the key size of the signing authority, as specified in
Annex IC, Appendix 11, CSM_50;

» the hash over the binary KDR data, see section 4.2.1;

» the status "Distributed" in case the key is distributed to the SRB-CA or
"Rejected" in case the KDR is rejected,;

+ atimestamp.

The ERCA retains the transport media with the KDR and archives it in their controlled
premises.
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Once the key distribution message has been generated, the ERCA sends it to the
MSCA as specified in section 4.2.5.

The ERCA aims to complete key distribution operations within one working day.
Turnaround time of one month is guaranteed. When requesting distribution of a key,
SRB-CAs shall take into account this maximum turnaround time.

4.2.3 Protection of Confidentiality and Authenticity of Symmetric Keys

The confidentiality and authenticity of symmetric keys distributed by the ERCA to
SRB-CAs is protected via an Elliptic Curve Integrated Encryption Scheme (ECIES).
This scheme allows for agreement between the ERCA and SRB-CA on encryption
keys and MAC keys to be used to protect the master symmetric keys during
distribution. The ECIES has been standardized in ISO/IEC 18033-2. The ECIES
variant to be used for ERCA symmetric key distributions uses the following
cryptographic algorithms, in accordance with Appendix 11 of Annex IC:

- Key derivation function: KDF2, as specified in ISO/IEC 18033-2;

- Message authentication code algorithm: AES algorithm in CMAC mode, as
specified in NIST, Special Publication 800-38B;

- Symmetric encryption algorithm: AES in the Cipher Block Chaining (CBC)
mode of operation, as defined in ISO/IEC 10116.

On a high level, the ECIES consists of the following steps. More details are given for
each step below:

1. The MSCA generates a unique ephemeral ECC key pair for Diffie-Hellman
key agreement and sends the public key to the ERCA in the Key Distribution
Request, see Table 2

2. The ERCA similarly generates a unique ephemeral ECDH key pair and uses
the Diffie-Hellman key agreement algorithm together with its own private key
and the MSCA's ephemeral public key to derive a shared secret.

3. Using the key derivation function, the shared secret and additional information
detailed below, the ERCA derives an encryption key and a MAC key.

4. The ERCA uses the encryption key to encrypt the symmetric key to be
distributed.

5. The ERCA uses the MAC key to calculate a MAC over the encrypted key.

Step 1

For the generation of its ephemeral public key used for Diffie-Hellman key
agreement, the SRB-CA shall choose one of the standardized domain parameters
from Table 1 of Annex IC, Appendix 11. The strength of the chosen set of domain
parameters shall match the length of the requested symmetric key, according to
CSM_50 in Appendix 11. Ephemeral key pair generation shall take place in an HSM
complying with the requirements in section 6.2. The ephemeral private key shall
never leave the HSM.

After generating the ephemeral key pair, the SRB-CA shall convert the public point
to an octet string as specified in ISO/IEC 18033-2. The uncompressed encoding
format shall be used. The SRB-CA shall include the OID of the chosen standardized
domain parameters and the octet string representing the public point in the KDR,
which is sent to the ERCA.
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Step 2

The ERCA generates an ephemeral key pair, using the standardized domain
parameters specified in the received KDR. The ERCA shall use the ECKA-DH
algorithm as defined in ISO/IEC 18033-2 together with its own ephemeral private key
and the SRB-CA's ephemeral public key to derive a shared point (Kx, Ky). The ERCA
shall check that this point is not the infinity point. If it is, the ERCA shall generate a
new ephemeral key pair and try again. Otherwise, the ERCA shall form the shared
secret K by converting Kx to an octet string as specified in ISO/IEC 18033-2.

Ephemeral key pair generation shall take place in an HSM complying with the
requirements in section 6.2. The ephemeral private key shall never leave the HSM.

Step 3

For deriving the encryption key Kenc and the MAC-ing key Kvac, the ERCA uses the
key derivation function KDF2(x, |) defined in ISO/IEC 18033-2. The octet string x
shall be equal to the shared secret K from the previous step. The hash function that
IS necessary to instantiate the KDF2 function shall be linked to the length of the
symmetric key to be distributed, as described in Appendix 11 CSM_50.The output
length | shall be equal to the output length of this hash function.

Given the output O of this key derivation function, the encryption and MAC-ing keys
shall be formed as

- Kenc = first L octets of O
- Kwmac = last L octets of O

where L is the required length of Kenc and Kmac in octets, in accordance to Appendix
11 CSM_50.

Step 4

If necessary (i.e. for a 192-bytes key), the ERCA pads the symmetric key to be
distributed using padding method 2 defined in ISO/IEC 9797-1. Subsequently, the
ERCA encrypts the padded key with AES in the Cipher Block Chaining (CBC) mode
of operation, as defined in ISO/IEC 10116, using Kenc with an interleave parameter
m = 1 and an initialization vector SV consisting of binary zeros:

Encrypted symmetric key = AES-CBC(symmetric key + padding if necessary,
Kenc)

Step 5

The ERCA concatenates the encrypted symmetric key with a string S, which is the
concatenation of the values of the Message Recipient Authorization and the Key
Identifier used in the key distribution message (see section 4.2.4)

S = Message Recipient Authorization || Key Identifier

Using Kwmac, the ERCA then computes a MAC over the concatenation of the
Encrypted symmetric key and S, using the AES algorithm in CMAC mode, as
specified in NIST Special Publication 800-38B. The length of the MAC shall be linked
to the length of the AES session keys, as specified in Appendix 11 CSM_50.

MAC = AES-CMAC (Encrypted symmetric key || S, Kmac)

Any operations with the ephemeral private key, with the shared secret and with the
derived keys Kenc and Kwmac shall take place in an HSM complying with the
requirements in section 6.2.
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The ERCA shall record the value of S and of the MAC. As described in section 4.2.6,
the SRB-CAs will use these values to verify the authenticity of the key distribution
message.

4.2.4 Key Distribution Messages

After performing the Master Key application processing (see section 4.2.2), the
ERCA shall construct a key distribution message as shown in Table 3 For the
lengths, the DER encoding rules specified in (ISO/IEC 8825-1 shall be used. The
values are specified in the remainder of this section.

Data Object Req Tag

Key Distribution m ‘Al
Request Profile Identifier m '5F 29'
Message Recipient Authorization m '83'
Key Identifier of the MSCA ephemeral key pair for ECDH m '84'

key agreement

Public Point of the ERCA for ECDH key agreement m '86'
Encrypted symmetric key m 87
MAC m '88'

Table 3 Key distribution message format

The version of the profile is identified by the Request Profile Identifier. Version 1
specified in Table 3 shall be identified by a value of '00'.

The Message Recipient Authorisation shall be identical to the Message Recipient
Authorisation data element in the KDR from the SRB-CA, see section 4.2.1.

The Public Point shall contain the public point of the ephemeral ERCA key pair used
for key agreement, see section 4.2.3. The ERCA converts the public point to an octet
string as specified in BSI Technical Guideline TR-03111 using the uncompressed
encoding format.

The Encrypted symmetric key data element shall contain the output of step 4 in
section 4.2.3.

The MAC data element shall contain the output of step 5 in section 4.2.3.

After successful generation of the key distribution message, the ERCA securely
destroys its ephemeral private key for key agreement in the HSM, as well as the
encryption key KENC and the MAC-ing key Kvac. The key distribution message is
returned to the MSCA that issued the KDR.

4.2.5 Exchange of Requests and Responses
For transportation of key distribution requests and key distribution messages, CD-R
should be used:

- The CD-R shall be 12 cm media in single-session mode (ISO 9660:1988
formatted).
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Other transport methods may be used after prior consent of the ERCA. For testing
purposes, the ERCA accepts and dispatches key distribution requests and key
distribution messages as e-mail attachments.

The SRB-CA shall write three copies of each key distribution request to the transport
medium for transport to the ERCA. These copies shall be in hexadecimal ASCII (.txt
file), Base64 (.pem file) and binary (.bin file) format.

The ERCA writes three copies of each key distribution message to the transport
medium for return to the SRB-CA. These copies shall be in hexadecimal ASCII (.txt
file), Base64 (.pem file) and binary (.bin file) format.

Each KDR and KDM shall be accompanied by a paper copy of the data, formatted
according to a template defined in the ERCA CPS. Another paper copy of the data
shall be held by the ERCA or the SRB-CA, respectively.

For both KDRs and KDMs, the transport media and the printouts shall be handed
over between an ERCA employee and the SRB-CA courier in the JRC controlled
area.

4.2.6 Master Key Acceptance

The courier signs for receipt of the key distribution message at the ERCA premises.
Upon reception of the key distribution message at the MSCA premises, the SRB-CA
shall check that:

- the transport media is readable; i.e. not damaged or corrupted,;
- the format of the message complies with Table 3

- the message is genuine. The SRB-CA shall do this by contacting the ERCA
as described in the ER-CA CPS and verifying that the MAC in the received
KDM matches the MAC in the KDM sent by the ERCA,;

- the master key type and version in the message matches the requested type
and version;

- the public point specified in the message is on the curve specified by the key
distribution request sent by the SRB-CA to the ERCA.

If any of these checks fail, the SRB-CA shall abort the process and contact the
ERCA. If all of these checks succeed, the SRB-CA shall

- use the ECKA-DH algorithm to derive a shared point (Kx, Ky), as described
in step 3 in section 4.2.3, using the SRB-CA's ephemeral private key indicated
by the key identifier in the message and the ERCA's ephemeral public key.
The MSCA shall verify that the shared point is not the infinity point; if it is, the
SRB-CA shall abort the process and contact the ERCA. Else, the SRB-CA
shall form the shared secret K by converting Kx to an octet string as specified
in BSI Technical Guideline TR-03111;

- derive the keys KENC and KMAC as described in step 4 in section 4.2.3,;

- verify the MAC over the encrypted symmetric key, as described in step 5inin
section 4.2.3. If this verification fails, the MSCA shall abort the process and
contact the ERCA;

- decrypt the symmetric key as described in step 4 in section 4.2.3. The SRB-
CA shall verify that the padding of the decrypted key, if any, is correct. If this
verification fails, the SRB-CA shall abort the process and contact the ERCA.
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Any operations with the ephemeral private key, with the shared secret and with the
derived keys KENC and Kwmac shall take place in an HSM complying with the
requirements in section 6.2.

After successful recovery of the master key, or when the key distribution process is
aborted and no KDM renewal (see section 4.2.8) is initiated, the SRB-CA shall
securely destroy its ephemeral private key for key agreement in the HSM, as well as
the encryption key Kenc and the MAC-ing key Kwac.

4.2.7 Master Key Usage

The SRB-CA shall use any received master key in accordance to section 6.2.

4.2.8 KDM Renewal

KDM renewal means the issuance of a copy of an existing KDM to SRB-CA without
changing the ephemeral public key or any other information in the KDM.

KDM renewal may take place only if the original transport media received at the
MSCA is damaged or corrupted. Damage or corruption of transport media is a
security incident which shall be reported to the SRB-NA and the ERCA. Subsequent
to this report, the SRB-CA may send a KDM renewal request to the ERCA, referring
to the original key distribution request. This procedure is described in the ERCA CPS.
The ERCA shall only accept KDM renewal request endorsed by the SRB-NA which
approved the SRB-CA. Note: In case the SRB-CA needs to send a request to re-
distribute a master key that was already successfully distributed to the SRB-CA, it
shall generate a new key distribution request, using a newly generated ephemeral
key pair. Such a request may lead the ERCA to initiate an investigation of the
possibility of key compromise.

4.2.9 Master Key Re-key

In case the ERCA has generated a new version of a master key, as specified in
Appendix 11 sections 9.2.1.2 and 9.2.2.2, the availability of a new key is published
on the ERCA website, together with its version number and length.

To receive the new version, the SRB-CA shall submit a new KDR. Requesting a new
master key shall take place in a timely manner so that the key (or derived keys or
encrypted data for motion sensors) can be placed in time in newly issued
components.

Key application, processing, distribution and acceptance are the same as for the
initial key. Component manufacturers and card personalizers shall be informed
immediately as further described in the SRB-CA practice statement.

4.2.10 Symmetric Key Compromise Notification

If SRB-CA detects or is notified of the compromise or suspected compromise of a
symmetric master key, SRB-CA shall notify this to the ERCA and the SRB-NA
without unnecessary delay and at least within 8 hours of detection. In their
notification, the SRB-CA shall indicate the circumstances under which the
compromise occurred. Any follow-up investigation and potential action by the SRB-
NA and/or SRB-CA shall be performed as indicated in the NA certificate policy. The
outcome of the SRB-NA investigation shall be reported to the ERCA.

If the ERCA detects or is notified of the compromise or suspected compromise of a
symmetric master key, the ERCA shall notify the European Authority without
unnecessary delay and at least within 8 hours of detection. The European Authority
shall act accordingly. The ERCA shall handle the incident according to a defined
security incident handling procedure.
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4.2.11 Master Key Status Service

The status of symmetric master keys shall be retrievable online from
https://dtc.jrc.ec.europa.eu/. The ERCA shall maintain the integrity of the status
information.

Master key status information published in the ERCA repository shall be updated on
the first working day of each week.

The availability of the website mentioned above shall be guaranteed during normal
working hours.

4.2.12 End of Subscription

Subscription for the ERCA ’s key distribution services ends when an NA decides for
NA termination. Such a change is notified to the ERCA by the NA as a change to the
national policy.

In the case of subscription ending, the MSCA shall securely destroy all copies of any
symmetric master key in its possession.

4.2.13 Key Escrow and Recovery

Key escrow is expressly forbidden, meaning that symmetric master keys shall not be
exported to or stored in any system apart from the ERCA and SRB-CA production
and fallback systems.

4.3 Tachograph Card Certificate Application and Issuance

More details on application and issuance of Tachograph card certificates are
provided in the SRB-CA documentation. These details will be provided to registered
card personalizers.

4.3.1 Certificate Application

The SRB-CA only issues certificates if a proper certificate application is presented to
the responsible authority and if all the requirements of regulation (EC) 165/2014 and
of all other associated legal provisions and agreements have been adhered to at the
time of applying.

The SRB-CA shall only accept certificate applications for tachograph cards with a
valid type approval as described in Annex IC (chapter 8).

For each tachograph card one unique ECC key pair, designated as Card_MA and
used for mutual authentication, shall be generated. A second unique ECC key pair,
designated as Card_Sign (used for signing of data), shall additionally be generated
for each driver card and each workshop card. This task may be handled by card
manufacturers or card personalizers, as described in Annex IC Appendix 11 (section
9.1.5). Whenever a card key pair is generated, the party generating the key shall
send the public key to the SRB-CA in order to obtain a corresponding card certificate
signed by the SRB-CA. The private key shall be used only by the tachograph card.
Key certification requests that rely on transportation of private keys are not allowed.
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4.3.2 Certificate Requests

Certificate requests are collected inside a request package. The packages are
signed using the private key of a dedicated RA chip card as described in the SRB-
CA CPS.

Data Object Length |Format Data

certificateRequestID 8 Byte CertificateRequestID |Request ID

cardNumber 16 Byte |CardNumber Card number

equipmentType 1 Byte INTEGER Equipment type:

- Driver card: '0Ox01'

- Workshop card: '0x02'

- Control card: '0x03'

- Company cards: '0x04'

- Driver card signature: '0x11'

- Workshop Card Signature: '0x12'
tachographApplicationID |6 Byte OCTET STRING Hard coded value:

'FF 53 4D 52 44 54' (,SMRDT")

PK_DP var Object Identifier Domain Parameter; references the
standardized domain parameters to be
used with the public key in the certificate.
It shall contain one of the object
identifiers speci  fied in table 1 of
Appendix 11, Annex IC

PK_PP var OCTET STRING Public Point; Elliptic curve public points

data in plain format shall be converted to octet strings as

Tabl 4 Tach h specified in (BSI Technical Guideline

able achograp _

Card Certificate Request TRO03111, Elliptic Curve Cryptography,

Data V.2.0). The uncompressed encoding
format shall be used (Annex IC,
Appendix 11, CSM_143)

signature var OCTET STRING ECC Certificate Request Signature;
ECDSA Signature created over the
certificate request data in plain format

Table 4 Tachograph Card Certificate Request Data

The signature is created over all data objects (in the specified order) except
"cardNumber". The signature algorithm shall be ECDSA, as specified in FIPS PUB
186-4, using the hashing algorithm linked to the key size of the signing authority. The
signature format shall be plain, as specified in BSI Technical Guideline TR-03111.
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4.3.3 Certificate Issuance

The SRB-CA shall ensure within its authority, that a proper registration with the
responsible authorities takes place before issuing of a certificate to the SRB-CP or
card manufacturer.

If key generation takes place outside the SRB-CA, the SRB-CA shall only issue a
certificate to the SRB-CP or card manufacturer if proof is made by a pre-agreed
procedure that they are in possession of the corresponding private key. At this time
the private key must not leave the secured environment of key generation. The SRB-
CA shall also ensure that a certificate request package originating from the SRB-CP
or a card manufacturer is complete, accurate, and duly authorized. The SRB-CA
shall only issue or sign a card certificate if this is the case.

Checks for correctness, completeness and authorization shall only be performed in
an automated way by the SRB-CA system as described in the SRB-CA CPS. The
key component for authorization hereby is the RA chip card.

The SRB-CA shall only issue a certificate to a VU manufacturer if the manufacturer
resides in the European Union. This doesn't refer to subsidiaries or production sites
of the manufacturer.

According to Appendix 11 the validity period of a CardMA certificate shall be as
follows:

- For driver cards: 5 years
- For company cards: 5 years
- For control cards: 2 years
- For workshop cards: 1 year
The validity period of a Card_Sign certificate shall be as follows:
- For driver cards: 5 years and 1 month
- For workshop cards: 1 year and 1 month

The Certificate Effective Date shall indicate the starting date and time of the validity
period of the certificate. It shall be the date of issuance of the certificate by the SRB-
CA.

The CardMA and CardSign certificates of a given driver card or workshop card shall
have the same Certificate Effective Date.

Usage time of Card MA.SK and Card_Sign.SK shall be the same as the validity period
of the corresponding certificate.

The format of the Card_MA and CardSign certificates can be found in Section 72.

4.3.4 Certificate Acceptance

The SRB-CP or a card manufacturer shall only accept the certificate if it matches
the associated certificate request and if the certificate can be validated against
the SRB-CA's MSCACard certificate containing the MSCA_Card.PK.

4.3.5 Key Pair and Certificate Usage

» The SRB-CP or a card manufacturer shall choose the strength of a card key
pair equal to the strength of the SRB-CA key pair used to sign the
corresponding card certificate.
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» A tachograph card shall use its Card_MA key pair, consisting of private key
Card MA.SK and public key CardMA.PK, exclusively to perform mutual
authentication and session key agreement towards vehicle units, as specified
in Annex IC, Appendix 11.

» A driver card or workshop card shall use the private key CardSign. SK of its
CardSign key pair exclusively to sign downloaded data files, as specified in
Appendix 11. The corresponding public key CardSign. PK shall be used
exclusively to verify signatures created by the card.

* Key pairs, symmetric keys and pin numbers shall be generated and
maintained in a trustworthy dedicated device which:

o is certified to EAL 4 or higher in accordance with ISO/IEC 15408
using a suitable Protection Profile; or

o meets the requirements identified in ISO/IEC 19790 level 3; or
o meets the requirements identified in FIPS PUB 140-2 level 3.

The most common implementation of such a trustworthy dedicated device for use
in a PKI system is a Hardware Security Module (HSM).

» Private key operations and symmetric key operations shall take place
internally in the HSM where the keys used are stored.

« The private keys and symmetric keys shall only be used within a physically
secure environment by personnel in trusted roles under at least dual control.
Private keys and symmetric keys shall not be processed outside the HSM
without adequate encryption. All events of private key usage and symmetric
key usage shall be logged.

» The key pairs and corresponding certificates of a given tachograph card shall
not be replaced or renewed once the card has been issued.

« When issued, tachograph cards shall contain the following cryptographic keys
and certificates:

o The Card_MA private key and corresponding certificate

o For driver cards and workshop cards additionally: The Card_Sign
private key and corresponding certificate

o The MSCACard certificate containing the MSCACard.PK public key
to be used for verification of the Card_MA certificate and Card_Sign
certificate

o The EUR certificate containing the EUR.PK public key to be used for
verification of the MSCA_Card certificate

o The EUR certificate whose validity period directly precedes the
validity period of the EUR certificate to be used to verify the
MSCACard certificate, if existing.

o The link certificate linking these two EUR certificates, if existing
o Symmetric master keys KM-wc and KM-psrc for workshop cards
o Symmetric master key KM-psrc for control cards

* In addition to the above-mentioned cryptographic keys and certificates,
tachograph cards shall also contain the keys and certificates specified in
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Annex IC, Appendix 11, Part A, allowing these cards to interact with first-
generation VUSs.

4.3.6 Certificate Renewal

Certificate renewal, i.e. the extension of the validity period of an existing certificate,
is not allowed.

4.3.7 Certificate Re-key
Certificate re-key is not allowed. New tachograph cards shall be issued when a
certificate has expired, and the usage period of the key pair has also expired.

4.3.8 Certificate Modification
Certificate modification is not allowed.

4.3.9 Certificate Revocation and Suspension

Revocation of Tachograph card certificates by the SRB-CA is not intended and
revocation requests shall not be accepted and processed by the SRB-CA.

4.3.10 Certificate Status Services

Certificate status information for all issued Tachograph card certificates is
maintained by the SRB-CA. This information shall not be published, but will be
made available to parties having a legitimate interest upon request.

4.3.11 End of Subscription

Subscription for the SRB-CA's certification service ends when the card personalizer
or card manufacturer decides for service termination. In this case all issued
tachograph card certificates are allowed to expire. The card personalizer or card
manufacturer notifies service termination to the SRB-NA and the SRB-CA. The SRB-
NA informs the SRB-CIA's about service termination and subsequent card
personalizers or card manufacturers.

4.3.12 Key Escrow and Recovery

Key escrow is expressly forbidden, meaning that the private keys Card MA.SK and
Card_Sign.SK shall not be exported to or stored in any place apart from the
associated tachograph card.

4.4 Vehicle Unit (VU) Certificate Application and Issuance
Not applicable.

4.5 External GNSS Facility (EGF) Certificate Application and Issuance
Not applicable.

4.6 Symmetric Master Key VU Part (Km-vu), Workshop Part (Ku-wc) and
DSRC Master Key (Kmpsrc) Application and Distribution
More details on application and distribution of symmetric keys are provided in the

SRB-CA documentation. These details will be provided to registered component
manufacturers and card personalizers.
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4.6.1 Key Distribution Requests

A formal Key distribution request (KDR) by equipment manufacturers or card
personalizers is not necessary. If new symmetric keys have to be distributed, the
registered contact person with access to a valid RA-card (as further specified in the
SRB-CA's Practice Statement) will be contacted by the SRB-CA (usually by phone)
for further coordination

4.6.2 Key Distribution Messages

Equipment manufacturers and card personalizers receive a key distribution message
(KDM) as DER-encoded ASN. 1 data structure based on the encoding rules specified
in ISO/IEC 8825-1 as binary file of variable length:

Data Tag Length Data Description

Object

KDM ‘Al var Key Distribution Message

CID ‘BA' 18 Byte OCTET STRING SRB-CA card number of related RA-card

MRA '83' 8 Byte Message Recipient Authorization

tacho- 6 Byte FF 534D 52 44 54' The 6 most significant bytes of the

graphA application identifier (AID)
pplicati-

onlD

gaStert 1Byte Km-we 27" Requested type of master key (based

Km-vu '67' on equipment type definitions)
eKeyTyp Km-src:09

(I;(ayVerS 1Byte Version number of requested key,

Number INTEGER (0...255)

EAK SF 52 var OCTET STRING Encrypted LKM with symmetric
master key, padding PKCS#1, ECB
mode (1)

S SF 37" |var OCTET STRING Signature of RA-CA over the hash
value of the master key MK enclosed
in the
LKM (2)

Table 7 Structure of KDM for symmetric key distribution (Gen. 2) to equipment
manufacturers and card personalizers

Comments:

(1) The below described Labeled Key Message (LKM) is encrypted with the public RSA key of
the RA partner card.
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(2) The signature of the master key MK is done by the RA-CA (1024 Bit RSA key, SHA1 hash

value).

LKM structure

Data Object |Tag Length |Data Description
LKM var TF 24’ |var Labeled Key Message
CID 'BA' 18 Byte |OCTET STRING |SRB-CA card number of related RA-card
MRA '‘83' 8 Byte Message Recipient Authorization
tacho- 6 Byte ,FF 534D 52 4454'|The 6 most significant bytes of the
araphAppli- application identifier (AID)
cationlD
masterKeyT 1 Byte KM-WC: 27 Requested type of master key (based on
ype KM-VU: '67" equipment type definitions)
KM-DSRC: 09
keyVersion- 1 Byte Version number of requested key, INTEGER
Num-ber (0...255)
MK '"TF 51" |var Master key (16, 24 or 32 Byte)
Table 8 Structure of LKM for symmetric key distribution
4.6.3 Issuance of Symmetric Master Keys

The SRB-CA shall ensure within its authority, that a proper registration with the
responsible authority takes place before issuing symmetric master keys to
equipment manufacturers or card personalizers. The SRB-CA shall only issue
symmetric master keys to equipment manufacturers or card personalizers that reside
in the European Union. This doesn't refer to subsidiaries or production sites of the
equipment manufacturer or card personalizer.

4.6.4

Exchange of Requests and Responses

For transportation of key distribution messages, CD-R media or USB flash
drive (USB memory stick) should be used.

The CD-R shall be 12 cm media in single-session mode (ISO 9660:1988
formatted).

The USB flash drive shall use the USB mass storage device class.

Other transport methods may be used after prior consent of the SRB-CA. For
testing purposes (with test keys only), the SRB-CA shall dispatch key
distribution messages as e-mail attachments.

The SRB-CA shall write one copy of each key distribution message to the
transport medium for return to the equipment manufacturer or card
personalizer. This copy shall be in binary (.bin file) format.

The transport media shall be handed over between a SRB-CA employee and
the courier in the SRB-CA controlled area.
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4.6.5 Key Acceptance

* The courier signs for receipt of the key distribution message at the SRB-CA
premises. Upon reception of the key distribution message at the
equipment manufacturers or card personalizer's premises, the partner
shall check that:

o the transport media is readable; i.e. not damaged or corrupted,;
o the format of the message complies with the structure described in 4.6.2;

o the symmetric key type and version in the message matches the
requested type and version.

+ If all of these checks succeed, the partner shall decrypt the symmetric key
as specified in 4.6.2 using the corresponding RA card.

+ Decryption of the symmetric key shall only take place in an HSM
complying with the requirements in section 6.2.

4.6.6 Key Usage

Equipment manufacturers or card personalizers shall use any received symmetric
key in accordance to section 6.2.

4.6.7 KDM Renewal

KDM renewal, i.e. the issuance of a copy of an existing KDM to an equipment
manufacturer or card personalizer, is not allowed. In case the original transport
media received by the equipment manufacturer or card personalizer is damaged or
corrupted, a new KDM must be generated.

4.6.8 Key Re-key

In case the ERCA has generated a new version of a symmetric master key as
specified in Appendix 11 sections 9.2.1.2 and 9.2.2.2, the availability of a new
symmetric key shall be communicated to the equipment manufacturers or card
personalizers by the SRB-CA for further coordination. Key application, processing,
distribution and acceptance are the same as for the initial key. Distributing new
symmetric keys shall take place in a timely manner so that the key (or derived keys
or encrypted data for motion sensors) can be placed in time in newly issued
components.

4.6.9 Symmetric Key Compromise Notification

If the component manufacturer or card personalizer detects or is notified of the
compromise or suspected compromise of a symmetric key, the component
manufacturer or card personalizer shall notify this to the SRB-CA and the SRB-NA
without unnecessary delay and at least within 8 hours of detection. In their
notification, the component manufacturers or card personalizers shall indicate the
circumstances under which the compromise occurred. The component manufacturer
or card personalizer shall handle the incident according to a defined security incident
handling procedure. Following the incident, the results of the follow-up investigation,
initial and potential actions shall be reported to the SRB-CA and the SRB-NA, for the
first time not later than one week after the incident was detected.

In addition to immediate actions taken by the component manufacturer or card
personalizer, SRB-CA and SRB-NA check and agree on appropriate actions, which
may include the temporary or final stop of services offered by the SRB-CA to the
affected component manufacturer or card personalizer. All actions taken by SRB-CA
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and the SRB-NA will be coordinated with the ERCA and the incident will be reported
as soon as possible but not later than 8 hours after detection or notification.

If a security incident takes place in the SRB-CA, the SRB-CA will act as described
above. SRB-NA, ERCA and potentially affected component manufacturers or card
personalizers will be informed immediately and not later than 8 hours after the
incident is detected.

Symmetric key compromise is considered a severe security incident, which results
in an extraordinary audit according to 8.1, which focuses on the actions related to
the incident.

4.6.10 Key Status Service

No status service for symmetric keys will be published or especially maintained by
the SRB-CA.

4.6.11 End of Subscription

Subscription for key distribution services ends when an equipment manufacturer or
card personalizers decides for termination of his service. Such a change is notified
to the SRB-CA by the equipment manufacturer or card personalizers.

In the case of subscription ending, the equipment manufacturer or card personalizers
shall securely destroy all copies of any symmetric key in its possession.

4.6.12 Key Escrow and Recovery

Key escrow is expressly forbidden, meaning that symmetric keys shall not be
exported to or stored in any system apart from the systems of the equipment
manufacturers or card personalizers.

4.7 SRB-CA Encryption Services for Motion Sensor Pairing Keys and
Serial Numbers and for Generation of VU-specific symmetric DSRC-
Keys K_VUpsrc_ENC and K_VUbsrc_MAC

Not applicable.
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5 Facility, Management, and Operational Controls

51 Physical Controls

« The key and certificate generation services of the SRB-CA and the
corresponding services of component manufacturers and card personalizers
shall be housed in a secure area, protected by a defined security perimeter,
with appropriate security barriers and entry controls to prevent unauthorized
access, damage, and interference. This area shall be monitored by guards
and security alarms must be established.

+ Power supply and air conditioning for the SRB-CA systems must be
appropriate and redundancy shall be established.

+ SRB-CAs, component manufacturers and card personalizers systems and
storage media used to store confidential information, such as hard disks,
smart cards and HSMs, shall be protected against unauthorized or unintended
use, access, disclosure, or damage by people or other threats (e.g. fire,
water).

+ Backup and installation media shall be stored in a separate location that is
physically secured and protected against unauthorized or unintended use,
access, disclosure, or damage by people or other threats (e.qg. fire, water).

* Procedures for the disposal of waste shall be implemented to avoid
unauthorized use, access, or disclosure of confidential data.

+ An off-site facility for storage of SRB-CA critical data and data needed for
emergency recovery shall be implemented.

5.2 Procedural Controls

* Procedural controls shall be implemented by the SRB-CA, component
manufacturers and card personalizers to ensure secure operations. In
particular separation of duties shall be enforced by implementing multiple-
person control for critical tasks.

» Access to the SRB-CA systems and the corresponding systems of component
manufacturers and card personalizers shall be limited to individuals who are
properly authorized and, on a need-to-know basis only. In particular, the
following access control measures shall be in place:

+ Confidential data shall be protected to safeguard data integrity and
confidentiality when stored;

+ Confidential data shall be protected to safeguard data integrity and
confidentiality when exchanged over unsecure networks;

« Confidential data that is deleted shall be permanently destroyed, e.g.
by overwriting multiple times with random data, using a safe method
acknowledged by the BSI.

« The SRB-CA systems and corresponding systems of component
manufacturers and card personalizers shall ensure effective user
administration and access management;

« The SRB-CA systems and corresponding systems of component
manufacturers and card personalizers shall ensure that access to
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5.3

5.4

information and application system functions is restricted to authorized
staff and provide sufficient computer security controls for the
separation of trusted roles. Particularly, the use of system utility
programs shall be restricted and tightly controlled. Access shall be
restricted, only allowing access to resources as necessary for carrying
out the role(s) allocated to a user;

+ SRB-CA's and related component manufacturers and card
personalizers personnel shall be identified and authenticated before
using the SRB-CA systems or the corresponding systems of
component manufacturers and card personalizers.

« SRB-CA's and component manufacturers and card personalizer's
personnel shall be accountable for their activities, which shall be
logged in event logs as described in section 5.4;

The SRB-CA, component manufacturers and card personalizers shall
establish an information security management system (ISMS) based on a risk
assessment for all the operations involved. They shall ensure that the ISMS
policies address personnel training, clearances and roles. The ISMS
Implementation should conform to the requirements described in ISO 27001.

Personnel Controls

The SRB-CA responsibilities may be outsourced to a specialized company,
or personnel from contractors may be hired to carry out the SRB-CA
responsibilities.

All personnel involved with the SRB-CA or related personnel of component
manufacturers and card personalizers shall be properly trained and shall
possess the expert knowledge, experience and qualifications necessary for
the services offered and appropriate to the job function. This pertains to
personnel employed directly, personnel from a specialized company to which
tasks have been outsourced or personnel from contractors.

Personnel training shall be managed according to a training plan described in
the respective CPS or security concept.

Personnel appointment to trusted roles shall be managed in accordance with
a screening process established in the CPS or security concept.

Trusted roles, on which the security of the operation is dependent, shall be
clearly identified in the respective CPS or security concept. These roles and
the associated responsibilities shall be documented in a role concept or
comparable document. This role concept shall be defined from the viewpoint
of separation of duties and least privilege. No single person shall be
authorized to simultaneously perform more than one of the trusted roles.

Audit Logging Procedures

All significant security events in the SRB-CA software or related software of
component manufacturers and card personalizers shall be automatically time-
stamped and recorded in the system log files. This includes at least the following:

Successful and failed attempts to create, update, remove or retrieve status
information about accounts of personnel, or to set or revoke the privileges of
an account;
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Successful and failed attempts to set or change an authentication method
(e.g. password, biometric, cryptographic certificate) associated to a personal
account;

Successful and failed attempts to log-in and log-out on an account;
Successful and failed attempts to change the software configuration;
Software starts and stops;

Software updates;

System start-up and shut-down;

Successful and failed attempts to add or remove an entity from the register of
subscribers to which the SRB-CA currently provides key certification services,
or to change any details for any of the subscribers, or to retrieve information
from the register;

Successful and failed attempts to process a certificate signing request or a
key distribution request;

Successful and failed attempts to sign a certificate or generate a key
distribution message,;

Successful and failed interactions with the database(s) containing data on (the
status of) issued certificates, including connection attempts and read, write
and update or removal operations;

Successful and failed attempts to connect to or disconnect from an HSM.
Successful and failed attempts to authenticate a user to an HSM.

Successful and failed attempts to generate or destroy a key pair or a
symmetric key inside an HSM;

Successful and failed attempts to import or export a key to or from an HSM;

Successful and failed attempts to change the life cycle state of any key pair
or symmetric key;

Successful and failed attempts to use a private key or symmetric key inside
an HSM for any purpose.

In order to be able to investigate security incidents, where possible the system log
shall include information allowing the identification of the person or account that has
performed the system tasks. The integrity of system event logs shall be maintained
and shall be protected from unauthorized inspection, modification, deletion or
destruction. System events logs shall be backed-up and stored internally.

5.5

Records Archival

An overview of the events which shall be archived shall be described in
internal procedures and shall be in accordance with relevant rules and
regulations. The SRB-CA, component manufacturers and card personalizers
shall implement appropriate record archival procedures. Procedures shall be
in place to ensure integrity, authenticity and confidentiality of the records.

For all archived information, archival periods shall be indefinite.
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» Measures shall be taken to assure that the record archive is stored in such a
way that loss is reasonably excluded.

* The events mentioned in section 5.4 shall be inspected periodically for
integrity. These inspections shall take place at least annually.

5.6 Key Changeover

+ SRB-CA shall generate new SRB-CA key pairs as needed. After SRB-CA has
generated a new key pair, it shall submit a certificate re-key request as
described in the appropriate section of the ERCA policy and distribute the
keys to the component personalizers SRB-CP as described in the re-keying
sections in chapter 4 of this policy.

« The SRB-CA shall ensure that replacement keys are generated in controlled
circumstances and in accordance with the procedures defined in this
certificate policy.

5.7 Compromise and Disaster Recovery

The SRB-CA, component manufacturers and card personalizers shall define
security incident and compromise handling procedures in a Security Incident
Handling Procedure manual, which shall be issued to administrators and
auditors.

The SRB-CA, component manufacturers and card personalizers shall maintain a
Business Continuity Plan detailing how they will maintain their services in the
event of an incident that affects normal operations. On detection of an incident,
operations shall be suspended until the level of compromise has been
established. The SRB-CA, component manufacturers and card personalizers
shall furthermore assume that technological progress will render their IT systems
obsolete over time. Measures to manage obsolescence shall be defined in the
Business Continuity Plan.

Back-up and recovery procedures for all relevant data shall be described in a
Back-up and Recovery Plan.

The following incidents are considered to be disasters:

o compromise or theft of a private key (SRB-CA_Card.SK,) and / or
symmetric master key (Km-we, Km-bsre);

o loss of a private key (SRB-CA_Card. SK,) and / or a symmetric
master key ( Km-wc, Km-bsre)

° IT hardware failure.

In the event of compromise or theft of a SRB-CA private key used to sign the
public key certificates of tachograph cards (SRB-CA_Card. SK) a), the SRB-CA
shall immediately inform the SRB-NA, the SRB-CIA, the affected component
personalizers SRB-CP and the ERCA. All affected parties shall take appropriate
measures within a reasonable time period.

In the event of compromise or theft of one or more of the symmetric master keys
stored by the SRB-CA, the SRB-CA shall immediately inform the SRB-NA, the
ERCA and the affected component personalizers. All affected parties shall take
appropriate measures within a reasonable period of time.
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There is effectively no recovery from a loss of the SRB-CA private keys or of the
symmetric master keys. Loss shall therefore be prevented by using multiple
backup copies of the respective keys and master keys, subjected to periodic
controls.

Protection against IT hardware failures shall be provided by redundancy, i.e.
availability of duplicate IT hardware.

These mechanisms shall not depend on the ERCA response times.
5.8 Service Termination

In the event of termination of SRB-CA activity by the appointed organization, the
SRB-NA shall notify the EA and the ERCA of this and optionally inform the EA
and ERCA about the newly appointed SRB-CA. The SRB-NA shall ensure that
at least one SRB-CA is operational at all times.

If a component manufacturer terminates its activities, the SRB-CA shall be
notified. The SRB-CA then notifies the SRB-NA and optionally the SRB-NA
informs the EA and ERCA.

In the event of service termination of a card personalizer the SRB-CA, SRB-NA
and the CIA's shall be informed of this and the SRB-NA optionally informs the EA
and ERCA. The SRB-NA shall ensure that at least one card personalizer is
operational at all times. The SRB-NA informs the CIA's, EA and ERCA about the
newly appointed card personalizer.
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6 Technical Security Controls

6.1 Key pair generation and installation

« The SRB-CA, component manufacturers and card personalizers shall
generate private keys in accordance with Annex IC Appendix 11.

« Generation and insertion of key pairs and master keys shall be undertaken in
a physically secured environment by personnel in trusted roles under at least
dual person control. The key generation ceremony shall be documented.

+ The SRB-CA shall have available a Test SRB-CA system for interoperability
test purposes, according to the Regulation. The Test SRB-CA system shall
be a separate system and shall have its own SRB-CA private keys and
symmetric master keys. The Test SRB-CA system shall be able to request the
signing of test certificates and the distribution of symmetric test keys using the
processes described in this document and the ERCA Policy. The Test SRB-
CA shall also be able to sign test equipment certificates on request of
component personalizers and to distribute symmetric test keys and encrypted
data for motion sensors to component personalizers.

6.2 Private Key Protection and Cryptographic Module Engineering
Controls

The SRB-CA, component manufacturers and card personalizers shall maintain the
confidentiality, integrity, and availability of the private keys and the symmetric keys
as described in this section.

The private keys and symmetric keys shall be generated and used in a trustworthy
dedicated device which:

o is certified to EAL 4 or higher in accordance with ISO/IEC 15408
using a suitable Protection Profile; or

o meets the requirements identified in ISO/IEC 19790 level 3; or
o meets the requirements identified in FIPS PUB 140-2 level 3; or

o offers an equivalent level of security according to an equivalent
national or internationally recognized evaluation criteria for IT
security.

The most common implementation of such a trustworthy dedicated device for use in
a PKI system is a Hardware Security Module (HSM). Other implementations using
different devices are possible as well, as long as the adopted devices satisfy one of
the security requirements listed above. In addition, apart from these security
requirements, this SRB-NA certificate policy contains various functional
requirements for the trustworthy dedicated device used in the SRB-CA system.
Please note that in case a different device is used in place of an HSM, all such
functional requirements have to be satisfied as well. The term "HSM" is used in this
document as an abbreviation for the here mentioned requirements.

Private key operations and symmetric key operations shall take place internally in
the HSM where the keys used are stored.

ST-SRB-NA Policy V 1.0 49/63



Republic of Serbia, Ministry of Construction, Transport and Infrastructure

The SRB-CA, component manufacturers and card personalizers' private keys and
symmetric keys shall only be used within a physically secure environment by
personnel in trusted roles under at least dual control. All events of private key usage
and symmetric master key usage shall be logged.

The SRB-CA, component manufacturers and card personalizers' private keys and
the symmetric keys shall be backed up, stored and recovered only by personnel in
trusted roles using at least dual person control in a physically secured environment.

Back-up copies of the SRB-CA, component manufacturers and card personalizers'
private keys and the symmetric keys shall be subject to the same level of security
controls as the keys in use.

One back-up copy of each SRB-CA private key and of each master key shall be
maintained off-site.

Private key import and export shall only take place for backup and retrieval purposes.

Symmetric key import and export is allowed for backup and retrieval. For the SRB-
CA, export of and KM-WC and the VU-specific keys for DSRC is allowed in encrypted
form in response to a valid key distribution request from a component personalizer
by personnel in trusted roles under at least dual person control.

Master key import and export for any other reason is forbidden.

At the end of the life cycle of a SRB-CA private key or of a symmetric master key (as
specified in the SRB-CA CPS), all copies of the key shall be destroyed such that it
cannot be retrieved.

Private keys and symmetric keys shall be deactivated and destroyed if compromise
is suspected. The keys shall be destroyed after the compromise has been
investigated and the decision has been taken to deactivate the key.

Destroying of private keys and master keys shall be done by using the function of
the HSM for key destroying. Also, the back-up copies of compromised keys shall be
destroyed.

6.3 Other Aspects of Key Pair Management

The SRB-CA public key certificates and hence the public keys shall be archived
indefinitely.

The validity periods of all SRB-CA certificates shall comply with Annex IC Appendix
1.

In accordance with Annex IC Appendix 11, the private key usage period of SRB-CA
private keys shall be two years. Private key usage periods shall start at the effective
date in the corresponding certificate. The SRB-CA shall not use a private key after
the private key usage period is over.

ST-SRB-NA Policy V 1.0 50/63



Republic of Serbia, Ministry of Construction, Transport and Infrastructure

6.4 Activation Data

SRB-CA private keys and/or symmetric master keys stored in an HSM shall be
activated for use if all of the multiple persons controlling the key have authenticated
themselves towards the HSM. Authentication shall take place by using proper means
(e.g. passphrases, authentication tokens).

The duration of an authentication session shall not be unlimited.

For activation of the SRB-CA software itself, user authentication shall take place
using proper means (e.g. by a passphrase).

6.5 Computer Security Controls

The SRB-CA, component manufacturers and card personalizers shall specify and
approve procedures and specific technical security measures for managing its
computer systems. These procedures shall guarantee that the required security level
is always met. The procedures and technical security measures shall be described
in internal documentations and/or security concepts. Computer systems shall be
arranged and managed conforming to these procedures, the procedures specified in
the security concepts and best practice procedures for trust centers and for
trustworthy computing.

6.6 Life Cycle Security Controls

The SRB-CA, component manufacturers and card personalizers shall carry out an
analysis of security requirements at the design and requirements specifications
phase to ensure that security is built into their systems.

A separation between Acceptance (or Pre-Production) and Production systems shall
be maintained. Change procedures and security management procedures shall
guarantee that the required security level is maintained in the Production system.

Change control procedures shall be documented and used for releases,
modifications and (emergency) software fixes for any operational software.

6.7 Network Security Controls

The SRB-CA, component manufacturers and card personalizers shall devise and
implement its network architecture in such a way that access from the internet to
their internal network domain and from the internal network domain to the
Certification Authority systems and related systems of component manufacturers
and card personalizers can be effectively controlled.
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6.8 Time-Stamping

The time and date of an event shall be included in every audit trail entry. The SRB-
CA CPS and the related documentation / CPS of component manufacturers and card
personalizers shall describe how time is synchronized and verified.
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7 Certificate, CRL, and OCSP profiles

7.1 Certificate Profile

All certificates shall have the profile specified in Annex IC, Appendix 11 and Appendix
1

Data Object Req FieldID |Tag Length ASN.1  data
(bytes) type

ECC (CV) Certificate m C Tk 21 var
Certificate Body m B 'TF 4E' var
Certificate Profile Identifier m CPI 'SF 29' o INTEGER (0...255)
Certification Authority|™ CAR '42' '08' Keyldentifier
Reference
Certificate Holder Authorisation |M CHA 'SF 4C' or Certificate Holder

Authorisation

Public Key m PK 'TF 49' var
Standardised Domain|™M bP 06' var OBJECT
Parameters OID IDENTIFIER
Public Point m PP '86' var OCTET STRING
Certificate Holder Reference  [M CHR SF 20 08’ Keyldentifier
Certificate Effective Date m CEfD '5F 25' ‘04 TimeReal

Certificate Expiration m CExD '5F 24' '04' TimeReal

Date
ECC Certificate Signature m S '5F 37" var OCTET STRING

Table 9 Certificate
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The algorithm is indicated via the Standardised Domain Parameters OID as specified
in Table 1 of Appendix 11, Annex 1C. The options are:

Name Object Identifier reference Object identifier value
NIST P-256 secp256rl 1.2.840.10045.3.1.7
BrainpoolP256r1 brainpoolP256r1 1.3.36.3.3.2.8.1.1.7
NIST P-384 secp384rl 1.3.132.0.34
BrainpoolP384r1 BrainpoolP384r1 1.3.36.3.3.2.8.1.1.11

Tabhle 11 Allowed Standardized Domain Parameters OIDs

7.2 CRL Profile

No CRL shall be published. For the ERCA, the status of all certificates issued can
be found on the website https://dtc.jrc.ec.europa.eu/

7.3 OCSP Profile
No OCSP shall be used.
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8

8.1

8.2

Compliance Audit and other Assessments

Frequency or Circumstances of Assessment

A full and formal audit on the SRB-CA operation and the operation of
component manufacturers and card personalizers shall be performed by
order of the SRB-NA. The audit shall establish whether the requirements in
this certificate policy and the ERCA policy are being maintained. The SRB-
NA shall perform the first audit within 12 months of the start of the operations
covered by the approved SRB-NA certificate policy.

Before the start of the operations covered by the SRB-NA certificate policy,
the SRB-NA shall carry out a pre-operational assessment to obtain evidence
that the organization is able to operate in conformance to the requirements in
the SRB-NA certificate policy.

If an audit finds no evidence of non-conformity, the next audit shall be
performed within a period of 12 to 24 months. If an audit finds evidence of
non-conformity, a follow-up audit shall be performed within 12 months to verify
that the non-conformities have been solved.

In case of a severe security incident an extraordinary audit shall be performed
within 6 months after detection of the incident. Severe incidents in this context
are especially the loss of integrity or confidentiality of private and/or symmetric
keys. This audit shall focus on the circumstances and follow-up measures
with regard to the incident. The normal audit frequency as described in 8.1 is
not affected by an extraordinary audit after a security incident.

The SRB-NA shall report the results of the audits and provide the audit
reports, in English, to the ERCA. The audit reports shall define any corrective
actions, including an implementation schedule, required to fulfil the SRB-NA
obligations.

Identity/Qualifications of Assessor

The audit shall be performed by an independent auditor.

Any person selected or proposed to perform a compliance audit of the SRB-
CA, component manufacturers or card personalizers shall first be approved
by the SRB-NA.

The names of the auditors which will perform the audits shall be registered.
Such auditors shall comply with the following requirements:

o Ethical behavior - trustworthiness, uniformity and confidentiality regarding
their relationship to the audited parties and when handling its information
and data;

o Fair presentation - findings, conclusions and reports from the audit are true
and precisely describe all the activities carried out during the audit;

o Professional approach - has a high level of expertise and professional
competency and makes effective use of its experience gained through
good and deep-rooted practice in information technologies, PKI and the
related technical norms and standards.
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8.3

8.4

8.5

o Good repute - a certificate of good conduct shall be provided to the SRB-
NA.

The auditor shall possess significant knowledge of, and preferably be
accredited for:

o Performance of information system security audits;

o PKI and cryptographic technologies;

o The operation of PKI software;

o The relevant European Commission policies and regulations.

Assessor's Relationship to assessed Entity

The auditor shall be independent and not connected to the SRB-CA, a
component manufacturer or a card personalizer.

Topics covered by Assessment

The audit of the SRB-CA, component manufacturers or card personalizers
shall cover compliance to the ERCA policy, the SRB-NA certificate policy, the
SRB-CA CPS and the CPS or similar documents from component
manufacturers or card personalizers for Gen. 2 Smart Tachographs as well
as associated procedures and techniques documented by the SRB-CA or
component manufacturers and card personalizers.

The subjects of the compliance audit shall be the implementation of the
technical, procedural and personnel practices described in these documents.
Some areas of focus for the audits shall be:

o ldentification and authentication;

Operational functions/services;

(@]

Physical, procedural and personnel security controls;

O

Technical security controls;

O

Security incident handling procedures.

(@]

By assessment of the audit logs it shall be determined whether weaknesses
are present in the security of SRB-CA or component manufacturers and card
personalizers systems. Determined (possible) weaknesses shall be mitigated.
The assessment and possible weaknesses shall be recorded.

In case of an extraordinary audit triggered by a severe security incident the
audit shall focus on processes and technical measures with regard to the
security incident.

Actions taken as a Result of Deficiency

If deficiencies for non-conformity are discovered by the auditor, corrective actions
shall be taken immediately by the SRB-CA, component manufacturers or card
personalizers. After the corrective actions have been fulfilled a follow-up audit
shall take place within 12 months.
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8.6 Communication of Results

The independent auditor shall report the full results of the compliance audit in
Serbian and English language to the audited entity (SRB-CA, component
manufacturer or card personalizer) and the SRB-NA. The SRB-NA shall send an
audit report for the SRB-CA covering the relevant results of the audit to the ERCA.
This shall include at least the number of deviations found and the nature of each
deviation. The audit report reception date shall be published on the ERCA
website.

If requested by the ERCA, the SRB-NA shall send the full results of the
compliance audits of all requested entities to the ERCA.
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9 Other Business and legal Matters

9.1 Fees

Fees for symmetric keys, encryption services and certificates are calculated solely
based on actual costs for providing the necessary services by the SRB-CA.

9.2 Financial Responsibility
No stipulation.

9.3 Confidentiality of Business Information
Confidential data shall comprehend:

+ Personal data (e.g. from SRB-CA employees, component manufacturers or
ERCA representatives);

* Private keys;
* Symmetric master keys;
« Company or manufacturing data;

» Reasons for certificate revocation;

« Audit logs (unless access is required by law, regulations, or provisions of the
CP or CPS);

+ Detailed documentation regarding the PKI management;

« Audit reports by internal or external auditors.

Confidential information shall not be released, unless a legal obligation exists to do
So.

9.4 Privacy of Personal Information

The only personal data processed or stored in the SRB-CA system is those of ERCA,
SRB-CA and component personalizer representatives.

This data shall be treated according to the General Data Protection Regulation
2016/679.

9.5 Intellectual Property Rights

The SRB-CA owns comprehensive property rights for the SRB-CA software as
defined in the appropriate contracts.

9.6 Representations and Warranties
The SRB-CA shall operate according to the ERCA CP, this CP and its own CPS.
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9.7 Disclaimers of Warranties

The SRB-CA disclaims all warranties and obligations of any type, including any
warranty of merchantability, any warranty of fithess for a particular purpose, and any
warranty of accuracy of information provided (except that it came from an authorized
source), and further disclaims any and all liability for negligence and lack of
reasonable care on the parts of subscribers and relying parties.

9.8 Limitations of Liability
The Republic of Serbia is not liable for any loss:

» of service due to war, natural disasters or other uncontrollable forces;

» incurred between the time certificate status changes and the next scheduled
issuance of certificate status information;

« due to unauthorized use of certificates issued by the SRB-CA, and use of
certificates beyond the prescribed use defined by this Certificate Policy and
the SRB-CA Certification Practice Statement;

« caused by fraudulent or negligent use of certificates and/or certificate status
information issued by the SRB-CA.

The Republic of Serbia disclaims any liability of any kind whatsoever for any award,
damages or other claim or obligation of any kind arising from tort, contract or any
other reason with respect to any service associated with the issuance, use of, or
reliance upon:

» any certificate issued by the SRB-CA, or its associated public/private key pair,
used by a subscriber or relying party;

« any symmetric key distributed by the SRB-CA, used by a subscriber or relying
party;

« any encryption service provided by the SRB-CA and used by a subscriber or
relying party.

Issuance of certificates, symmetric keys and encryption services by the SRB-CA
does not make the Republic of Serbia or the SRB-CA an agent, fiduciary, trustee, or
other representative of requesters or relying parties, or others using the Smart
Tachograph key management system.

Subscribers and relying parties are not eligible for compensation claims for losses
resulting from inappropriate or fraudulent use of this key management system.

In addition, the SRB-CA is not an intermediary to transactions between subscribers
and relying parties. Claims against the SRB-CA are limited to showing that it
operated in a manner inconsistent with this certificate policy and the SRB-CA CPS.

9.9 Indemnities

No stipulation.

9.10 Term and Termination

This SRB-NA Certificate Policy is valid from the moment the SRB-CA becomes
operational. It shall be valid until further notice.
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The validity of this CP ends when the SRB-CA stops operating or when the SRB-NA
announces this CP is no longer valid, e.g. because a new version of the CP becomes
effective.

9.11 Individual Notices and Communications with Participants

Official notices and communications with participants in the Smart Tachograph key
management system shall be in written form, and subject to the registration
procedures for correspondence in force within the European Commission.

Notice of severance or merger may result in changes to the scope, management
and/or operation of the DCA. In such an event, this SRB-NA certificate policy and
the SRB-CA CPS may require modification as well. Changes to these documents
shall be made in a manner consistent with the administrative requirements stipulated
in section 9.12 of this document.

9.12 Amendments

This CP is issued under responsibility of the SRB-NA. The SRB-NA may revise this
CP if it deems this necessary.

The procedure for change propositions and approvals of this CP shall be as follows:

1. Comments or requests for changes to the CP shall be directed to the SRB-
NA. Such communication shall include a description of the comment or
requested change, a rationale, and contact information for the person
submitting the comments or requesting the change.

2. The SRB-CA shall accept, accept with modifications, or reject the comment
or proposed change after completion of the comment period. SRB-CA
disposition of proposed changes are reviewed by the SRB-NA. Decisions with
respect to the proposed changes are at the discretion of the SRB-CA and the
SRB-NA.

3. A new version of this CP or anything equivalent, as any non editorial
modification of the policy shall be approved by ERCA, except the change of
CAJ/CP). A new version of this CP will be published on the SRB-NA website
after approval by the ERCA.

Every change to this CP shall be accompanied by an increase in the version number
of the document. The only changes that may be made to the CP and CPS with no
change to the document version number are editorial or typographical corrections.

The SRB-CA may change the contact information in section 1.5 with notification to
the SRB-NA and the ERCA, but without change to the document version number.
All other changes to the CP shall be made according to the amendment procedure
outlined in this section.

9.13 Dispute Resolution Provisions

Any dispute related to key and certificate management for the digital Tachograph
system between the DCA and an organization or individual outside of the European
Commission shall be resolved using an appropriate dispute settlement mechanism.
The dispute shall be resolved by negotiation if possible. A dispute not settled by
negotiation should be resolved through arbitration by the European Authority.
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9.14 Governing Law

Serbian and European regulations shall govern the enforceability, construction,
interpretation, and validity of this SRB-NA Certificate Policy.

9.15 Compliance with Applicable Law

This Certificate Policy is in compliance with Regulation (EU) No 165/2014 of the
European Parliament and of the Council and with Commission Implementing
Regulation (EU) 2016/799. In case discrepancies exist between this document and
the Regulation or Implementing Regulation, the latter shall prevail.

9.16 Miscellaneous Provisions
No stipulation

9.17 Other Provisions
No Stipulation
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1 VBOxI

11 [Iperaen

CucreM AMTUTATHUX Taxorpada Jpyre reHepalyje mojJ Ha3uBOM ,,[TAMETHU Taxorpadpu’,
yBeneH je Ypenoom (EY) 6poj 165/2014 Esporickor napiiamenta u Casera.

Amnekc IB Crnposenoene Ypende Komucuje (EY) 2016/799 yrBphyje TexHUUKE 3aXTeBE 32
u3paay, HWCIHUTUBAKE, Yrpaamy, (QYyHKIMOHHCAkE W OINpaBKy MMaMeTHUX Taxorpada u
muXxoBux kommoHeHTH. [omatak 11. (3ajenamuku Oe30emHOCHM MexaHu3Mu) AHekca [B
HaBOU 0€30eTHOCHE MEeXaHU3Me KOju 00e30ehyjy:

- y3ajaMHy ayTeHTH(HUKAIN]y 3Mel)y pa3iMuuTuX KOMIIOHEHTH TaXorpad)CKOT CUCTEMa;

- IOBEPJbUBOCT, MHTCIPUTET, AYyTCHTUYHOCT /U HCIIOPCHUBOCT I1OJJaTaKa KO_]I/I CC IIPEHOCE
I/I3Meby Pa3IMIUTUX KOMIIOHCHTH TaXOFpa(l)CKOF CHUCTEMA HJIN CC npeyaﬂMajy Ha CKCTCPHC
MG,I[I/I_]YMG 34 CKIIaAUMIITCHC IToAaTaKka.

Heo b JlonaTtka 11. onucyje kako ce KopucTe KpUNTOrpad)CKu CUCTEMH Ca JaBHUM KJbyueM
3aCHOBAHU HAa ETUNTUYHUM KpUBaMa U CUMETPUYHU KPUITOTpapCKU CUCTEMH 3aCHOBaHM Ha
AES na 6u ce To peann3oBaio Ko Taxorpad)CKUx cuctema Apyre reHeparuje.

Wndpacrpykrypa japsor kibyda (PKI) ocmuiubena je 1a moapku KpunTorpapeke cucreme
ca JaBHUM KJbY4eM, 10K €€ CHMETPHYHU KPUITOrPaCKH CHCTEM OClIatba Ha IIIABHE KIbYeBe
KOJH MOpajy OMTH YpyYeHH PCICBAHTHHM aKTepUMA. YCIOCTaBJbeHA je MHPPACTPyKTypa
Koja ce cactoju oA Tpu cioja. Ha eBponckom HuBOY, EBpPONICKO KOpEHCKO cepTH(HUKALMOHO
teno (ERCA) oaroBopHo je 3a reHepucame KOpeHCKHX (root) mapoBa jaBHUX M MPHBATHUX
KJby4eBa ca oAroBapajyhum cepTuduKaTiMa U CHMETPUYHHX TJABHHUX KJbydyeBa, Kao M 3a
ynpaBJbame TUM KibydeBuMa. ERCA n3naje ceprudukaTe HAMOHATHAM CepPTUOUKAMOHUM
tenmMma (SRB-CA) u nuctpubyupa cuMeTpryHe TIaBHE KIbY4eBe cepTU(UKAMOHNM TelIMMa
npxkaBa wiaanma (MSCA). MSCA je oaroBopHo 3a u3laBame cepTudukara o ypebhajy
naMmeTHor Taxorpada, Kao u 3a AUCTPUOYIH]Yy CUMETPHYHUX TJIABHUX KJbY4eBa U APYTUX
MojiaTaka U3BEJCHUX U3 IIIaBHUX KJby4yeBa Koju ce yrpalyjy y ypehaj mametrnor taxorpada.

OBaj noxkymeHT uumHM nonutuky ceptudukanuje (CP) 3a PKI cepruduxamnmonor tena
Peny6suke Cp6uje (SRB-CA). On yTBphyje monuTuKy Ha HUBOY HarroHaimHor Tena (NA)
3a ICHEPHCAmE KIbYYeBa, YNPaBbame K/bYyYCBUMA U MOTIHC CepPTH(UKATA 3a CHCTEM
namMeTHuX Taxorpada koja ce 3acHuBa Ha nonutuim ceprudukanmje ERCA. Jla 6u SRB-CA
U3JaBajio cepTu(UKaTe W/HWIM CUMETpUYHE KJby4YeBE IMEpPCOHATU3aTOPHMMa KOMIIOHEHTH
SRB-CP, oHo MoOpa HcIy®mhaBaTH 3aXTeBE KOJU Cy Takole yTBpheHH y OBOM JOKYMEHTY.

OBgaj noxymeHT npatu okBHp 3a CP onucan y RFC 3647.

VYcekmahenoct camor SRB-CA ca oBom monuTukoM cepTudukaiuje u uHPPaCcTPyKType
CHMETPUYHUX KJby4eBa onucana je y Ommrum npaBminma paga SRB-CA (CPS SRB-CA) 3a
CUCTEM NaMeTHUX Taxorpada. Jlururanau tTaxorpad (cucreM npBe reHepaluje) u naMeTH!
taxorpad (cucteM JApyre TeHepaludje) Cy JBa pa3IiMudTa CHUCTEMa Koja Mopajy
(YHKIIMOHUCATH MapajeIHO U HE3aBUCHO. 300T Tora MOpajy MoCTOjaTH OJIBOJEHE MOJUTHKE
NA xako 0u ce nzberym npobsemu kaaa y 0yayhHoctu nohe Bpeme fa ce yKuHE TUTUTaTHU
taxorpadp u mmeroBo oxarorapajyhe ERCA (mpBe renepammje). M3 Ttor pasmora he
,,HaloHa Ha MOJIMTHKA 32 CUCTEM TUTHTATHHX Taxorpada y Pemyonunu Cpouju ” octatu
Ha CHa3M yIopeao ca oBoM nmoautukoM SRB-NA.

KibyuHe peun ,,3axreBa”, ,,Mopa”, ,,He cMe”, ,,Tpeba”, ,,He Tpeba”, ,,Iperopy4eHo’, ,,Moxe”
U ,,He00aBe3HO” y OBOM JOKYMEHTY Tpeba TyMauuTH Kako je onucaHo y RFC 2119.
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1.2 Hajnge:xxne opranusanmje

Opran HagnexaH 3a crpoBoheme nonutuke SRB-NA, y nasbem Tekery: SRB-NA
(Harmmonaitao Teno Pemmyonnke Cp6wuje) je

MunucrapcTBo rpaheBuHapcTBa, caodpahaja u uHGpPacTpyKTYypeE,
CekTop 3a IpyMCKH TPAHCTIOPT, ITyTeBe U 0e30eTHOCT caobpahaja
Hemamwuna 22-26

11000 beorpan

Peny6nuka Cp6Ouja

Nmenosano SRB-CIA je:

Arennja 3a 6e36emnocT caobpahaja (ABC)
Bynesap Muxajna [lynuna 2

11000 beorpan

Perry6muka Cpouja

HNmenoBano SRB-CA je:

Haponna 6anka Cpouje

3aBoj1 3a U3paly HOBUYAHUIIA U KOBAHOT HOBIIA — Torm4uep
[Tnonupcka 2

11000 beorpan

Perry6muka Cpouja

NmenoBano SRB-CP je:

Haponna 6anka Cpouje

3aBoj 3a U3pajay HOBUAHHIIA U KOBAHOT HOBIA — Tomuuaep
[Tnonupcka 2

11000 beorpan

Peny6nuka CpOuja

SRB-CA wumun SRB-CP wmory 3a pgenoBe CBOjUX TMpolleca 3aKJbyudUTH YTOBOpE ca
nmoAn3BohauMMa M areHiujama 3a mnpyxame yciayra. Kopumheme areHiuja 3a mnpyxame
yciyra HU Ha KOjU HaYMH He yMamYyje 1enokynHe oaropopaoctu SRB-CA nnu SRB-CP.

13 Ha3uB 10KyMeHTa M HACHTH(PHKALMOHA 03HAKA

OBaj noKyMeHT HOcU HasuB ,llonuTrka HarmoHaHor Tena PemyOnuke CpOuje 3a cuctem
MaMeTHUX Taxorpaga”. Opa mnomuTHKa cepTHUKalMje HeMa HACHTH(UKATOp OOjeKTa
ASN.1. TakaB naeHTHQUKATOP HHje OTPEOaH jep CepTHHUKATH KOJH CE KOPHCTE Y CHCTEMY
MaMeTHHX Taxorpada He cajpxe yiyhuBame Ha OBY MOJIUTHKY. AKTY€IIHa BEP3Uja MOXKE Ce
Hahu Ha Mo4eTKy oBor JokymeHTa. Bep3njy 1.1. oBe nonutuke onobpuso je ERCA (Buneru
onesbak 1.5.1) 25. noBemopa 2021. roqune. Ref. Ares(2021)7275663 — 25/11/2021.

14 Yyecuuuu PKI

VYyecunuu y PKI nmamerHux Ttaxorpada u y MHQpacTpyKTypu CUMETPUUYHHMX KJbyueBa Cy
omucaHu cy u mpeactaBbeHn Ha Cmunum 1. Cnmka 1. mpeacraB/ba W pasmeHe usMelhy
yuecHnka, omHocHo ERCA, MSCA u nepconanm3aropa komrnoneHTd SRB-CP.

3a Bumie nHMOpMaIMja O CAMETPHYHUM U aCUMETPHUYHUM KJbyde€BHMa MMOMEHYTHM Y OBOM
onesbKy Bugetu Jlonatak 11. [leo b.
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\Kwusnc if Control Card 7}
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Motion Sensor
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Enc(Kia | Ns) ®

Enc(Km | Kp) &

KDR(Km-nsrc)
KDR(Kvu-psrc.
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1

~
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Retrieve
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KDR(Km-we)
KDR(Kn-vu) LEGEND

[: Secure and controlled
environment
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yy
KDR.SK
1

Ve
Generate ECC transport Key

KDR(Kn-wc) / KDR(Kwm-oske) | KDR(Km-vu),

KDR(Kvu-osre, VU Serial Number)

. J

Confidentiality,
—- Integrity, authenticity

NOTES

1. For VUs and Tachograph Cards there are two certificates and relative keys, one for the mutual authentication (MA) and one for signing (Sign).
2. The EUR certificate used to generate the MSCA.C certificate.

3. The EUR certificate whose validity directly precedes the validity period of the EUR certificate of note 2 if existing.

4. The Link certificate linking the EUR certificates of note 2 and 3, if existing.

5. All Kn-we keys associated to Km-w keys currently in circulation have to be inserted.

6. The Ku-w key associated to the EUR certificate of note 2.

7. All Kv-osre keys currently in circulation have to be inserted.

8. NS and KP have to be encrypted according to all Km keys currently in circulation.

Jlerenna:
CHUTrypHO U KOHTPOJIMCAHO OKPYKEHhe
HHTErpuTeT, ay TeHTHYHOCT
IToBepspUBOCT, HHTETPHUTET, Ay TEHTHIHOCT
Hanomena:
1. 3a VU u Taxorpadcke KapTuIie IIocToje 1Ba cepTudukara n oarosapajyhu KJbydeBH, jeiaH 3a y3ajaMHy
ayrentudukanyjy (MA) u jenan 3a notnucusame (Sign).

Monumuka ST-SRB-NA, V 1.0 8/62



Peny6nmka Cp6uja, MuanctapcTBO rpaheBuHapcTBa, caodpahaja u uabpacTpyKType

2. EUR ceptuduxar kopunrhen 3a reaepucame MSCA C ceprudukara.

3. EUR ceptudukat unje Bakeme nperxoan nepuoxny Bakerwsy EUR ceptrdukara u3 HaroMeHe 2, ako OH HOCTOjH.
4. Ceptuduxar o nosesusamy koju nosesyje EUR ceprudukare n3 Hanomena 2. u 3, ako mocroje.

5. CBu kspyueBH Kuw-we oBe3anu ca kibydeBruMa Km-vu KOjH Cy TPEHYTHO Y ONTHIIA]y MOpajy OUTH YMETHYTH.

6. Ksbyu Km-vu noBesan ca EUR ceprudukaToM U3 HanomeHe 2.

7. CBu ksbyueBH Km-Dsrc KOjU Cy TPEHYTHO y ONTHIA]y MOPajy OUTH yMETHYTH.

8. NS u KP mopajy 6utn mudpoBanu npeMa cBUM KibydeBuMa Km Koju ¢y TpEeHYTHO y ONTHIA]yY.

Cmuxka 1. PKI mameTHOTr Taxorpada u nHGPACTPYKTypa CUMETPUIHUX KIbydeBa

141 Cepruduxkanmnona rejaa
1.4.1.1 Esporicko kopeHcko ceprudukarmono teiao (ERCA)

ERCA je xopencko ceprudukanmono teno (CA) koje kpewpa U nojaesbyje cepTudukrare
jaBHEX KJbydeBa y PKI. OHo ynpaBiba cienehum ycimyrama Koje ce 0JJHOce Ha KOMIIOHEHTE:

YCIIyTOM perucTpalyje, yeIryroM reHepucama cepTuduKara, yeIyroM JUCTpUOyIuje.

ERCA renepume xopeHcke napose kpydeBa PKI u ogroapajyhe ceprudukare, 3ajeHo ca
ceprudukaTEMa 0 TIOBE3aHOCTH Jla OM ce CTBOPHO JIaHAI[ IMOBEPCHA M3Mehy pa3IuauTux
KOPEHCKHUX CepTU(HKATA.

ERCA je u cy0jeKT Koju TeHepHUIlle CHMETPUYHE TIIaBHE KJbYyUeBe, Tj. TTIaBHHU KJbYY CEH30pa
KpeTama-aeo jenuauiie y Bo3mwry (VU) (Km-vu), TI1aBHE KJIBYY CEH30pa KPETama-Ie0 KapTUIIe
pamuonuie (KM-WC) u riaBau kibyd DSRC-a (KM-DSRC), ynpaBiba lUMa M Ha 3aXTEB HX
aucTpulympa.

1.4.1.2 Ceprudukanuono teno Penyoiuke Cpouje (SRB-CA)

SRB-CA ¢yukuumonnue kao noapeheno CA 'y ognocy na ERCA. OHo kpenpa u jozesbyje
cepTudUKaTe jaBHUX KJbydeBa 3a ypehaj. Y Ty cBpXy mpyka yciayry perucTpanuje, yeiyry
reHepucama ceprupukata u ycunyry auctpuOymmje. SRB-CA  nmobuja 3axteBe 3a
ceptudukare o1 nepcoHamuzatopa kommnoHeHTH SRB-CP u tum crpanama auctpulynpa
cepTudUKaTE 32 U3JaBame cepTu(dukara KapTHIa, KOjU C€ Ha3UBajy Map KJby4eBa KapTHIIC
MSCA. SRB-CA 3axteBa ceptudurare MSCA on ERCA 3060r merore oaroBOpHOCTH y
noryiey u3aaBama ceptudukara kaptuna. SRB-CA Ttakohe 3axteBa om ERCA cumerpuune
rnaBHe kJbyueBe U Km-we u Km-psre mepconanuzaropa kapTuua.

14.2 Perncrpaumnona tesna
1.42.1 Teno 3a uznaBame kapruiia Pemyonuke Cpouje (SRB-CIA)
SRB-NA 3anyxeno je na umenyje SRB-CIA.

SRB-CIA oarosopHo je 3a cienehe:

umenyje SRB-CA u SRB-CP;

¢ [PpOBCpaBa [a Jin CYy CAYUEKCHU CBU HOTpe6HI/I JAOKYMCHTH,

* IpOBepaBa Jia JIu Cy UCILyHCHH CBU IPEAYCIIOBH 3a U3/1aBambe TaXxorpacke KapTHUIe
y ckinany ca Ypenoom (EVY) 6poj 165/2014 Espomnckor mapiamenta u Casera,
Anexkcom IB Cnposenbene ypende Komucuje (EY) 2016/799, cBum ocranum
pelieBaHTHUM TpaBHUM ofpendama, nonutukoM ERCA u oBom nonutukom SRB-
NA;

* mpoBepaBa Ja Taxorpadcka kapTuila HUje Beh n3naTa moJHOCHOILY 3aXTeBa y IPYToj
JIpxkaBu 4inaHuiy EY;
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* TpoBepasa Jia JIM je KOPHUCHUK CBaKe Taxorpadcke KapTule HISHTU(PUKOBAH Y HEKO]
¢a3u mpoueca n3aBama KapTHUILE;

* CcTapa ce 0 TOME Jia ce mojaiy U3 3axTeBa npabwiHo npeHecy SRB-CP y ckiany ca
CauMIbEHUM JOKYMEHTUMA U 3aXTE€BUMa U3 OBE MOJIUTHKE;

*  uH(pOpMHUIIIE CBE KOPHCHUKE O 3aXTEBUMA M3 OBE IMOJIUTUKE HA 0JiroBapajyhu HaumH;

* crapa ce o Tome ga ce PIN kapruie paguoHuie npega camo JOHOCHOLY KapTHIEe
paZiMOHUIIE KOME j€ HAMEHECH TaKO IITO CE KOPUCTE OJBOJEHU IIPUMAOLH 32 KapTUILY
panuonune (paxuonuna) u PIN (umeHoBaHM TeXHHUUAD);

* oamax obOaBemraBa SRB-NA u SRB-CA wmm jenny on meroBux oBjamrheHux
arcHIMja 0 CBMM 0e30€IHOCHO PEJICBAHTHUM HHITHICHTHMA.

1.4.2.2 Peructpauuono teno SRB-CA

SRB-CA ce y okBupy cBojux oBiamhema crapa O TOME Ja C€ HU3BpIIM IpaBHIHA
perucrpanuja mpom3Bohaua KOMIIOHEHTH W TepcoHanm3aropa kaptuiia SRB-CP mpe
u3JaBama cepTuuKara, TMCTPUOYIHje CHMETPUIHNX KJbydeBa WU MH(poBama mojaraka
o ypebajy. IIponec perucrpanuje nerapHo je onmcan y CPS-y.

1.4.3 IpermiarHuum

Jenuuu mpermiiatHuUIM  ycuayre  cepTHduKauuje jaBHUX kibyueBa SRB-CA ¢y
nepcoHanuzaropu komrnoHeHtu SRB-CP. Ilepconanmzatopu kommoHeHTH SRB-CP
OJITOBOPHH Cy 3a MepcoHanu3anujy cieacher:

* Taxorpad)CKUX KapTUla: MOCTOje YETUPH Pa3INUUTEe BPCTE Taxorpadckux KapTHIa:
KapTHUIC BO3a4a, KAPTHUIIC MPUBPCAHOr APYIITBA, KapTULEC PATMOHUIC W KOHTPOIHE
KapTHIIE.

« Kaprune Bo3aua ¥ KapTulle PaJUOHUIIC MMajy JBa Mapa KjbydeBa M oaronapajyhe
ceprudukare koje je uznano MSCA Card, ogHOCHO

. map KJjbyueBa U cepTU(HKAT 3a y3ajaMHy ayTEeHTH(PHUKALU]y KOJU ce
HazuBa Card MA;

o nap KJby4eBa U cepTHU(UKAT 3a y3ajaMHy ayTeHTU(UKAIN]Yy KOJU CE 30BE
Card_MA,

Kaprune pagnonune takohe caapxke Km-we 1 Km.psre ca qy’kuHOM KJbyua CBUX MOTryhux
VU -y norneny kopuiheHux nakera mudpu.

» Kaprtune npuBpegHor IpylITBa M KOHTPOJHE KapTHIE MMajy Hap KJbydyeBa U
onrosapajyhu ceprudukar koju usnaje MSCA_Card 3a y3ajamMHy ayTeHTU(DUKAIH]Y.

Kaprune paguonuiie canpxe u Km-psre ca nyxuHoM kibyda cBux moryhux VU -y norneny
KopuitheHnx nakera mudpu.

[Tepconanuzaropu xommnoHeHTH SRB-CP onroBopuu cy na ob6e3bene na ypehaj uma
onrosapajyhe kjpyueBe u cepTudHKaTe.

1.4.3.1 IlepconanuszaTop cprckux taxorpadckux kapruia (SRB-CP)

* 3axTeBHW y MOTJIEAY MMPOM3BOhava jeJMHAIIA Y BO3WIY U CEH30pa KpeTama TPEHYTHO
HUCy oOyxBaheHn oBOM monuTHKOM. OBa MOJMTHKA C€ y Clydajy moTpede Mopa
npujaIaroanTH.

* 00esbehyje renepucarme Ba Mapa KjbyueBa KapTHIIA, 33 y3ajaMHy ayTeHTHQHKALH]y
¥ 3a MOTIIKC, KOjU Cy HAMEH-CHU 3a KapTHIy BO3a4ya U KapTHILy PAIHOHHUIIC,
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* CIPOBOAM TOCTYIIAK IMOAHOIICHA 3axTeBa 3a ceptudukatr kox SRB-CA Card 3a
KapTHUIly BO3aya U KapTUILy PaIUOHHUIIE;

* monHocH 3axTeB 32 Km-we 1 Km-psre (camo kapTHile paauoHUILe);

* 00e30ehyje pacnoJOKHBOCT KJbyueBa M cepTH(HKaTa Ha KapTUIM 32 y3ajaMHY
ayTreHTH(UKaLKjy ¥ TOTHHC, ynapuBambe MoS-VU u pemmdpoBame KOMyHUKALT]E
DSRC-a, kao 1 mpoBepy ayTeHTUYHOCTH TOJJaTaka (CaMo KapTUIle PaTUOHHUIIC);

» 00e30ehyje reneprcame mapoBa KJby4ueBa KapTUIla 3a y3ajaMHy ayTeHTHPHUKAIU]Y 32
NPUBPEIHA IPYIITBA U KOHTPOJIHE KapTHIIC,

* CHpOBOJAM TIOCTYMAK MOJHOIICHa 3axTeBa 3a ceprudukar kox SRB-CA Card 3a
NPUBPEIHA IPYIITBA U KOHTPOJIHE KapTHIIC,

*  Bpuw npujaBy Km-psrc (CaM0 KOHTPOJIHE KapTHIIE);

* 00e30ehyje pacmoJOKHBOCT KJbyueBa M cepTH(UKaTa Ha KapTUIM 32 y3ajaMHY
ayreHTH(uUKanujy u pemudpoBambe komyHukauumje DSRC-a, kxao u mpoBepy
ayTEeHTUYHOCTH NOoJaTaka (CaMo KOHTPOJIHE KapTHUIIE).

144 Tpeha auna

Crpane koje ce ocnamajy Ha ycnyre ceprudurauuje SRB-CA npBeHCTBEHO Cy oprauu
CpOuje umju je 3a1aTak 1a CHPOBOAC MPABUJIA M MPOIKCE y BE3H €a BPEMEHOM BOXKIbE U
onMopa, moceoHo nmosmnuja Cpowje.

Ceprupuxarn SRB-CA Kopucre ce y OKBHDY CHCTeMa 3a IPOBEpY ayTEHTHYHOCTH
ceprudukara 3a ypehaj, Koju ce 3aTHM KOPHCTE 3a MPOBEPY AYTCHTHYHOCTH TIOJaTaKa
npey3eTHX ca jeJUHHIA y BO3WIY M KapTula Bo3ada. Jlpyrd JAMPEKTHH YUYECHHIHU CY
npon3Bolaun KOMIIOHEHTH M TIEPCOHAIIN3ATOPH, TeNa 3a u3naBame kaptuna (CIA), Bozauw,
NpUBpEHA IPYIITBA ¥ PaJMOHHUIIE.

1.5 Kopumheme k/byueBa u ceprupukara

SRB-CA xopuctu cBoje nmpuBartHe kjbydeBe SRB-CA camo 3a:
* MOTIHUCHBAamkE 3aXTeBa 3a MOTHHC cepTudukara (BuaeTu onesbax 4.1.1)

* U37aBame JKcTe ono3BaHux ceprudukara (CRL), ako ce TakaB METOJl KOPUCTH 3a
npyxamwe HHpopMalja o ctaTycy cepTudukara.

SRB-CA kopucTu cuUMETpHYHE TJIaBHE KJbydeBE HCKJbYUYMBO 3a H3BOlEHmE KJbyueBa
cneunduynux 3a naty VU u mmdpoBame mojaTaka y Be3U ca CEH30pOM KpeTama, Kako je
HaBeZieHO y AHekcy IB, [lonarak 11.

SRB-CA nocraBiba CHMETpUYHE TJaBHE KJbydueBe, KJbyueBE NOOMjeHE M3 THUX TJABHHUX
KJbydeBa WM MojaTke MU(GPOBaHE OBHM IJIABHUM KJbydeBHUMa IE€PCOHAIN3AaTOpUMa
komrioneHTd SRB-CP cpencrtBuma ocurypanum Ha oaroBapajyhu HauWH, camMo y CBpPXY 3a
KOJy Cy KJbY4€BU U NOJIallM HAMEHEHHU, KaKo je HaBeneHo Yy AHekcy 1B, Jlomatak 11.

Ceprudurkarn SRB-CA Card xopucte ce 3a mpoBepy cepTudukara KapTHIa Koje u3aaje
SRB-CA _Card.

Cepruduxarn Card_MA kopucre ce 3a ysajaMHy ayTeHTH(UKALMjy W ycarilallaBarbe
cepujckux KJbydeBa usmely xaprune u VU,

Ceptudukaru Card Sign xopucte ce 3a NpoBepy ayTeHTUYHOCTH U UHTETPUTETA MOoJaTaKa
npeyzetux ca kapruue. [IpuBatHu kipyu Card Sign Moxe ce KOpUCTUTH caMoO 3a
NOTNHCHBAaKE MojaTaka npeyserux ca kaptuie. SRB-CA kopuctu cse Baxxkehe Bepsuje Km
3a mudpoBame KJby4eBa 3a yrapuBame ceH3opa kpetama (MoS) Kp u 3a u3Boheme cBUX
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Bakehux Bep3uja maeHtudukamuonor kbyda MoS Kip. SRB-CA xopuctu ce Baxehe
Bep3uje Kip 3a mmudpoBame cepujckux OpojeBa MoS. Kmvu u Kmwce nmocraBmajy ce
nepconanuzaropuma koMmrnoHeHTH SRB-CP pagu mwuxoBe umncranamuje y VU 0IHOCHO
kapruue paguonune. VU kopuctn KM-VU 3ajenno ca oarosapajyhum KM-WC 3a
re”Hepucame npasor KM Tokom ynapusawa VU u MoS.

SRB-CA xopuctn Km-psrc 3a u3Boheme KibyueBa crenupuyHux 3a gaty VU pamm
00e30ehuBara komyHukaruje DSRC-a. KonTpoiHe kapTuie 1 KapTHIEe PaHOHHIIC KOPUCTE
Kwm-psre 3a n3Boherme kibyueBa DSRC-a crenuduanux 3a nary VU koju ¢y noTpeOHH 32
nermudpoBame U IPOBEPY ayTEHTUYHOCTH M HHTerpuTeTa KomyHukanuje DSRC-ay VU.

1.6 [IpumeHa noJMTHKE

16.1 ERCA

Cnyx06a EBporicke KOMHCHje OIrOBOpHA 3a CIPOBOhEH-E IMOJMTHKE cepTH]HKanuje Ha
€BPOIICKOM HHMBOY H 3a IIPYXKame ycliyra cepTuduKalje KJbyueBa u TUCTPUOYIH]je KJbyueBa
JIpKaBaMa uilaHWIamMa HasuBa ce European Root Certification Authority (Esporcko
KopeHcko ceprudukanuono teio (ERCA).

Konrakr anpeca ERCA je:

Head of the Cyber and Digital Citizens' Security Unit E3
Directorate E - Space, Security and Migration

Joint Research Centre (TP 580)

European Commission

Via Enrico Fermi, 2749
1-21027 Ispra (VA)

ERCA npeucnuryje mnosnutuke ceptuduxanuja MSA, yxkbydyjyhu OBy HOJUTHKY
cepruduranuje SRB-NA, pajyn ycarnameHocTH ca 3aXTeBUMa yTBPHCHUM y MOJIMTHIM
ceprudpuranuje ERCA. Lusb nporieca NperCIMTHBAKbA € 1a CE OCUTYPajy YIOPSAUBH HUBOH
6e30eqHOCTH Y cBakoj apkaBu wiaHuM. ERCA apxuBupa u3BemTaje o NpeucnuTHBABY
NOJIUTHKE U MONUTHKE cepTUdukanrje NA y cBpxy ynyhuBama.

ERCA mnpyxa ycnyre ceprudukaimje kbyueBa 3a MSCA koju cy moBe3anu ca fatom MSA
caMo aKo MCXOJl NMPEUCIUTHBAabA MOJIUTHKE cepTudukamnuje MSA npyxka J0BOJbHO OCHOBA
3a npoueHy Ja he 3axteBu u3 nonuruke ceprudukanyje ERCA 6utn ucnymenu. HacraBak
ycnyre ceptudukanuje kpbyueBa o ctpane ERCA 3a MSCA 3aBucu ox mpaBoBpeMEHOT
npujemMa u3BemTaja o pesusuju MSA (Buaetu ozgesbak 8.1) koju nokasyjy 1a MSCA u name
UCITyHaBa CBOje 00aBe3e Kako je yTBpheHo y 0100peHoj noauTuiy ceptudukanuje MSA.

1.6.2 SRB-NA

Peny6nmka CpOuja je wumenHoBana MunucrapcTBo TrpalheBuHapcTBa, caoOpahaja u
uHpacTpykType (3aKOH O pagHOM BpEMEHY IMOcajie BO3WIA y JPYMCKOM TIPEBO3y H
taxorpaduma, Cinyx0enu rimacuuk PC, 6p. 96/15 u 95/18) 3a teno npkase unanuie SRB-
NA.

Onrosopuoctu SRB-NA cy cnenehe:

*  VTBphUBame U TOKyMEHTOBame MONUTHKE cepTudukanmje NA y ckiaay ca CBUM
BaxehnM 3axteBuma u3 noiutuke cepruduxanuje ERCA u Boheme pauyHa o eHOM
onobpemy o ctpane ERCA. SRB-NA uunu goctynaom 3a ERCA Bep3ujy nonurtuke
cepruduxanuje SRB-NA Ha eHIJIeckoM je3uKy U BOJHU pauyHa O BEpP3UjU Ha CPIICKOM
Je3uKy.
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* OpnoOpaBame CPS-a SRB-CA u morBphuBame HEroBe ycarjalleHOCTH ca OBOM
noautukoM. OBo ce Moxe noctuhu 3ajeqHo ca peBusnjama ycarnameHnoctd SRB-CA
(BuaeTH MOTIIaBIbE 8).

* (OOe36ehuBame unu opranuzoBame na noiautuka SRB-NA Oyzae moctymnHa cBUM
YKJbYUYEHUM TEIUMA.

* (O6e3b6ehuBame ma SRB-CA umma pecypce moTpeOHE 3a pajg y CKJIaay ca OBOM
MOJINTHKOM CepTU(HKALIH]E.

*  Opno6peme 6e30emnocHuX nmoautuka SRB-CA, SRB-CP u SRB-CIA.

* 3axTeBame J]a CBU PEJICBAHTHU MPOIUCH KOj€ HANaXy 3ajeITHUYKU KPUTEPHJYMU 3a
ceprudukanmjy OezbegHoctu ypehaja OyAay HCIYHEHH TOKOM IIEJIOT KUBOTHOT
uKiyca ypehaja.

1.6.3 SRB-CA

SRB-CIA umenyje SRB-CA, koje cipoBoau momtuky ceprudukaiuje Pemydmuke Cpouje
U 1mpyxa yciayre ceprudukandje W - JUCTpUOyIHje KJ/bydeBa IEepPCOHATM3aTOPHMA
kommoHeHTH SRB-CP y Cpbuju.

SRB-CA nokymentyje cBoje crnpoBoheme monuruke ceptudpukanuje SRB-NA y Ommrum
npaBuinMa paja ceprudukamonor tena (SRB-CA CPS). SRB-CA CPS je npouenypaitu
nokymeHT SRB-CA KOju JeTajbHO ONKCYje KaKO C€ CBAKOJAHEBHO CIIPOBOJM IOJHMTUKA
cepruduranuje SRB-NA. Jlokymenr je caunnuno SRB-CA 1 oH je ieroBo BracHuTBo. O
ce TpeTupa kao uHpopmMaija koja noiexe orpanndemsuma. SRB-CA canpikaj csor CPS-a
YUHY JIOCTYITHUM CaMO Ha OCHOBY IOTpeOe 3a nodujamem nnpopmanuja. SRB-CA CPS-om
ce ymnpaBjba, OH C€ TNPEHCIIUTYje ¥ MEHha Ha OCHOBY CIIPOBEACHUX IOCTYyNaKa KOHTPOJE
JOKyMEHarTa.

[Tonmutuka ceptudukanuje SRB-NA 3axTeBa ga ce mpoiecoM H3/IaBama TaxorpapCcKux
KapTHuIa 006e30e1u 1a 1aTyM CTyIama Ha CHAry cepTudukara KkapTuile 0y1e UCTH Kao JaTyM
MOYeTKa Bakerma caMe Taxorpadcke kapTuile, kako je kogupano y EF Identification.

[Tonutuka ceprudukannje SRB-NA 3axteBa na ERCA Oyne obasemreHo 6e3 ojyiarama o
ryOuTKy, Kpahy WM NOTEHLHjaTHO] KOMIPOMHUTALMjU CBAaKOI IMPUBAaTHOI KJby4ya WIIU
cumeTpuyHor riaBHor kjbyda SRB-CA u na ykaxe Ha €BEHTyallHy HakHaJHY HCTpary u
eBeHTyalHy Mepy NA.

SRB-CA cragspa cBoj CPS Ha pacrionarame SRB-NA. SRB-NA je oaroBopHo 1a yTBpau 1a
mu je SRB-CA CPS ycarnarmen ca nomutukoM ceprudukanuje SRB-NA. SRB-CA na 3axTeB
Takohe unHM nocTynHy Bep3ujy cBor CPS-a ERCA.

SRB-CA mno mnorpebu BOIM €BUACHIHM]Y O CBOJUM oOIepalujaMa Kako OH J0Ka3ajo
ycarylaleHocT ca NMoJMTUKoM ceptudukanuje SRB-NA 1 Ha 3aXTeB UMHHM Ty €BHICHLHU]Y
noctynHoM SRB-NA w/unmu ERCA. Ilputyx6e on cTpaHe mepcoHalin3aropa KOMIIOHEHTH
SRB-CP y Be3u ca ycayrama koje npyxa SRB-CA ynyhyjy ce Ha agpecy SRB-NA (3a
KOHTAKT aJipecy BUJIETH ofiesbak 1.5.2).
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1.7 JepuHunuje 1 akpoHUMU
AKpOHUM Hepununuja

AES Crangapn HanpeaHor mudposama (enr. Advanced
Encryption Standard)

CP IMonutuka ceprudukanwje (eur. Certificate Policy)

CPS Omnmrra mpaBuiia paja cepTu(UKAIMOHOT Tela (CHT.
Certification Practice Statement)

SRB-CA Ceprudukanuono teno Penybnuke Cpouje (eHr.
Certification Authority of the Republic of Serbia)

SRB-CIA Teno 3a unaBame kaptuia Penyonuke Cpouje
(enr.Card Issuing Authority of the Republic of Serbia

SRB-CP [Tepconanm3aTop CPICKUX TaXOrpadCKUX KapTUIa
(enr. Personalizer of Serbian Tachograph Cards)

SRB-NA Hammonanuo teno Penyonuke Cpowuje (Serbian
National Authority)

SRB-NA-CP [Tonmtuka ceprudukanyje HAMOHATHOT TeJa
Peny6nuke Cpouje (enr. Serbian National Authority
Certificate Policy)

DSRC CucreM HaMEHCKE KOMYHHUKAIIM]je KPAaTKOT JOMETa
(enr. Dedicated Short Range Communications)

CSR 3axTeB 3a notnuc ceprudukara (eur. Certificate
Signing Request)

EK EBporicka komucuja

ECC Kpunrorpaduja enunruanmnx kpusa (enr. Elliptic
Curve Cryptography)

EGF Excrepnu ypehaj GNSS-a (enr. External GNSS
Facility)

EA Egporicko Teno (enr. European Authority)

ERCA EBponcko KopeHCKO cepTU(UKAIIMOHO TEJIO (EHT.
European Root Certification Authority)

ERCA -CP EBporicka nonuTuka n3iaBama KOpEHCKUX
cepTU(HKaTa U MOJIUTUKA HHPPACTPYKType
CUMETpUYHMX KJbyueBa (eHr. European Root
Certificate Policy and Symmetric Key Infrastructure
Policy)

EY EBporicka yHuja

GNSS I'moGaHy HABUTAIIMOHM CATEIMTCKHA CUCTEM (EHT.
Global Navigation Satellite System)

HSM XapaBepcku CUTYpHOCHU Moy (edr. Hardware
Security Module)

ISMS CucteMm ynpassbamba HHPOPMALMOHOM 0e30e1Ho1Thy
(enr. Information Security Management System)
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AKpoOHUM Hepununuja

ISSO Cnyx0eHuk 3a 6e30e1H0CT HH(POPMAIIMOHOT CHCTEMAa
(enr. Information System Security Officer)

JRC 3ajeIHUYKH UCTPAXHUBAYKK LIeHTap (eHr. Joint
Research Centre)

KDR 3axTeB 3a AUCTPUOYLIN]Y KJbyueBa (eHr. Key
Distribution Request)

KM I'maBHM KJbYY ceH30pa KpeTama (enr. Motion Sensor
Master Key)

K|\/|-VU pI(0) VU y Km

Km-we neo WC y Km

KiD W nenTudukanion KJbyd ceH30pa KpeTama (eHr.
Motion Sensor Identification Key)

Kp Kibyu 3a ynapuBame ceH30pa Kperama (eHr. Motion
Sensor Pairing Key)

Km-psre I'naBuu k5byd DSRC-a (enr. DSRC Master Key)

LKM O3naueHa nopyka o kibyuy (eHr. Labeled Key
Message)

MA VY3ajamna ayrentudukanuja (eur. Mutual
Authentication)

MoS Cenzop kperama (ear. Motion Sensor)

NA Harronanno teno (enr. National Authority)

NCP Crangapau3oBaHa IMOJIUTHKA cepTHQUKAI]e (CHT.
Normalized Certificate Policy)

PKI Wudpacrpykrypa jaBaor kipy4a (enr. Public Key
Infrastructure)

RFC 3axteB 3a komeHTap (enr. Request for Comment)

RSA Pusect, [llamup u Ameman (Rivest, Shamir und
Adleman)

TC Taxorpadcka kapTuiia

VU Jenununa y Bosuiny

WC Kaprtuma pagnonwniie

HonatHe nedpununuje Mory ce Hahum y JHOKyMEHTHMMa Ha Koje ynyhyje oBa mojuTuKa
ceprudukanmje SRB-CA; Buyetn onespak YryhuBama Ha Kpajy OBOT IOKyMEHTA.
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2.1

2.2

2.3

2.4

OaroBopHOCTH y Morjieay o0jaBjbUBama 1
perno3uTopujyma

Penosutopujymu

Csu ceprudukatu 3a ypehaj xoje nuznaje SRB-CA uyBajy ce y 6a3u nmonaraka SRB-
CA.

O0jaB/buBame nHGopManHja 0 cepTUPUKANMjH
SRB-NA 06jaBspyje 0By MONMHUTUKY cepTU(]UKAIHje HA CBOM BeO CajTy.

Omnmra npaBwia paga ceprudukanmonor tena SRB-CA Hucy jaBHa, anu ce Ha
3aXTeB JI0CTaBJbajy PEICBAHTHUM CTPaHAMA.

Bpeme u ydyecTanocTt 00jaB/buUBamba

Hudopmanyje koje ce oJHOCE Ha MPOMEHE OBE IMOJHUTHUKE 00jaBJbyjy ce Mmpema
pacniopeny AedUHHCAHOM Y MHOCTyIIMMa 3a NPOMEHY (M3MEHy) YTBpheHHM Yy
onesbky 9.12 oBor JOKyMEHTAa.

KonTtpoJje npucryna penosuropujymmma

3a cBe nH(popMaIHje Koje Cy JOCTYIHE Ha BeO CajTy J03BOJbABA CE€ MPUCTYI CaMO
3a ynrame. SRB-CA oxapelyje ocoOibe Koje MMa MPUCTYII 32 MHCAKHE WIH U3MEHY
unpopmanuja y SRB-CA CPS-y.

Cge nn¢opmaruje o6jaBbeHe Ha BeO cajTy JIOCTYNHE Cy MPEKO CUTYpHE UHTEPHET
BE3€.
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3 Nnentudukanuja u ayreHTU(UKAIIN]a

OBo mnoriasjke omucyje Kako ce oxujajy uacHTuQukauuja u ayreHruduxanuja (MuA)
3axTeBa 3a MHUIIM]AJTHO U3/aBambe cepTu(rKara u 3axTeBa 3a 00HOBY cepTU(HUKATa Ca HOBUM
KJby4eM, Kao U 3aXTeBa 3a AUCTpUOyLHjy cuMeTpuyHuX kibyueBa n3mel)y SRB-CA u ERCA.
NuA u3mely SRB-CA u npousBohava ypehaja wim nepcoHanuzaTopa KapTuiia 1eTaJbHO Cy
onucane y SRB-CA CPS.

3.1 Hone/buBame UMeHA

311 Bpcre umena
3.1.1.1 Ilpenmer ceptudukara u u3aBaial cepTudukara

PedepenTHa o3Haka cepTu(UKALMOHOr Tesla U peepeHTHa O3HaKa MMmaoua ceprudukaTa
HACHTU(UKY]Y H3/aBaolia U npeamer ceprudukara. OHe ce popMupajy Ha cienehu HavuH,
Kako je onucaHo y Anekcy IB, /lonarak 11, CSM_136/CSM_ 141 u Jlonatak 1:

Cy0jexr:
« SRB-CA
Unentudukarop:

* Unentudukarop kpyua ceprudukannonor tena (KID)

Crpykrypa:
* Hymepuuku Ko ApxKaBe
* Andanymepuuku KoJ Ip>KaBe
*  Cepujcku 6poj Kibyua
* JlonatHe nndopmaruje

* Unentudukarop CA

Ceprudukaty mnpoOHMX KJbydueBa, 3aXTeBH 3a MpoOHe cepTuduKaTe, 3aXTeBU 3a
JUCTpHOYLH]y MPOOHUX KJbyueBa U MOPYyKe O AUCTPUOYLIMJU NPOOHUX KibydeBa 3a moTpede
TeCTHpamka HHTepOoIepadIHOCTH caapke Bpeanocth '54 4B' ("TK") y mospy additionallnfo.

3.1.1.2 3axrteBu 3a qUCTpUOYLH]y KJbyU€Ba U IOPYKE O AUCTPUOYLIMJU KIbyUyeBa

3axTeBe 3a AUCTPUOYIHU]Y KIbydyeBa U MOpyKe 32 zLI/ICTpH6yuHJy KJbydeBa HUIECHTUDUKY]E
uAeHTU(HUKATOP KJbydeBa KpATKOTPAjHOT jaBHOT Kjbyuya Koju reHepuine cBako MSCA,
BuneTH oaebak 4.2.1. Bpemnoct maentuduxatopa kibyueBa onpehyje ce y ckmamy ca
onebkoM 3.1.1.1. ca cnenehum n3menama:

* keySerialNumber: jequHCTBEH 3a cBaku Cy0jeKT KOjU MOJHOCH 3aXTeB

+ additionallnfo: '4B 52' ("KR", 3a 3axTeB 3a KJby4), OCUM aKO C€ HE OJTHOCH Ha IPOOHU
KDR. ¥ ToMm ciyuajy kopuctu ce '54 4B' ("TK", 3a mpoOHU KIbyY).
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3.2 Nuunujanno norsphuBame naenrurera

3.2.1 HauuH 3a 1o0Ka3uBam-€ MOCeI0BaAKHA NMPpUBATHOI KJby4a

[Tpunukom nogHoIIEKHa 3axTeBa 3a nornucubame ceprudukara (CSR) ERCA, neonxona je
JI0Ka3 O TOCEeAOBamy OJAroBapajyher NmpuBaTHOT KJbydya HMHTEPHHM IOTIIMCOM, Kako je
HaBesieHo Yy o/1esbKy 4.1.1. CSR-0Bu Takohe MOry HMaTH CHOJbHU MOTIIUC KOJUM C€ JI0Ka3yje
ayTeHTHYHOCT nopyke. CrosbHU notnuc 1o6uja ce momohy Beh ceprudukoBaHor mpuBaTHOT
KJbyua HaBesieHor y CSR-y.

[IpoBepom (u3BpmieHOM pyudHO 3ajeqHo ca MSA/MSCA), ako ce xem (pacHplINBame)
u3pauyHaT npeko npumibeHor CSR-a momymapa ca xemom npeko CSR-a koju je mocnano
MSCA (kako je ommcano y CPS-y ERCA), nobuja ce momaTHH J0Ka3 HHTETPUTETA,
AYTCHTUYHOCTH U MOYCTHOT ITOBECPCH:A.

3.2.2 AyTeHTH(UKANMja HACHTUTETAa OPraHu3alnuje

SRB-CA ytBphyje mnocTymak 3a ayTeHTH(HKAIM]y HACHTUTETa oOpraHusanuja (HIp.
npousBohaua ypehaja) y ceom CPS-y.

3.2.3 AyTeHTHGUKALMja HICHTHTETA 0jeIHHIA

SRB-CA ytBphyje mocrynak 3a ayreHTH(UKaNWjy uaeHTHTETa NojeauHana. [locrynak je

nokymentoBaH y CPS-y SRB-CA.

3.2.4 Bamuaanuja oiamhema

SRB-CA yTtBplyje noctymnak 3a Bauaanujy opiamhema y cBojuMm OMIITHM npaBuimMa paaa
cepTru(UKAIMOHOT Tea.

3.2.5 Kpurtepujymu 3a unTeponepaduJIHoCT

SRB-CA ce 3a yciyre notnucupama ceptudukara 1 JTucTpuOylMjy KjbydeBa Koje mpyka
cucTeMy namMeTHUX Taxorpada Hehe ocnamaTi HU Ha jeTHO CIIOJBHO CEPTH(PHUKALMOHO TEII0
Beh camo Ha ERCA.

Axo SRB-CA mopa n1a ce ociionu Ha cniosbHY PKI 3a Heky npyry ycinyry wim QyHKUH]jy, Ipe
NOJHOLIeHa 3axTeBa 3a yciyre ceprudukanuje norpebHo je na SRB-NA npeucnura u
ono0pu CP u/mnu CPS cnospHOT npy»kaolia ycinyra cepTudukanyje.

3.3 Nnentudukanuja u ayrentudukanuja 3axreBa 3a oOHaB/bame Kiby4a (Re-
Key)

[Toctynuu nnenTuukanyje 1 ayrTeHTHPUKaIKje 3aXTeBa 32 0OHOBY KJbyua (BUAETH O/1€JbKe
4.1.8. n 4.2.9) victH Cy Kao MOCTYIIH OMUCAHH Y OACIbKY 3.2.

3.4 Nnentuduxanmja u ayreHTHPuKanuja 3axTesa 3a 0n03uB

3axTeBu 3a ono3uB cepTudukata koje ERCA npumu u3 Omio xor usBopa (BUIAETH 0/1€JbaK
4.1.10) notBphyjy ce AMpEeKTHOM KOoMyHHKanujoM ca MSA onrosopHom 3a MSCA umaora
ceptudukaTa, MpeKo KOHTAKT TauKe.

SRB-CA y cBom CPS-y omnucyje kako he moTBpAuTH 3axXTeBe 3a ONO3MB cepTU(dUKaTa 3a
cepTuduKate 3a ypehaj, ako cy MOCTYIIH 3a OTIO3UB CEPTH(PHKATA PACTIONOKUBH.
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4 OnepaTUBHM 3aXTEBU y TOTJIEY KUBOTHOT IUKITyCa
cepTudukaTa, CAMETPUUYHHUX KJbyUeBa U yCIIyra
mu@poBama

OBo mnornassbe omucyje dopmare mopyka, Kpunrorpadcke MeXaHU3ME U IOCTYIIKE 3a
3axTeBe 3a JoOHjame U IucTpuOyuujy ceprudukara 3a ypehaj, CHMETpUYHHX KJby4eBa 3a
KapTuie U yciuyre mudpoBama nomaraka o ypehajy m VU msmely SRB-CA u mwerosux
nepcoHanuzaropa komrnoHeHTH SRB-CP, kao u 3a 3axTeB 3a u3gaBame M IUCTPUOYLH]Y
ceprudukatra MSCA u cumerpuunux riaaBHux kibydeBa usmel)y ERCA u SRB-CA.

4.1 3axTeB 3a 100Mjame U H31aBame cepTUdUKaTa japHOr Kibyya SRB-CA

411 3axTeBu 3a moTnuc ceprudukara

3axTeBe 3a noTnuc ceprudukara mory rnoaHetu camo MSCA koja je npu3Haio BsUXoBo MSA
M3jaBOM O ycarjameHoctu (Bugetu 1.5.2).

CSR Mmopa 6utn y popmary TLV. Tabena 1. npukaszyje komupame CSR-a, ykibyuyjyhu cBe
TaroBe. 3a Iy)KUHe ce KopucTe mpaBwia komupama DER wnaBemena y ISO/IEC 19790.
BpenHocTu cy HaBeieHe y HACTaBKy OBOT' OJICJbKa.

O0jexT mogaraka Req [Tag
AyTtenTHdUKaImja c'67
Ceprudukar ECC (CV) m "TF 21’
Teno ceprudukara m 'TF AE'
Wnentndukatop npoduna ceprudukara m '5F 29'
PedepenTtHa 03HaKa cepTU(UKAIIMOHOT Tena m '42'
AyTtopuzanyja nmaona ceptadukara m '5F 4C'
JaBHHU KIBYY m "TF 49'
CrangapaIu30BaHU IapaMeTPH JOMEHa m '06'
OID
JaBHa Tauka m '86'
PedepenTHa o3Haka mMaomna ceptudukara m '5F 20
Jatym crynama Ha CHary cepTudukara m 'S5F 25'
Jatym ucraka Baxkemwa cepTudukara m 'S5F 24
YHyTpauisy NOTIIIC m 'S5F 37
PedepenTHa o3Haka cepTUPUKAITMOHOT Tejla MOTIHCHUKA CTIOJFHOT | C '42'
HOTIHCa
CrosbHU TOTHHC c '5F 37"

Tabena 1. dopmar 3axTeBa 3a HOTNHCHBAKE CepTH(HUKATA
m: 3aXTeBa Ce
C: YCJIOBHO
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O6jekTt mogataka AyrTeHTHGUKALIMja IPUCYTAH je caMO y CIIy4ajy J1a je mpucyTaH o0jeKaT
nosaraka CrioJbHU NOTIIHUC.

Bepsuja npoduna unentudukyje ce naeHTuguraropom npoduia cepruduxara. Bepsuja
1, HaBeneHa y onesbKy /.1, unentudukyje ce Bpennorhy ‘00°.

PedepentHa o3Haka cepTuHUKAIHOHOr Teja KopucTH ce 3a mHpopmucame ERCA o
npuBatHoM KJbydy ERCA koju SRB-CA ouekyje na Oynme xopumrheH 3a MOTIHCHBAHKE
ceptuduKaTa. 3a BpeIHOCTH pedepeHTHE O3HAKe CEPTUPUKAIMOHOT Tela BHIETH OCJbaK
3.1 . VY cBakoM J1aToM TPEHYTKY, UAeHTU(UKATOP KJbyda KopeHcKor kibydya ERCA koju je
JIOCTYIIaH 3a MOTIHCcHUBamke Onhe HasHadeH Ha BeO cajty ERCA.

AyTopu3anuja uMaona cepTuuKaTa KOPUCTH C€ 3a WICHTH(PHKOBAWKE BPCTE
ceprudukara. CacToju ce OJ MHIECT Haj3HAYajHUjUX 0ajTOBa HIACHTU(UKAIIMOHE O3HAKE
armmkamuje Taxorpada ('FF 53 4D 52 44 54'), ynandenux ca BpctoM ypehaja kome je
ceprudukar HamewmeH (AHekc IB, Jlomarak 11, CSM141). 3a ceptuduxkare MSCA, tun
ypebhaja ce mocrasspa Ha '0E' (14 nenumana).

JaBHM KJbYY caJipku JBa 00jeKTa moaTaKa:

- OGjexr monaraxa Ilapamerap nomena ynyhyje Ha craHiapAM30BaHe Iapamerpe
JIOMEHA KOju he ce KOPUCTUTH ca jaBHUM KJbydeM y cepTudukary. OH capKu jeiaH
on uacHtudukaTopa oojexta HaBeneHux y Tabenu 1. Jlomarka 11, Anekc IB.

- OGjext noxaraka JaBHa TauKa MOpa CaJipKaTH jaBHY TauKy. JABHE TauKe CIUITHYHE
KpHBE MPETBApajy ce y OKTeTHU HU3 Kako je HaBeaeHo y ISO/IEC 18033-2. Kopuctu
ce nexoMrpuMoBaHu popmat komupama (Auekc 1B, lomarak 11, CSM_143).

PedepenTHa o3Haka mMaoma cepTH(HUKATA KOPUCTH CE€ 3a WACHTH(UKAIM]Yy jaBHOT
KJby4a CaZp>KaHOT Yy 3aXTeBY M y KpenpaHoM cepTudukary. PedepentHa o3Haka mmaona
cepTuduKaTa Mopa OuTH jenuHCTBeHa. OHa ce MOXe KOPUCTUTH 3a yIyhuBame Ha 0Baj jaBHU
KJbyd y ceprudukatuma Ha HuUBOY ypehaja (Anekc IB, Jlomarak 11, CSM 144). 3a
BPEIHOCTH pedepeHTHE 03HAKe NMaola cepTuduKara BUAeTH oaesbak 3.1 _.

JlaTym crynmama Ha cHary ceprugukara caapXu JaTyM IOYETKAa BaKCHa U IEPUOJ
Baxkera cepTr¢ukara. JlaTyM HCTeKa BaKema cepTH(UKATA CaAPXK HaTyM NPeCcTaHKa
BaXelha U MEpUOJ Bakema cepThdukara. Oba eneMeHTa MmojaTaka Mopajy OMTH BpcTe
nogaraka TimeReal, HaBenene y Anekcy IB, Jlogarak 11. Hamomume ce na je mepuon
BaXXEHa z[eq)HHHcaH ca OBa /IBa eleMeHTa mojataka wid 17 romuHa W 3 Mecemna (3a
ceprupuxare MSCAVU-EGF) unu 7 ronuna u 1 mecer (3a ceprudukxare MSCACard).

Teno cepru¢ukara je CaMONMOTIMCAHO YHYTPAIIKBHM MOTHHCOM KOjU CE MOKE IIPOBEPUTH
JaBHUM KJbYYEM caJipXKaHUM Y 3aXTeBY 3a U3JaBame cepTudukara. [lotnuc ce kpeupa npexko
KOJMpaHOr Tesa ceprudukara, ykibydyjyhu rar u ayxuHy Tena ceprudukara. Aaropuram
nornuca je ECDSA, xaxo je nasepeno y ISO/IEC 10116, y3 xopumherme anropurma
XelIpama MOBE3aHOI Ca BEJIMYMHOM JaBHOT KJbyda Y CSR-y, KaKoO je HaBeJIeHO Y AHEKCYy
IB, Homarak 11, CSM_50. ®opmar nmornuca Mopa OMTH OOHMYaH, KakO j€ HABEIEHO Y
ISO/IEC 18033-2.

PedepenrTna o3HaKa cepTHGUKALMOHOT Te/1Aa MOTIMCHUKA CIIO/bHOT MOTIIMCA CaPKU
MSCA u oarosapajyhu KJby4 KOjH je CTaBHO CIOJbHU noTnuc. OHa je MpUCyTHA CaMo aKo
je IpHCYTaH CIOJFHU MOTHHC. 3a Moryhe BpeAHOCTH BUAECTH O/ieJbak 3J_.

Cno/bHu motnuc Huje npucytaH ako SRB-CA monHece 3axTeB 3a CBOj WHHIIMjaTHU
ceprudukar. CriospHH notnuc norpedan je ako SRB-CA moaHece 3axTeB 3a CyKLECUBHH
cepTudHKaT. Y TOM ciaydajy, 3aXTeB 3a MOTNHUC cepTUudukaTa nonatHo nornucyje SRB-CA
CIIOJbHUM IOTIIHCOM, KOpHCTehH jeqaH O TPeHyTHO Baxehux NpuBaTHMX KibydeBa SRB-

CA. CnospHE noTHHC TOTBphyje BepoaocTojHOCT 3axTeBa. [lomto je SRB-CA mpermnaheno
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Ha nooujare ¥ MSCA Card u MSCA_VU-EGF ceprudukara, criojbHU MOTIHC CTaBJba Ce
KopuirhemeM IPUBATHOT KJbyYa MOBE3AHOT ca CepTU(UKATOM UCTE BPCTE.

CrniospHE TOTHHC Kpeupa ce npeko konupanom ceprudukaty ECC (CV) (ykipyuyjyhu tar
"7F 21' cepTtudukara u \HeroBy Ay )KUHY ) U 11oJba PedpepentHa o3naka ceprudukannoHor rena
NOTIMCHUKA CHOJBHOT motnuca (Ykibydyjyhn Tar '42' ceprudukara u HEroBy LyXKHHY).
Anroputam nornuca je ECDSA, kxako je naBeaeno y ISO/IEC 10116, y3 kopumniheme
aIropuTMa XelMpara I0BE3aHOr ca Benu4MHOM Kibyda SRB-CA koju ce kopuct 3a
OTINC, KaKo je HaBeneHo y Anekcy IB, loparak 11, CSM_50. ®opmar nornuca Mmopa 0uTH
obuyas, kako je HaBegeHo y ISO/IEC 18033-2.

SRB-CA u3padyyHaBa U CKJIQUINTH Xell nmpeko kommuieTHor CSR-a, kopucrehu anropuram
Xellupama MoBe3aH ca BeJIMYUHOM KJby4a OBJamihema 3a MOTIHCHUBAKE, KAaKO j€ HABEICHO Y
Amnekcy IB, Jlogatak 11, CSM_50. OBaj xem kopuctuhe ERCA 3ajenno ca MSA/MSCA 3a
pyuHy npoBepy ayreHTuuHOCTH CSR-a, BuaeTn onespak 4.1.2.1.

4.1.2 OO0pana 3axTeBa 3a cepTuUKAT
41.2.1 Ilposepa cagpxaja CSR-a

ERCA 006e36ehyje na je CSR koju gonasu ox 6mno kor MSCA moTiyH, TauaH ¥ MPOIKUCHO
ayropuzoBad. ERCA mormucyje MSCA ceprudukar camMo y TOM CiIy4ajy.

[IpoBepe mcIpaBHOCTH, MOTIYHOCTH W ayTopusanuje Bpuie ciayxOenunm ERCA pyuHo
W/WJIHM X ayTOMaTHU30BaHO BpIIH ciiyk0a 3a peructpanujy ERCA. Ako je 3axTeB ucrpaBaH
u noTyH, cnyx0ennnn ERCA ono6paBajy nornucuBame ceprudukatra MSCA.

3a cBaku CSR koju nobuje, ERCA nposepa cienehe:

- J1aJii je MeJIMjyM 3a IIPEHOC Mo1aTaKa YNTJbHB, Tj. a HHUje olITeheH Win HeuCIpaBaH,
- na i je popmat CSR-a y ckitany ca TaGenom 2;

- Jia JM je 3aXTeB IPOIKCHO ayTOpU30BaH. AKO MOCTOjU crosbHu mormuc, ERCA
npoBepaBa UCMPABHOCT TOT noTnuca. ¥ csakom ciy4dajy, ERCA konrakrupa MSCA
kako je omucaHo y ERCA CPS u mpoBepaBa na 5m ce Xell U3payyHaT IMPEKO
npumibeHor CSR-a nokuana ca xemom npeko CSR-a koju je mocnao MSCA;

- nau MSCA uma npaBo J1a 1o0uje TpaxkeHy BpcTy cepTudukara;

- Ja ju pedepeHTHa O3HaKa CepTU(UKAIIMOHOT Tela cajp’kKaHa y 3aXTEBY CaJpiKH
KopeHcku mnpuBaTHU Kibyd ERCA koju je TpeHyTHO Baxehu 3a moTmHcHBame
ceprudukara MSCA;

- Jla JM je pedepeHTHA O3HaKa MMaoua ceprudukara jeauHcTBeHa. 3a MSCA,
pedepeHTHa O03HaKa HMMaola cepTHduKara je HUIACHTU(UKATOpP  KIbyya
ceprudukanuonor tena (KID). Cepujcku 6poj kipyda y oBom KID-y paznukyje ce o
kJbyudeBa ucror MSCA, 300r uera je KID jenuHcTBeH;

- J1a )M Cy mapaMeTpH JIOMeHa Npelu3upaHy y 3axXTeBy HaBeaeHH y Tabenu 1. AHekca
IB, lonatak 11, a jaunHa oBUX NapaMeTapa ce MoKJiarna ca jadMHOM KOPEHCKOT KJbyua
ERCA nHaBeneHor y pedepeHTHOj O3HallU CepTU(PUKALIMOHOT TeNa;

- Jla jJaBHA Tadyka y 3aXTEBY HH]je MpeTxonHo ceprudukoBana ox ctpane ERCA u na
HUje paHuje KopullheHa Kao KpaTKOTpajHU KJbyY 3a JUCTPUOYLH]Yy CUMETPHUYHOT
KJby4a (BHIETH OJieJbak 4.2.3), 4ak HU y CBPXE UCIIMTUBAKA HHTEPOIIEPAOUITHOCTH;

- Ja JH CC jaBHa TadyKa M3 3aXTCBA HaJIa3u Ha KpI/IBOj HaBHa‘-IGHOj Y 3aXTCBY,

- J1a ce yHYTpallbU MOTIIHC MOKE TPOBEPUTH KOpUIIThemheM jaBHE TauKe U IapaMeTapa
JIOMEHa HaBeJeHuX y 3axTeBy. OBo nokasyje na MSCA nocenyje npuBaTHU Kiby4
MIOBE3aH Ca JaBHUM KJby4eM;
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- J1aje CHOJbHU MOTIIUC MPUCYTAH aKO 3aXTEB HHUjE MOIHET 32 MHUIUjAJTHU CepTU(DUKAT

MSCAVU-EGF umu MSCACard MSCA;

- J1a ce, aKo IOCTOjH, CIIOJbHH TOTITHC MOYKE MPOBEPUTH KOPUIINCHEM jaBHE TAauKe U
napameTapa qomeHa y ceptuduxkaty MSCA Ha koje ce ynyhyje y nosby Pedepentna
O3HaKa CepTH(HKAIMOHOT Teja MOTIHCHUKA CHoJbHOr motnuca. [lopex Tora, nma
nepuoJ Kopuinherma MPUBaTHOT KJby4a OBOT KJby4Ya jOIIl YBEK HHUjE HCTEKAO.

Axo Owio koja onm oBux mpoepa He ycme, EPIIA ombuja CSR. ERCA nocraBiba
obOpasnoxeme 3a cBaku onoujenn 3axTeB MSCA u Haiesxxaom MSA.

4.1.2.2 Tenepucame, 1ucTpuOyIMja 1 yIpaBibambe cepTUPUKaTUMA

Axo cy cBe nposepe ycnemne, ERCA HacraB/pa ca MOTHHCUBaWkEM cepTU]HUKaTa Kako je
OTHCaHO y 0J1eJbKy 4.1.3.

Cnenehe nndopmanuje 6enexe ce y 6a3u nomaraka ERCA 3a cBaku mpuUMJbEHHU 3aXTEB 3a
NOTIHUC cepTUu(UKaTa:

- xommieran CSR koju motrue og MSCA;
- KOMIUIETaH KpeupaHu cepTU(UKAT JaBHOT KJby4a, aKo I1OCTOjH;

- craHgapau3oBaHu mapamerpu nqoMeHa OID u jaBHa Tauka CepTH(PHUKOBAHOT jaBHOT
KJbyua;

- e(deKTHBHM MMOAANH O CePTU(PUKATY U JaTyM UCTEKa BaKema cepTudukara,
- pedepeHTHA 03HaKa UMaola cepTudurkara (3a uACHTU(DUKAIN]Y JaBHOT KJby4a);

- XeLl NpeKo OMHApHUX IozaTaka ceprudukara, ako nocroje. Jlykuna xeua nosesasa
je ca BeIMYMHOM KJby4Ya OBJamhema 3a MOTIHCHUBAkbE, KaKo je HaBelIeHO Y AHEKCY
IB, Honatak 11, CSM_50;

- xem npeko ounapuux nojparaka CSR-a, Buaern onespak 4.1.1;

- craryc ceptudukara ,,Baxxehn” ako je ceprudukar usgar nim craryc ,,Onoujen” y
cinydajy aa je CSR onbwujen;

- BPEMCHCKU KUT.

Ceprudukatu MSCA ynucyjy ce Ha MeujyMe 3a IPEHOC MojlaTaKka y CKIay ca 3aXTeBHUMa
u3 onespka 4.1.4, 3a Bpahame y MSCA. CBaka xonuja ceptudukara yrnucaHa Ha MEAUjyMy
3a MPEHOC TMoAaTaka HaKHAIHO ce mpoBepasa nomohy jaBuor kibyuya ERCA. ERCA Ttakohe
yIOHCcyje Ha MeJNjyM 3a IIPEHOC MojaTaka Konujy ceprudukara japHor kibyuya ERCA koja ce
MO’K€ KOPUCTUTH 3a IpoBepy ceptuduxara MSCA.

Hakon ycnemne nuctpuOyuuje HoBor ceptudurkata MSCA, ERCA axypupa unpopmarje
o crarycy ceprudukara y penosutopujymy ERCA. He cnpoBoau ce HujenHa npyra
akTHBHOCT obasernraBama. ERCA 3anpxkaBa meanjyme 3a npeHoc mojaraka ca CSR-om u
apxuBMpa HMX Yy CBOJUM KOHTponucaHuMm npocropujama. ERCA Hacroju na 3aBpiin
omnepaiuje cepTuuKanyje jaBHIX Kibyuesa y pOKy OJf JeAHOT pajHOr 1aHa. Bpeme norpeGHO
na ERCA nocraBu MSCA cepTudukat jaBHOT KJby4a UM AUCTPUOYyHpa CUMETPUYHH KIbYY
onpeheHo je MCKJbYYMBO BPEMEHOM MOTPEOHWM 3a HCIPABHO CIPOBOHEHE MpoIemypa
ERCA. Tapantyje ce Bpeme oOpame o jemHor mecerna. Kama ce moaHocu 3axTeB 3a
ceprudukat, MSCA y3umajy y 003up TO MaKCUMAaJIHO Bpeme o0paje.

4.1.3 Ceprudukarn

®dopmar ceptudukata jaBHor KJbyda MSCA moxe ce Hahu y omesbky 7_1.
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ERCA kpenpa noTnuc npeKo KoJUpaHor Teja cepTuduKara, ykjbydyjyhu Tar u 1y xuny Tena
ceprudukara. Anropuram nornuca je ECDSA, kako je maBeneno y ISO/IEC 10116, y3
Kopuhemne alropuTMa Xewupama [OBE3aHOI Ca BEIMYMHOM KIby4da osmamhema 3a
NOTINHMCUBAKE, KaKo je HaBeaeHo y Anekcy IB, Jlonarak 11, CSM_50. ®opmar normuca
Mopa ouTH 06anH KaKoO j& HaBEJICHO Y ISO/EC 18033-2.

4.1.4 Pa3mena 3axTeBa u 0AroBopa

3a mpeHoc 3axTeBa 3a MOTIHUCHBame cepTudukara u ceprupukara tpeda kopucturu CD-R
MeIujyMe:

- CD-R tpeba na O6yzxe meaujym ox 12 cm y pexumy jenHe cecuje (hopMaTupan npema
ISO 9660:1988).

Hpyre metozie mpeHOCa MOTY C€ KOPUCTUTH y3 mperxoany cariiacHoctT ERCA. V cBpxy
tectupama, ERCA npuxsata u masse CSR-0Be u ceprudukare Kao mpuiiore y3 elIeKTpoHCKY
[IOIITY.

SRB-CA ymucyje Ha MeamjyM 3a MpeHOC IMoJaTaka TPU KOIHUje CBAKOI 3axTeBa 3a
noTnucuBame ceptudukara 3a npeHoc 10 ERCA. Oe konyje cy y xekcagernumanaom ASCII
dopmary (matoreka .txt), Base64 ¢popmarty (matoreka .pem) u OuHapHOM (hopMaTty (1aToTeka

bin).

ERCA ynucyje Ha MenujyMm 3a IpeHOC IojAaTaka TPH KOIHje CBAaKOr cepThdHKaTa 3a
Bpahawe SRB-CA. Oge komnuje cy y xekcaaeuumaiaHoMm ASCII dopmary (maroreka .txt),
Base64 ¢opmary (natoreka .pem) u OunapHoM opmaty (garoreka .bin).

Y3 cBaKku 3aXTeB 3a MOTIHUC cepTUdUKaTa U cepTU(DHUKAT MPUJIaKe ce MTaAMIIAaHU TPUMEPaK
nonaraka, (opmarupan npema mabnony yrepherom y CPS-y ERCA. Jenan mrammanu
npumepak nonaraka ayBa ERCA, ogaocHo SRB-CA.

W'y ciy4ajy CSR-a u cepru¢ukara, MeinjymMe 3a IPEHOC 110/jaTaka 1 TaMIlaHe MaTepujaie
pasmenyjy ciyx6enuk ERCA u kypup SRB-CA y konTponucanom noapyujy ERCA.

415 IIpuxBaTame ceprudukara

Kypup normnucyje npujem ceptudukara SRB-CA y npocropujama ERCA. 1o npujemy
ceprudukara y nmpocropujama SRB-CA, SRB-CA nposepasa cnexche:

- Jla U je MeAjyM 3a IPEHOC MojaTaka YUTJbUB, Tj. 1a HAje olTeheH uin
HEUCTIPABaH;

- 71anu je popmar cepTudukara je y cknany ca Tabenaom 9. y onesmsky 7.1,

- J1a JIU CBE BPEAHOCTHU N0Jba Y CEPTU(HKATY OJroBapajy BpeIHOCTUMA 3aXTEBAHUM Y
CSR-y;

- J1a JIM ce MOTHHUC cepTU(HUKaTa MOXKE MPOBEPUTH KOpUIThEeHEM KOPEHCKOT jaBHOT
kbyda ERCA naBenenor y nossy CAR.

Ako Heka ol oBux mposepa He ycrne, SRB-CA npekuga nocrynak u koHtaktupa ERCA.
Ceprudukar ce o10Hja mpeMa IMOCTYIKY 3a OMO3UB cepTuduKaTa (BuaeTn oaesbak 4.1.10).

4.1.6 Kopumrheme napa k/byueBa u ceprudurkara

SRB-CA xopucTu cBaku map KJbydeBa U oaroBapajyhm ceprudukar y ckiamy ca ofesbKoM
6.2.

Moaumuxa ST-SRB-NA, V 1.0 23/62



Penyonuka CpOuja, MunucrapcTBo rpaljeBUHapCTBa, caobpahaja 1 HHPPACTPYKType

4.1.7 OoOHnaB/bame ceprudgukara
ObHaBsbame ceprudukara, Tj. IPOIyKEeHmHe poKa Bakemwa nocrojeher ceprudukara Huje
JI03BOJBEHO.

4.1.8 O0HoBa cepTu(duKaTa ca HOBUM K/by4eM

O6HoBa cepTu¢uKaTa ca HOBUM KJby4eM 3HAUU NMOTIHCUBamk-e HOBOT cepTudukata SRB-CA
KOju 3aMemyje nocrojehu ceprudurar. O6HOBa cepTu(hUKaTa ca HOBUM KJbY4eM BPIIH C€ Y
cnenehum cydajeBuma:

» kana ce SRB-CA 6mmku kpajy nepuoia Kopuiihema (JeIHOT 0) CBOjHX MPUBATHUX
KJby4eBa. Y OBOM cily4ajy 0OHOBa cepTu(duKaTa ca HOBUM KJbYy4YeM BPILU Ce
MpaBOBpPEMEHO Kako Ou ce 00e30eauino na SRB-CA moxke 1a HacTaBu ca pajioM 1o
HCTEKY OBOT MEPUO/a;

* HAKOH OI03WBa cepTu(uUKara.

3axTeB 3a ceprudukat, 00paaa, u3iaBame, IpUXBaTambe U 00jaB/bUBambE cepTudUKaTa UCTU
Cy Kao ¥ 3a NpBoOUTHH nap kbyueBa. SRB-CA onmax nuctpulynpa HEOMXOJHE KJbyueBe U
ceptudukare nepconanuzatropuma komnoneHTH SRB-CP kako je nasbe onrcano y SRB-CA
CPS.

ITapoBu kspyueBa MSCA Mory ce penoBHo MewaTu. ERCA He Moxe HameTaTu HHUKakKBa
orpaHuyuema y norieny 0poja ceprupukata MSCA koje he nornucatu. MSCA je 103B0JbEHO
na 3aTtpaxku Buie ceprudurkara MSCA ucre BpcTe 4Mju ce NMEPUOAM BaXkewa MpeKianajy
aKo j€ TO OIPaBJIaHO 32 HBUXOBY AEIATHOCT.

4.1.9 N3mena cepruduxara
N3mena ceptudukara HUje 103BOJHEHA.

4.1.10 Onmno3uB u cycnensuja ceprupukara
4.1.10.1 OxosHOCTH 32 OMO3UB cepTU(dUKaTa
Ceprudukaru SRB-CA omno3uBajy ce y cienehuMm OKOJIHOCTUMA:
* on0ujame Mo MpUjeMy HOBOM3ATOT cepTUduKara (BuaeTH oaesbak 4.1.5);
* mpuBaTHH KJby4 SRB-CA je KOMIIPOMHUTOBAH WM CE CYMEba /1a j&é KOMIIPOMHUTOBAH;
* ryOutak npuBatHOT KJbyua SRB-CA,
» ykugame SRB-CA;

* HEHUCHymaBame o0aBe3a y ckiaay ca Ypenoom u nonutukom ceptudukata ERCA ox
ctpane SRB-NA unu SRB-CA.

4.1.10.2 Ko Moxke 3aXTeBaTH OMO3UB

ERCA cmarpa Mepo1aBHUM 3aXTeBe 3a OMO3MB KOjU MOTHYY 01 cieaehux cy6jekarta:
* EBponcko Teno;
* cBaNA;
» cBanpusHara MSCA;

EBpornicko Teno ommamheHo je na 3axteBa omo3uB cBux ceptuduxara MSCA. MSA
oByiamheHo je Ja 3axTeBa ono3uB ceprudukara m3marux 3a MSCA koja cy HaBeleHa y
noJuTUIM cepTudukanrje MSA.
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MSCA je onamheHo aa 3axTeBa OMO3uB ceprudukarta koju cy mznatu camom MSCA.
ERCA on6uja 3axTeBe 3a OM03UB KOjU TOTUYY OJ1 OMJIO KOT JPYTor CyOjeKTa.

4.1.10.3 Tloctymnak y ciydajy 3axTeBa 3a OI03UB
[Toctynak ono3uBa ceptudukara gokymentonan je y SRB-CA CPS.

4.1.10.4 Tlepuon onnarama 3axTeBa 3a OMO3UB

Jl03BOJbEH TIEpHOJ OjJIarama 3axTeBa 3a ONO3HMB CEpTU(HKATA je TMET PaJHHUX JaHa OJ
HACTyMama OKOJIHOCTH 3a OMO3MB U Y TOM POKY HPETIUIATHUK MOpa TOIHETH 3aXTEB 3a
OIIO3MB.

4.1.10.5 Poky xom ERCA o6palyje 3axTeB 3a 01o3uB

ERCA o0palyyje ucripaBHe, MOTIyHE B 0I00pEHE 3aXTEBE 3a OMO3UB Y POKY OJ TP pajHa
JlaHa OJ1 TIpujeMa.

4.1.10.6 3axTeBu 3a mpoBepy ono3upa 3a Tpeha nuia

Tpeha nmunia oaroBopHa Cy 3a nmpoBepy HHPOpMaIHja o crarycy ceprudukara 00jaBbeHUX
y peniozutopujymy ERCA.

4.1.10.7 VYwuecrasocT u3aaBama craTtyca cepruduxara

Cratyc ceprudukara jaBuux kibydeBa ERCA u MSCA Moxe ce mpeys3eTH OHJajH ca
https://dtc.irc.ec.europa.eu/. ERCA oapaBa uHTerpuTeT MH(OpMalMja O CTaTyCy OMO3HMBa
cepruduKara.

HNudopmanuje o cratycy ceprudukara odjaBbene y penosuropujymy ERCA axypupajy ce
IPBOT paJHOT JaHa CBAaKe HEJIeJbe.

4.1.10.8 MakcumanHo Bpeme uekama 3a CRL
Huje npumeHnssuso.

4.1.10.9 JlocTymHOCT OHJIajH MPOBEPE OMO3UBa/CcTaTyCa

JocrynHocT uH(popmanyja o ono3uBy/cTarycy o0jaBibeHuX y penoszutopujymy ERCA
rapaHTyje ce CaMo 3a BpeMe PEJOBHOT PaJHOT BpeMeHa.

4.1.10.10 3axTeBu 3a OHJIAjH IPOBEPY OIMO3HMBA/CTATyCa

Hewma 3axTeBa.

4.1.10.11 Ipyru nocTynHu oOIMIM OTJIallaBamkba OMo3MBa

Hewma ux.

4.1.10.12 IToceOHM 3aXTEBH Y BE3U ca KOMIIPOMHUTAIIH]OM KJbyda
Kommnpomuranyja npuBatHor Kibyda je 6e30e1HOCHH UHLUICHT KOju Tpeba 00paauTH.

AKo je jenaH oj npuBaTHUX kbydeBa SRB-CA KOMIIpOMHUTOBAH WM MOCTOJU CyMHba Jia je
komnpomutoBaH, SRB-CA mnpujaBibyje unuugeHT ERCA u SRB-NA 6e3 nHenorpeGHOT
oJutarama, 6ap y poky oa 8 catu ox oTkpuBama. SRB-CA y cBoM obaBemirewny HaBOIH
OKOJIHOCTH IOJT KOjUMa je JJOLIO 10 KOMIIPOMHUTALIH]E.

[Ipeny3umajy ce ucrpara u moryhe mepe oxn crpane SRB-NA u/umu SRB-CA na 6u ce
CMambUO0 PU3UK O]1 310yN0oTpede KOMIIPOMUTOBAHOT KJbyYa.

ERCA ce o6aBemTaBa o ucxony ucrpare SRB-NA.
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4111 Cycnen3uja ceprudukara

Cycriensuja ceptudukara HAje 103BOJbCHA.

41.12 VYcayra npoBepe cTraTyca cepruukara

HoctynHoct BeO cajra momenyTor y oaesbky 4.1.10.7. rapanTyje ce 3a BpeMe pelIOBHOT
pagaor Bpemena. Crnmcak uHpopMmaija o crarycy ceprudukara MSCA ce takohe moxe
npey3eTH ca oBor BeO cajra y ommrenpuxsahenom popmaty paroreke (amp. .csv, Excel).

4.1.13 Kpaj nperniare

Kopumihemwe yciyra nornucuBama ceptudukata ERCA npecraje kaga SRB-NA omityun o
npectanky paga SRB-CA. SRB-NA o6asemraBa ERCA o Toj mpoMeHH Koja mpecTaBiba
npoMmeny nonutuke ceprudukamnmje SRB-NA.

VY cnyuajy npecranka npermiate, SRB-NA omiydyje o ToMe 1a Ji ce MOJAHOCH 3aXTEB 3a
ono3uB ceprtudukara 3a cBe Baxehe ceprudukare SRB-CA unu ce mo3BosbaBa J1a CBU
cepruuxatu SRB-CA uctekny.

4114  ]lenmoHoBame (eSCrow) U ONMOPaBaK Kjby4a

JlerioHOBam-€ KJbyUueBa j€ U3PHUUMTO 3a0pambeHo, IITO 3HAYH J1a KOPEHCKU TPUBATHH KIJbYUEBU
SRB-CA wnukana nehe OWUTH W3BE3CHHM WM TOXPAKEHU Yy APYrOM CHCTEMY OCHM Y
POM3BOIHOM U pe3epBHOM cuctemy SRB-CA.

4.2 3axTeB 3a CHMETPUYHHM [VIABHM KJbYY U HeroBa qucTpudynuja usmelhy
ERCA u SRB-CA

Crnenehu 3aXTeBH y BEJIMKO] MEPH C€ 3aCHHMBAjy Ha OAroBapajyheM NoriaBiby MOJUTHKE
ceprudukanmje ERCA npyre renepammje.
421 3axTeBH 3a TUCTPUOYIHjy K/byUueBa

3axTeBe 3a QUCTPUOYLH]jy KJbyueBa Mory mogHeTn camo MSCA koje je mpu3Halo BUXOBO
MSA wu3jaBom 0 ycarnameHocTs (Bunaet 1.5.2).

KDR wmopa 6utn y popmary TLV. Tabena 2. npukasyje konupame KDR-a, ykibyuyjyhu cBe
Taroee. 3a QyXKHWHY ce KopucTe mpaswia konupama DER nHaBenena y ISO/IEC 19790.
BpenHnoctu cy HaBeZieHe y HACTaBKy OBOT OJIE€JbKa.

O0jexT mogaTtaka Req Tar
3axTeB 3a QUCTPHOYIHjY KIbydeBa m ‘Al
Wnertudukartop mpoduia 3axTeBa m '5F 29'
AyTopu3anyja npuMaona nopyke m '83'
Wnentudukarop xbyyda m ‘84
JaBHu x7py4 (32 ECDH mpoTokout 3a ycarianiaBame m "TF 49'
KJby4eBa)
CrannapausoBanu napamerpu gomena OID m '06'
JaBHa Tauka m '86'

Tabena 2. ®opmar 3axTeBa 3a AUCTPUOYIH]Y Kibyda
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Bep3uja npoduna uaentudukyje ce uaeHTuduKaTopom npoduiia 3axrena. Bepsuja 1,
HaBezeHa y Tabenu 2. unentudukyje ce Bpeanorhy ‘00°.

AyTopH3anuja NpuMaoua NOpyKe KOPUCTH CC 3 HACHTH(UKALM]Y CUMETPHYHOT Kiby4a
Koju ce 3axTeBa. CacToju ce 0J1 ylaH4YaBamba

- IIeCT Haj3HAYajHUjUX OajToBa HACHTU(UKAITMOHE 03HaKe arutnkaiije Taxorpada ('FF
534D 52 44 54"),

- BpCTE KJbyua KOjH C€ 3aXTeBa (BUJIETH y HACTaBKy, 1 0ajT),
- Opoja Bep3wuje 3aXTeBaHOT TMIaBHOT Kiby4a (1 6ajT).
Cnenehe BpeqHOCTH KOPHCTE CE 3a O3HAYABAKHE BPCTE KIJbyda KOJH CE 3aXTeBa:
- '07' Km, r1aBHU KJbYY CEH30pa KpeTamba
- '27": Km, palMOHUYKH JIS0 TJIABHOT KJbyda CEH30pa KpeTama
- '67": Kmovu, ieo VU rnaBHOT Kiby4a CEH30pa KpeTama
- '09": Km-psre, rnaBau kibydy DSRC-a

HNnentudukarop k/bydya je jeAMHCTBEHH HU3 OKTETa O 8 OMTOBA KOjU HIEHTH(]UKYjE
jaBHU KJbyu mpukazaH y KDR-y 3a pasmeny kipyueBa ECDH-a, Bumetn onespak 4.2.3.
tberosa BpexHocT oapehena je y ckmapy ca opesbkom 3.1.1.2. Iomrro MSCA kopuctu
Apyravuju nap KpaTkOTPajHUX Kiby4eBa 3a CBAKU 3aXTeB 3a AUCTpuOyLHjy kibyda, SRB-CA
MOYKE KOPUCTHTH HIECHTU(UKATOP KJbyYa J1a MPaTh KPaTKOTPajHU MPUBATHU KJbYY KOju he
ce KOpUCTHTH 3a AemmndpoBame onpehere mopyke o AMCcTpuOyLMju KIbydeBa Kaja Ta mopyka
cturae 10 SRB-CA. U3 tor paznora ERCA kommpa uaeHTHGHUKATOp KJby4a Y MOPYLH O
nucTpuOynmju Kibyda, Buaetu Tabey 3.

JaBHu KJbYY CaJip’K1 1Ba €JICMECHTA I10/JaTKa:

- Enement mogatka Public Point cagpxu jaBHY TauKy KpaTKOTpajHOT mapa KJbydeBa
SRB-CA koju he ce xopuctutu 3a ycaryamasame KbyuyeBa. SRB-CA konBepryje
JaBHY TauKy y OKTETHM HuU3 Kako je HaBeaeHo y ISO/IEC 18033-2, kopucrehu
JEKOMITPUMOBaHM (popMaT KoJupama.

- Enement momatka Domain Parameters caJipKu Hz[eHTH(bMKaTop objexTa ckymna
CTaH/IapAM30BaHMX IapaMeTapa JOMeHa KOoju he ce KOpUCTUTH 3aje/THO ca jaBHOM
Ta4yKoM. 3a BHIIe HH(OpMAIHja BUACTH oJesbak 4.2.3.

SRB-CA u3pauyHaBa 1 CKJIaJuIITH Xeml mpeko komrieTHor KDR-a, kopuctehu anroputam
Xelpama MOBE3aH ca BEJIMUYMHOM KJby4a 3aXTEBAHOT INIABHOT KJbY4a, KAKO j€ HaBEACHO Y
Amnexcy IB, logarak 11, CSM_50. OBaj xem kopuctrhe ERCA 3a npoBepy ayTeHTHUHOCTH
KDR-a, Bugetn onespak 4.2.2.1.

422 OOpana 3axTeBa 32 IVIaBHH K/bY4

4.2.2.1 TIlposepa caapxkaja KDR-a

ERCA o006e36ehyje na je KDR koju gonazu on SRB-CA mnoTmyH, TauaH ¥ HNpPONKHCHO
aytopusoBad. ERCA camo y ToM ciryuajy Kpeupa mopyky o JTuCTprOyIHjU Kibyda.

[TpoBepe ucmpaBHOCTH, MOTIYHOCTH U ayTopuzanuje Bpie ciayxOenurm ERCA pyuno
U/WIIM UX ayTOMaTU30BaHO BpIIM ciyk0a 3a peructpanujy ERCA. Axo je 3axTeB ucnpaBaH
U notnyH, cayx6enunn ERCA Mory ayTopu3oBaTH reHepucame MOopyKe O JUCTPUOYIHjH
KJby4eBa Koje BpIIH ciayx0a 3a tuctpudynmjy kpydena. 3a ceaku KDR koju noouje, ERCA
nposepa cnenehe:

- J1aJH je MeJHjyM 3a IPeHOC MOoAaTaka YUTJbUB, Tj. 1a HUje omTeheH Uiu HeucIpaBaH;
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- nauu je popmar KDR-a y cknany ca Tabenom 2;

- Jga qu je 3axteB mporucHo aytopuzoBaH. ERCA konraktupa SRB-CA kako je
onucano y CPS-y ERCA u npoBepaBa 1a 11 ce Xell u3padyyHaT MpeKo MPUMIbEHOT
KDR-a noxknana ca xemom npeko KDR-a koju je ycknagumTuo SRB-CA (Bumetn
Kpaj ojiesbka 4.2.1);

- nma i SRB-CA uma npaBo jaa 1o0wuje TpakeHy BPCTY TJIaBHUX KJby4eBa;

- SRB-CA Kkoju cy OArOBOpHH 32 M3/1aBaibe TaXOrpadcKux KapTHLA UMajy [PaBo
na nobujy cBe Bakehe Bepsmje Kmwc y Be3u ca KOpUITheHUM ITaKeTOM
mmdpu u mactep kbydeM DSRC-a Kwu.psrc;

4.2.2.2 Tenepucame, nuctpudynuja u aamuauctpanuja KDM-a

Axo cy cBe nposepe ycrnemue, ERCA Hacrabiba ca mpunpeMameM MOopyKe O JUCTPUOYITHjU
KJbyda ofpehuBameM cuMeTpuyHOr KJbyda Koju je 3axteBao SRB-CA, cienehm kopake
onmcane y onesbky 4.2.3 (ox xopaka 2). Cienehe nndopmaruje 6enexe ce y 6a3u mojgaraka
ERCA 3a cBaku npuMJbEHHU 3aXTEB 3a AUCTPUOYIH]Y Kibyda:

» kommuieran KDR koju motuue o SRB-CA,
* KOMIUIETHA KpeupaHa Mopyka o AUCTPUOYIIUjU KIby4a, aKO MOCTOjH;

* craHmapau3oBaHu mapamerpu jgomena OID, kpaTkoTpajHa jaBHa Tayka u
UACHTU(PUKATOP KIbyUa;

¢ BpCTa Kjby4a U Bep31/Ija TJIaBHOT KJby4a,

* Xem NpeKo OWHApHUX IoJaTaka MOpyKe O JUCTPUOYNHjH KJbyda, aKO TOCTOjH.
JyxuHa Xela rmoBe3aHa je ca BeTMYNHOM KJbyda OBJamherma 3a MOTIHCHBAbE, KaKO
je HaBeneHno y Anekcy IB, Jlomatak 11, CSM_50;

* xeml npeko ouHapHux nojgataka KDR-a, BugeTu onespak 4.2.1;

* craryc ,,Distributed (,I[I/ICTpI/IGYI/IpaH) y cllydajy J1a ce Kibyd auctpudyupa SRB-CA
w ,,Rejected (ogbujen)” y ciyuajy aa je KDR onbujen;

® BPCMCHCKH KHT.

ERCA 3agpxaBa meanjyme 3a npeHoc nojgaraka ca KDR-om u apxuBupa ux y cBojum
KOHTPOJIMCAaHUM IPOCTOpHjama.

Kana ce renepume nopyka o auctpudynuju kibyda, ERCA je masme MSCA, kako je
HaBECHO y 0/1eJbKy 4.2.5.

ERCA nacToju na 3aBpIiM omnepaiyje IUCTpUOyIHje KjbyueBa y POKY O JETHOT PajHOT
naHa. ['apanTtyje ce Bpeme oOpaje o jeaHor mecena. [Ipunnkom mojHolema 3axTeBa 3a
mucTpubynrjy kibyda, SRB-CA y3umajy y 003up To MakCUMaJIHO BpeMe o0pae.

4.2.3 3amTHTA NOBEP/LUBOCTH M AYTEHTUYHOCTH CUMETPUYHUX K/byueBa

[ToBeps/bMBOCT M ayTEHTUYHOCT CUMETpUYHHX KibyueBa koje ERCA nuctpubyupa 1o SRB-
CA 3amTuheHe cy ImeMOM MHTErpHUCAHOr MIM(pOBama MPUMEHOM EIUNTHUYHMX KpHBa
(ECIES). OBa mema omoryhasa ycarnamasame n3mel)y ERCA u SRB-CA o kipyueBuma 3a
mmdpoame u kbyuyeBuMa MAC koju he ce KOPUCTUTH 3a 3aIUTHTY TJIaBHUX CUMETPUYHUX
kJbydeBa TokoM quctpudynmje. ECIES je crangapausosan y ISO/IEC 18033-2. BapujanTa
ECIES-a koja he ce kopuctutu 3a quctpulyuuje cuMmerpuyHux kibyuyeBa ERCA kopuctu
cienehe kpunrtorpagcke anroputme, y ckiany ca Jlonatkom 11. Anekca IB:

- ®ynkmyja u3Bohema kipyda: KDF2, kako je HaBeneno y ISO/IEC 18033-2;
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- Konnu anropuram 3a ayrentudukanyjy nopyke: Anropuram AES y pexxumy CMAC,
kako je HaBeneHo y NIST, [Tocebna mybnukaruja 800-38B;

- Auroputram cumerpuuHe eHKpunuuje: AES y pexumy panma ,,yiaHYaBame
umdpupanux Omokosa” - (Cipher Block Chaining - CBC), kako je ytBpheHo y
ISO/IEC 10116.

Ha Bumem nuBoy ECIES ce cacroju on cnenehux xopaka. Buine mojeanHocTH 3a CBaku
KOpaK JaTo je Y HaCTaBKY:

1. MSCA reHnepuiie jeAMHCTBEHHM KpartkoTpajuu map kipydeBa ECC 3a Judwu-
XenmMaHOBO ycariialaBame KibyueBa W majbe jaBHM kibyd ERCA y 3axteBy 3a
TUCTPUOYLIN]Y KJbyueBa, BuseTu Tademy 2.

2. ERCA Ha cnvuad HaunH resepuiue jexuscrsenn kparkorpajuun ECDH nap kibyuesa
1 xopuct Judu-XenmaHoB anropuraMm 3a ycarjaliaBame KibyueBa 3aje[HO ca
CONCTBEHMM IPUBATHAM KJbYYEeM U KPATKOTpajHUM jaBHMM KibydeM MSCA 3a
U3BOheme IeJbeHE TajHE.

3. Kopucrehu ¢ynkuujy u3Bohema kibyda, nejbeHY TajHy W J1oAaTHE HMHOpMaIuje
npeuusHyje HaBereHe y HactaBKy, ERCA u3Boau kibyd 3a mu@poBame U Kiby4
MAC-a.

4. ERCA kopuctu kJpyd 3a mudpoBame aa Ou mudpoBaio CUMETPUUHU KJbYY KOjU
Tpeba AUCTpUOYyUpaTu.

5. ERCA xopuctu ksbya MAC-a na uzpauyna MAC npexo mm@poBaHOT KIbyya.
Kopak 1

3a reHepucame CBOI' KpaTKOTPajHOI JaBHOT KJby4a KOju ce KopucTu 3a Judu-XeamaHoBo
ycaryamasamwe kbydeBa, SRB-CA Oupa jenan oz cTaHIapJU30BaHUX IapameTapa JoMeHa
u3 Tabene 1. Amekca IB, Jlomarak 11. Jaumna uzabpaHor ckyma mapamerapa JoMeHa
ofroBapa MY)XMHH 3aXTCBaHOI CHMETPHYHOr Kiby4a, mpema CSM_50 y [omarky 11.
['enepucame KpaTKOTpajHOT napa KibydeBa oasHja ce y HSM-y koju ucnymana 3axTeBe U3
onespKa 6.2. KpaTtkoTpajHu MpUBAaTHU KJbYY HUKaJa He HamymTa HSM.

Hakon renepucama kpaTkoTpajHor mapa kibyueBa, SRB-CA koHBepTyje jaBHY Tauky Yy
OKTETHU HHU3, Kako je mperusupano y ISO/IEC 18033-2. Kopuctu ce AeKOMIpPUMOBAHU
dopmar koaupama. SRB-CA ykibyuyje OID uzabpaHux cTaHmapAu30BaHUX TapameTapa
JIOMEHA U OKTETHU HU3 KOjJU IpeJicTaBsba jaBHy Tauky y KDR-y, koju ce masse ERCA.

Kopak 2

ERCA renepuie KpaTKOTpajHU Map KJby4yeBa, KOopHcTehM cTaHAapInM30BaHE MapaMmerpe
noMeHa HasezieHe y npumibeHoM KDR-y. ERCA kopuctu anropuram ECKA-DH kako je
yrBpheno y ISO/IEC 18033-2 3ajeaHo ca CONCTBEHUM KpaTKOTPajHUM MPUBATHUM KJby4YeM
M KpaTKoTpajHuM jaBHMM KibyueM SRB-CA 3a usBoheme nesbene Tauke (Kx, Ky). ERCA
IpoBepaBa Jla OBa Tayka HUje Tauka y OeckoHauHocTu. Ako jecte, ERCA renepuiie HOBU
nap KpaTKOTpajHUX KJbydeBa U MOKYIlIaBa MoHOBO. Y cynpoTHoM, ERCA ¢opmupa nesbeny
tajHy K Tako mro he kouBeproBatn KX y okreTHH HU3 Kako je HaBeaeHo y ISO/IEC 18033-

['enepucame KpaTKOTpajHOT Mapa KibydeBa ojiBUja ce y HSM-y koju ucnymaBa 3axTeBe U3
onesbka 6.2. KpaTkoTpajHu NpuBaTHU KJbYy4 HUKaJa He Hamymta HSM.

Kopak 3

3a usBoheme kibyda 3a mmpposame Kenc u kibyua 3a MAC- ing Kvac, , ERCA kopuctn
ynxumjy ussohema kibyua KDF2(x, 1) yrepheny y ISO/IEC 18033-2. OkreTHH HU3 X jeAHAK
je memenoj Tajum K M3 mpeTxomHor Kopaka. Xem (yHKIHja Koja je HEOlmXogHa 3a
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uHcTanimpame (ynknuje KDF2 moBeszana je ca JyXHHOM CHUMETPHUYHOT KJby4ya KOjU c€
mucTpubyupa, kako je ommcano y Jomarky 11. CSM 50. M3nasna nyxkuHa 1 jemHaka je
U3J1a3HOj Ay>)KMHU OBE Xell (QyHKIHje.

C o63upom Ha uzna3z O oBe PyHKIM]je W3BOhewma Kibyua, KibyueBH 3a mudpoBame 1 MAC-
ing hopmupajy ce Kao

- Kenc =npBu L oktetn u3 O
- Kwmac = nocneamu L okrern u3 O

rae je L 3axteBana nyxuHa Kenc 1 Kmac y okretuma, y ckimany ca Jlogatkom 11. CSM_50.

Kopak 4

Ako je motpebHo (1j. 3a 192-6ajTHu kbyd), ERCA monymaBa CUMETPUYHH KJbYY KOjU CE
aucTprOyHpa KopuihemeM MeToa nonymasama (padding) 2. yrephenor y ISO/IEC 9797-
1. Hakon tora, ERCA mmdpyje nonywmenn kbyd mnomohy AES-a y pexumy pana
»ylaHuaBame mudpupanux OnokoBa” (CBC), kako je ytBpheno y ISO/IEC 10116,
kopuctehn Kenc ca mapamerpom mpemurama (interleave) m = 1 u  BekTOpoMm
UHHULIMjanu3anyje SV Koju ce cacToju o1 OMHApHUX HyJIa:

[Mudposanu cumerpuunu kbyd = AES-CBC (cumeTpuyHm KJbyd + MOIMyHaBambe MO
notpebu, Kenc)

Kopak 5

ERCA ynanuaBa H.II/I(I)pOBaHI/I CUMETPUYHHM KJbyd Ca HHU30M S, KOjU je yJlaHYaBambe
BPETHOCTH ayTOpHU3allije IPUMaolia MOPYKe U UACHTU(PHUKATOPA KJbydya KOjH CE KOPUCTH Y
HOPYIH O AUCTPUOYIHjU Kibyua (BUACTH O1iesbak 4.2.4)

S = Ayropu3zanuja npumaona nopyke || Unentudukarop kibyda

Kopucrehu Kmac, ERCA 3arum m3pauynaBa MAC mnpeko yinaH4YaBama IMH(DPOBAHOT
CUMETpHYHOT KJby4a u S, Kopuctehu anropuram AES y pexxumy CMAC, Kako je HaBeIeHO
y NIST, ITocebna my6nukanuja 800-38B. lyxuna MAC noBe3aHa je ca Jy>KUHOM CECH]CKUX
kbydeBa AES, kako je HaBeneno y lonarky 11, CSM_50.

MAC = AES-CMAC (mmdppoBanu cumeTpudan Kby4 || S, Kmac)

Cse onepauyje ca KpaTKOTPajHUM IPUBATHUM KJbYYeM, Ca 1eJbCHOM TaJHOM U Ca U3BE/ICHUM
kJbydeBuma Kenc 1 Kmac oaBujajy ce y HSM-y koju ucnymaa 3axTeBe u3 ojiesbka 6.2.

ERCA 6Genexu Bpeqnoct S u MAC-a. Kako je onmcano y onespky 4.2.6, SRB-CA he ose
BPEIHOCTH KOPUCTHUTHU 3a MIPOBEPY ayTEHTUYHOCTU MOPYKE O AUCTPUOYIIUjHU KIbyYa.

4.2.4 IMopyke 0 nMCTPUOYIHjH KJbY4eBa

Hakon o0pajie 3axTeBa 3a TJ1aBHU Kby (BuaeTH onesbak 4.2.2), ERCA cactaBiba MopyKy o
TUCTpUOYLMjU KJbydya Kako je mpukazaHo y Tabemu 3. 3a myxuHe ce KOpUCTE MpaBuiia
koaupama DER naBenena y ISO/IEC 8825-1. Bpennoctu cy HaBeleHe y HacTaBKy OBOT
oJleJbKa.
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O0jexT nmogaraka Req Tar

Juctpulynuja kipy4eBa m ‘Al
Wnentndukatop npoduia 3axTena m '5F 29'
AyTopu3zanyja mpuMaona Iopyke m '83'
WnentndukaTtop Kibyda KpatkoTpajHor mapa kipydea MSCA 3a ECDH |m '84'

ycarmauiaBambe KJbydeBa

JaBHa Tauka ERCA 3a ycariamasame kipydeBa ECDH m '86'
IudpoBann CUMETPUYHHU KIbYY m ‘87"
MAC m 38

Tabena 3. ®opmaT mopyke o TUCTPHOYIHjU KIbyda

Bepsuja mpoduna unentudukyje ce uaentugukaropom npoduiaa 3axrea. Bepsuja 1,
HaBezeHa y Tabemu 3. unentudukyje ce Bpeanomrhy ‘00°.

AyTopu3anuja nmpuMaoua NOpyKe WACHTHYHA j€ €JIEMEHTY NoJaTKa ayTopu3aluje
npumaona nopyke y KDR-y on SRB-CA, Bunetn onespax 4.2.1.

JaBHa Tauka caJpKu jaBHY TauKy KpaTkoTpajHor napa kjbyueBa ERCA koju ce kopuctu 3a
ycarnaiaBambe Kiby4eBa, BUICTH O1e/baK 4.2.3. ERCA xoHBepTyje jaBHY TauKy Y OKTE€THU
HU3 Kako je HaBeaeHo y Texuumukum cmepHunama TR-03111 BSI, xopuctehu
JIEKOMIIPUMOBaHH (popMaT KOAUpama.

EnemenT monarka mm¢ppoBaHOT CHMETPHYHOT KJbY4Ya CaapKd HM3ja3 M3 Kopaka 4. y
oneJbky 4.2.3.

Enement nomatka MAC canpsku u3na3 u3 Kopaka 5. y onesbky 4.2.3.

HakoH ycnelmHor resepucara nopyke o ucrpuyuuju kbyda, ERCA 6e36enHo yHumITaBa
CBOj KpaTKOTpajHU NMPUBATHHU KJbYY 3a ycaryamaBame kjbyueBa y HSM-y, kao u kibyd 3a
mudposambe KENC u kibyu 3a MAC- ing Kuac. TTopyka o auctpuOyiuju kipyda ce Bpaha
MSCA koju je uznao KDR.

4.2.5 Pa3mena 3axTeBa u oarosopa

3a mpeHoc 3axTeBa 3a JUCTPHOYNH]y KJby4yeBa U MOPYKa O TUCTPUOYIMjU KJbydeBa Tpebda
kopuctutu CD-R:

- - CD-R 1peba na 6yne menujym ox 12 cm y pexxumy jenHe cecuje (popmaTupan
npema ISO 9660:1988).

Jpyre merozie nmpeHoca MOTy ce KOpPUCTUTH y3 nperxoaHy cariacHocT ERCA. YV cBpxy
tectupama, ERCA mpuxBata u maspe 3axTeBe 3a AUCTPpUOYIH]Yy KJbydeBa U TOPYKE O
JUCTPUOYLIU]H KJbYY€Ba Ka0 MPUIIOTE Y3 €IEKTPOHCKY TOIITY.

SRB-CA ymucyje Ha MenujyMm 3a IpPEHOC IojaTaka TPH KOIHje CBAaKor 3axTeBa 3a
TUCTpuOynnjy kibydeBa 3a mperoc 10 ERCA. Ose xonwmje cy y xekcaaeuumaaaom ASCII
dopmary (natoteka .txt), Base64 ¢popmary (natoreka .pem) u OuHapHOoM hpopMmaTty (1arorexa
.bin).

ERCA ynucyje Ha MeanjyM 3a IpEeHOC MojaTaka Tpu KOIHje CBaKe MOPYyKe O AUCTPUOYIHjU
kbyueBa 3a Bpahame SRB-CA. Ose kxommje cy y xekcaaerumainHom ASCII dopmaty
(maroteka .txt), Base64 ¢opmary (maroreka .pem) u OnHapHOM PopMary (1aToTeka .bin).
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V3 cBaku KDR 1 KDM mnpunaxe ce mrammnanu npuMmepak nojaraka, GopMaTupas npema
mrabiony yrephenom y CPS-y ERCA. Jenan mrammanu npuMepak nojataka uyBa ERCA,
onHocHo SRB-CA

Uy cnyyajy KDR u KDM, memujyme 3a HpeHOC mojaTaka W INTaMIaHe MaTepujaie
pasMemYyjy CIyKOEHUK ERCA u kypup SRB-CA y xouTponucanom nojpydjy JRC-a.

4.2.6 [IpuxBarame rJ1aBHOI KJby4a

Kypup normnucyje npujem mnopyke o auerpudynuju kibydesa y npocropujama ERCA. Tlo
npujeMy MopyKe o AUCTpUOynuju KibydeBa y npoctopujama MSCA, SRB-CA mporepaBa
cienehe:

- JIaJIF je MEeJIUjyM 3a MPEHOC MoJaTaKa YHTIbUB, Tj. J1a HUje omTeheH WK HeUCIIPaBaH;
- Ja i je ¢popMar mopyke y ckianay ca Tabernom 3;

- Ja i je nopyka opurusansa. SRB-CA to unHu tako mro konrakrupa ERCA kako
je onucano y CPS-y ERCA u nposepasa na mu ce MAC y npumibenoj KDM noxkinana
ca MAC-om y KDM kojy je nocnao ERCA;

- BpCTa U Bep3Hja INIaBHOT KJby4a y MOPYIH OJIrOBapajy 3aXTEBAHO] BPCTH U BEP3H]H;

- jaBHAa Ta4yKa HAaBEJCHA y IOPYLM Halla3W Ce HAa KPUBO) OApeheHo] 3axTeBoM 3a
muctpuOynrjy kibyda koju SRB-CA mase ERCA.

Ako Heka of1 oBux npoBepa He ycne, SRB-CA npekunga nocrynak 1 kontaktupa ERCA. Ako
cy cBe oBe nposepe ycneuHe, SRB-CA

- kopuctu anroputam ECKA-DH 3a usBoheme nesbene tauke (Kx, Ky), kako je
OIIMCAHO y KOpaky 3.y oxesbKy 4.2.3, xopucrehn KpaTKOTpajHH HPHBATHU KIbYY
SRB-CA na3HaueH uIeHTH()HUKATOPOM KJby4a y MOPYIH U KPATKOTPAjHUM jaBHUM
kbydeM ERCA. MSCA mnpoBepaBa J1a JieJbeHa Ta4yKa HUjE Tayka y OCCKOHAYHOCTH;
ako jecre, SRB-CA npeknna npouec u kontaktupa ERCA. Y cynpornom, SRB-CA
dopmupa neweny tajoy K tako mro he konBeproBatn KX y OKTETHH HH3 Kako je
HaBeneHO TexHmukum cmepHuiiama TR-03111 BSI;

- u3Boau kibyueBe KENC u KMAC kaxko je onucaHo y Kopaky 4. y ofesbky 4.2.3;

- mnposepaBa MAC mnpeko mu(pOBaHOT CUMETPUYHOI KJby4a, KaKO j€ OIHCAHO Y
Kopaky 5.y oxesbky 4.2.3. Ako Heka o oBuX Inposepa He ycne, MSCA npekuna
nocrynak u koHraktupa ERCA.

- nmemmdpyje CUMETPUYHU KJbYY, KaKO j€ OTMCaHO y Kopaky 4. y onesbKy 4.2.3. SRB-
CA mpoBepaBa aa 1M je TOMymaBame IEMU(POBAHOT KJbyda, aKO OHO IOCTOjH,
ucIpaBHO. AKO Heka oj oBUX mpoBepa He ycne, SRB-CA mpekuaa mocTtymnak u
koHTakTupa ERCA.

Cae omepanyje ca KpaTKOTPajHUM IIPUBATHUM KJbYUEM, Ca JIEJbEHOM TajHOM U Ca U3BEICHUM
kJbyueBumMa KENC u Kvac onsujajy ce y HSM-y koju ucnymana 3axTeBe U3 o/ieJbKa 6.2.

HakoH ycnenrHor omopaBka TJIaBHOT KJby4ya WMIIM aKO j€ MPOIEC AUCTpUOyIHje KibydyeBa
NPEeKUHYT W HHje TMOKpPeHyTo oOHaBibatbe KDM-a (Bumetn onemak 4.2.8), SRB-CA
0e30e1HO YHUIIITaBA CBOj KPATKOTPajHU MPUBATHH KJbYY 3a ycarjaimiaBame kJbyueBa y HSM-
y, Kao 1 KJby4 3a muppoBame Kenc 1 kibyd 328 MAC- ing Kvac.

4.2.7 Kopumheme rinaBror kibyua

SRB-CA kopucTH cBakv NpUMJbEHU TJIaBHU KJbYY Y CKJIAy ca 0JeJbKOM 6.2.
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4.2.8 Oonas/rame KDM

O6naBpatbe KDM 3Haum m3naBame komuje nocrojehe KDM 3a SRB-CA 6e3 mpomene
KpaTKOTPajHOT JaBHOT KJby4a WK Ipyrux uHpopmanuja y KDM-y.

O6HaBpatbe KDM MoOke ce M3BPIIMTH CaMO aKO j€ OPUTHHAIHU MEIUjyM 3a IMPEHOC
nonaraka cturao y MSCA omrehen unu HeucnpaBaH. Omreheme WM HEUCIPABHOCT
MeujyMa 3a IPEeHoC Iojaaraka je 6e30eTHOCHU MHIMICHT KOju ce npujaBibyje SRB-NA u
ERCA. Haxkon Tor u3Bemraja, SRB-CA moxe nocinatu ERCA 3axteB 3a oOHaBbambe KDM-
a, mo3uBajyhu ce Ha OpUTHMHAIHU 3aXTEB 3a NUCTPUOYNH]Y KJbydeBa. OBaj mocrymnak je
onucan y CPS-y ERCA. ERCA npuxBara camo 3axTeB 3a oOHaBJbambe KDM oBepeH of
ctpane SRB-NA koje je ono6pmno SRB-CA. Hanomena: ¥ ciydajy na SRB-CA Tpeba na
Mollajbe 3axTeB 3a IMOHOBHO IUCTpUOyHpame TJIaBHOI KJbydya KOjU je Beh ychemHo
nuctpuoyupan SRB-CA, oHO reHepuiiie HOBU 3aXTeB 3a IUCTPUOYNH]Y KJby4a, KOpucTehu
HOBU TEHEPUCAHW KPATKOTPajHH Tap KJbydeBa. TakaB 3axTeB Moke HaBecth ERCA ma
MOKPEHEe UCTpary o MOryhHOCTH KOMIIPOMUTAIIH]E KJbyya.

4.2.9 3aMeHa IVIaBHOT KJbY4a HOBHM K/by4eM

VY cinyuajy na je ERCA renepucano HOBY Bep3Hjy TJIaBHOT KJby4Ya, KaKO je HABEACHO Y
Honatky 11. ogespum 9.2.1.2. 1 9.2.2.2, pacnoyiokuBOCT HOBOT KJby4a 00jaBibyje ce Ha BeO
cajty ERCA, 3ajenHo ca \eroBuM OpojeM Bep3uje U Ty>)KUHOM.

Ha 6u nobuo HoBY Bep3ujy, SRB-CA nocraBsba HoBu KDR. 3axTeB 3a HOBM IJIaBHU KJbyY
ynyhyje ce mpaBoBpeMeHO Kako Ou ce KJbyd (MM M3BEJIEHH KJbYYEBU WIN IIHU(POBAHU
HOJAlM 32 CeH30p€e KPeTama) MOIJIM Ha BpEMe YIpaJIuTH Y HOBE KOMIIOHEHTE.

3axTeB 3a KJby4, 00paja, TMCTpUOYIHja U MIPUXBATakE KJbyda UCTH Cy Kao U 33 MPBOOUTHU
KJbyd. [IponsBohaun KOMIIOHEHTH M NEPCOHAIM3ATOPU KapTHUIAa OJMax ce 00aBeITaBajy
KaKo je JJaJjbe OMMCAHO y OommTHM npaBwinMa paga SRB-CA.

4210 OoOaBemTelwe 0 KOMIPOMHUTAIUjH CHMETPHYHOT KJby4a

Axo SRB-CA otkpuje wunam je o0OaBelITEHO O KOMIPOMHMTALUjU WM CyMBH Ha
KOMITPOMUTAIM]y CUMeTpuyHOr TnaBHOT Kibyda, SRB-CA o Tome oGaBemraBa ERCA u
SRB-NA 6e3 HernorpeOHOr ojutarata 1 6ap y poky on 8 catu on orkpusama. SRB-CA y
CBOM 00aBCIITEHY HABOAM OKOJHOCTH IOJ KOjUMa je JOLUIO 10 KOMIPOMHTALH]E.
[Tpeny3umajy ce ucrpara u moryhe mepe ox crpane SRB-NA w/mnu SRB-CA kako je
HaBesieHO y nosutuim ceptudukanuje NA. O ucxony ucrpare SRB-NA obGasemrasa ce
ERCA.

Axo ERCA otkpuje wim je o00aBemITEHO O KOMIPOMHUTALMjU WIM CyMBU Ha
KOMITIPOMHUTAIIM]y CUMETPUYHOT I1aBHOT Kjby4ya, ERCA 0 Tome oOaBemitaBa eBporcko Teao
0e3 HemoTpeOHOT ojJIarama 1 0ap y poky ol 8 caTu o]l OTKpuBama. EBporicko Teno nemnyje
Ha oxroBapajyhu naunn. ERCA noctyna y ckiany ca yTBpheHOM MpoLeaypoM MOCTyIamba
y cnyuajy 0e30eJHOCHOT HHIUICHTA.

4.2.11 VYcayra npoBepe cTaTyca IJIABHOT K/by4a

Craryc ~ cUMETpUYHMX  IJIaBHMX KJbyuyeBa MOXKE C€ MPEY3eTH OHJIAjH  ca
https://dtc.jrc.ec.europa.eu/. ERCA oaprxaBa naTerputeT nHMOpMAIlHja O CTaTycCy.

HNudopmanje o cratycy IIaBHOT KJjby4a o0jaBibeHe y penosutopujymy ERCA axypupajy
ce MPBOT PaJIHOT J1aHA CBAaKe HEZeJbe.

JlocTymmHOCT TOMEHYTOT BeO cajTa rapaHTyje ce 3a BpeMe PeIOBHOT paJHOT BpeMeHa.
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4.2.12 Kpaj npermiare

[Ipernnara 3a yenyre quctpudynuje kbydeBa ERCA npectaje kaga NA oarydu o IpecTaHKy
pana NA. NA o6asemraBa ERCA o T0j mpoMeHH Koja mpecTaBiba MPOMEHY HallMOHATHE
MOJINTUKE.

Y cnydajy mnpecranka mnpermiatre, MSCA 0e30e1HO yHUINTaBa CBE KOIHj€ CBaKOT
CUMETPHYHOT IJIaBHOT KJby4a KOjU TIOCEYje.

4213 ]JlenoHOBame (€SCrow) H ONMOPABaK KJby4a

JlenoHoOBame KJbYYEBa j& U3PUIUTO 3a0PABEHO, IIITO 3HAYH J1a CHMETPHYHU TVIABHU KJbyUEBU
HUKa1a Hehe OUTH M3BE3€HH WIIHM MOXPAWEHH Y JAPYTOM CHCTEMY OCHM Yy MPOU3BOIAHOM U
pesepsHoM cuctemy ERCA u SRB-CA.

4.3 3axTeB 3a cepruduKaT U N3aaBame ceprudukara raxorpadgcke KapTuue

Buie nojenuHocTd 0 3aXTeBY 3a cepTH(PHUKAT U U3JaBamy cepTH(HUKaTa Taxorpadckux
KapTuia mMoxe ce Hahu y nokymenrauuju SRB-CA. OBe nojenunoctu 6uhe gocraBibeHe
PErUCTPOBAHUM MEPCOHANIU3ATOPHMA KapTUIIA.

43.1 3axTeB 3a 100ujame ceprudukara

SRB-CA m3naje ceprudukare caMo ako je HaJJIe)KHOM Ty OCTAaBJbEH UCTIPABaH 3aXTEB 32
nobujame cepTH(UKaTa U aKo Cy y BpeMe IMOJIHOIICHA 3aXTeBa UCITYHECHU CBU 3aXTEBU W3
Ypeno6e (E3) 165/2014 u cBuX Apyrux MOBE3aHMUX MPABHUX OJpenada u criopazyma.

SRB-CA mpuxBara camo 3axTeBe 3a qoOujame cepTudukarta 3a Taxorpadcke KapTuie ca
BaxehuM onobpemem Tuma, Kako je onucano y Auekcy IB (mornasibe 8).

3a caky Taxorpad)cky KapTHIly FeHepulle ce jesaH jeauHcrseny nap kisydesa ECC, xoju
ce Hasusa Card_MA u Koju ce KOpPUCTH 3a y3ajaMHy ayTeHTUHKaLM]y. JIpyru jexnHCTBeHM
nap ksbydesa ECC koju ce Hasusa Card Sign (KOpHCTH ce 3a TOTIHCHBAH€ MOATAKA)
JIOJJATHO C€ TEHEPUIIIe 3a CBaKy KapTUIly BO3aya M CBaKy KapTHIly paauoHune. OBaj 3agaTak
MOTy J1a 00aBJbajy IPOU3BOhauu KapTUIla WK MEPCOHAIN3ATOPH KapTHUIIA, KAKO j€ OMHUCAHO
y Anekcy IB, lomatak 11. (omespak 9.1.5). YBek kaia ce reHepuilie rnap KjbyueBa KapTHIIE,
CTpaHa Koja TeHepulIlle KJby4 Iajke JaBHU kJbyd Yy SRB-CA kako Ou nmobuia onroapajyhu
ceprudukar kaptuie koju je mornucaio SRB-CA. [lpuBatHu KJjbyd KOPHCTH CaMoO
taxorpad)cka KapTHIla. 3aXTEBU 3a M3/[aBalke cepTU(HKaTa KJbyueBa KOJU CE€ OCjamajy Ha
TPAHCIIOPT MPUBATHUX KJbYYEBa HUCY JI03BOJHEHHU.

43.2 3axTeBH 3a ceprudurkare

3axTeBH 3a cepTUUKaTe MPUKYIUbAJy ce y MakeTy 3axreBa. [laketn ce mornucyjy nomohy
IPUBATHOT KJby4a HaMeHCKe Ml KapTule RA kaxo je onucano y SRB-CA CPS-y.

O0jexT nogarka Hdyxuna |Dopmart Moxauu
certificateRequestID 8 Byte CertificateRequestID  |W1]I o3naka 3axTeBa
cardNumber 16 Byte CardNumber Bpoj xapTuie
equipmentType 1 Byte INTEGER Bpcra ypebhaja:

- Kapruua Bozaua: '0x01'
- Kapruna pagunonune: '0x02'

- KonTponna xaptuna: '0x03'
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- Kaptuna npuspensor apymrsa: '0x04'
- [lormuc kapruue Bo3zaua: '0x11'

- [Totrmc xaptune paguonumne: '0x12'

tachographApplicationID

6 Byte

OKTETHU HU3

dukcHo koaupana spearoct (hard coded):

'FF 53 4D 52 44 54' (,,SMRDT")

PK_DP

var

Unentudukarop
o0jekTa

[MapameTtap JIOMEHa; ynyhyje Ha
CTAaHIApJU30BaHE IapaMeTpe IOMEHa KOjH
he ce KopHCTHTH ca jaBHHM KJby4eM ¥
ceprudurary. OH campxu jemaH of
uaeHTUGUKaTOpa oO0jeKTa HaBEACHHX Y

Tabenu 1. JJonatka 11, Anekc IB

PK_PP

noianu y 00UYHOM
thopmary

Tabena 4. [Tomanm 3axTeBa

var

OKTETHU HU3

JaBHa Tauka; jaBHE Tauke CIUNTHYHE KPHUBE
KOHBEPTYjy C€ y OKTETHE HH30BE Kako je
HaBEJCHO

y (TexHWYKMM CMepHHIIaAMa

TP03111, BSI, Kpurnrrorpaduja enunTuaanx

V.2.0).

HCKOMIIpUMOBAaHU

3a cepTuduKar KpHBa, Kopuct

Taxorpag)CKuxX KapTHUIa ¢dopmar

(Anexc IB, Jonatak 11, CSM_143)

Cce

KOJIHpama

MOTIIAC var OKTETHM HU3

ITornuc

3axTeBa 3a cepruduxkar ECC;
nornuc ECDSA kpewpaH mpeko mojaraka

3axTeBa 3a cepTU(HKAT Y 0ONYHOM GopMmary

Tabena 4. Ilogamu 3axTeBa 3a cepTUPHUKAT TaXxorpapCKux KapTuua

IMoTnme ce kpewpa mpeko cBUX o0jexaTa mojaTraka (y HaBEAEHOM pEIOCIeNy) OCHM
»cardNumber”. Anroputam notmnuca je ECDSA, xako je HaBeneno y FIPS PUB 186-4, y3
Kopuitheme anropuTMa Xelldpama IOBE3aHOI ca BEIMYMHOM KJbyda oBiamhema 3a
nornucuBame. Popmar normnuca Mopa OUTH obMuaH, kako je HaeaeHo y BSI/IEC 18033-2.

4.3.3

SRB-CA ce y okBupy cBOjux oBiamhema crapa O TOME J1a Ce W3BpIIU OjroBapajyha
perucTpanuja KoOJ HaJIOKHUX opraHa mpe wusaaBama cepTudukata SRB-CP wm
npou3Bohauy KapTHUIIa.

N3naBame ceprudpurara

Axo ce reHepucame kjbyda onsuja BaH SRB-CA, SRB-CA m3naje ceprudukar SRB-CP wmu
npousBohauy KapTHlla caMo aKo C€ M0 yHalpes JO0TOBOPEHO] MPOLEAYypH JTOKaxe J1a OHU
MoCeyjy OAroBapajyhul mpuBaTHU KJbyd. Y OBOM TPEHYTKY NMPHUBATHU KJbYY HE cMe n3ahu
13 3aTHNEHOT OKpYXKema 3a reHepucame kbydeBa. SRB-CA ce Ttakohe crapa o Tome na
MakeT 3axTeBa 3a ceprudukar koju gonazu ox SRB-CP unu npousBohava kaprtuia Oyne
MOTMYH, TadaH W TporucHo aytopu3oBaH. SRB-CA camo y Tom ciydajy u3aaje Wiu
NOTNHCY]je cepTUPUKAT KapTHULIE.

[TpoBepe mcnpaBHOCTH, MOTHYHOCTH W ayTOpU3allMje BpIIE CE CaMO Ha ayTOMAaTHU30BaH
HauuH o]l cTpaHe cuctema SRB-CA, kako je onucano y SRB-CA CPS-y. KomnoneHnTa kjpyya
3a ayTopu3alyjy je uun kaptuma RA.
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SRB-CA u3naje ceptuduxar npoussohauy VU camo ako npousBohad nma npeOuBaiumITe y
EBpornickoj yauju. OBo ce He oHOCH Ha mozapeheHa ApyIITBa MM MPOU3BOJHE JIOKAIM]je
npou3Bohaua.

ITpema Jlomatky 11, mepuonu Bakemwa ceptudukara CardMA cy cinenehu:
- 3a KapTulle Bo3aya: 5 roguHa

- 3a KapTUle NPUBPEAHOT APYIITBA: 5 TOJUHA

32 KOHTPOJIHE KapTHIe: 2 TOJINHE
- 3a KapTulle paauoHuie: 1 roguHa

[Tepuonu Baxkema ceprucukara Card Sign cy cneaehu:
- 3a KapTulle Bo3aya: 5 roauHa u 1 mecenn
- 3a kapruue paauonune: 1 roguHa u 1 Mecen

Hatym crymama Ha cHary ceprudukara cagpXu TaTyM IOYeTKa W TepUOJ BaKermha
ceprudukara. To Mmopa outn nmatym kana je SRB-CA u3gano cepTudukar.

Ceprudukaru CardMA u CardSign gare xkapTulle Bo3aua WU KapTUIE PAJIUOHUIIE MOPajy
UMAaTH UCTH JaTyM CTyIlamkba Ha CHary cepTH(UKaTa.

Bpeme xopumhewa Card MA.SK u Card Sign.SK mMopa OUTH HCTO Kao IMEPHOJ BaXKeHa
onrosapajyher ceptudukara.

dopwmar ceprudukara Card MA u CardSign moxe ce Hahu y onesbky 72.

4.3.4 IIpuxBaTame cepTudukara

SRB-CP wnm npousBohau kapTuiia npuxpara cepTHPUKAT caMO aKO CE€ OH ITOKJara ca
MIOBE3aHUM 3aXTEBOM 3a CEPTUPUKAT U aKO ce cepTU(UKAT MOXKE IIOTBPIUTH Y OJHOCY HA
ceprupuxar MSCACard SRB-CA koju caapxu MSCA_Card.PK.

4.3.5 Kopumhemwe napa k/by4eBa u ceprupurkara

SRB-CP unu npowusBohad kaptuia Oupajy jaunHy mapa KjbydeBa KapTHUIE Koja je
jenHaka jaunHM mapa kipyueBa SRB-CA koju ce KOpHUCTH 3a TMOTIHCHUBAaHKE
oaroBapajyher ceprudukara kapTuiie.

* Taxorpadcka xapruia Kopucti cBoj map xibydesa Card_ MA, koju ce cacroju ox
npuBaTHOr KJbyda Card MA.SK n jaBHOr KJbyua CardMA. PK HCKJBYYUBO paau
BpLICHA y3ajaMHE ayTCHTH(UKAlMje W ycariallaBakba CECHJCKHX KibydeBa ca
jeAMHHUIIaMa y BO3WIIY, Kako je npernusupano y Anekcy IB, logarak 11.

» Kapruma Bo3aua wim kaptuia paguonuie kopucta CardSign npuBatHor kibyda. SK
cBOT mapa kJpyuyeBa CardSign MCKJbYYMBO 3a NMOTHHCHUBAKE MPEY3ETUX JaTOTEKa ca
nojanuma, kako je Haseneno y Jlogarky 11. Oarosapajyhu CardSign jaBHor Kibyya.
PK xopucTH ce HCKIbYYHBO 32 IMPOBEPY MOTHHCA KPEHPAHUX KAPTHUIIOM.

* IlapoBu Kiby4eBa, CHMETPUYHH KIbY4CBH M OPOjEBU MMHOBA FCHEPHIITY CE U UyBajy y
NOy37IaHOM HaMeHCKOM ypehajy koju:

o uMma ceptudukanrjy 3a EAL 4 unu Bumm y cknaay ca ISO/IEC 15408 koju
KOpHCTU oAroBapajyhu 3amTuTHy npodui; uim

o ucnymwana 3axteBe yrephene y ISO/IEC 19790 uuso 3; nnu

. ucnymana 3axteBe yrBphene y FIPS PUB 140-2 nuso 3.
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Hajuemrha npumena TakBor moysaaHor HaMeHCKOT ypehaja 3a ynorpedy y cucremy PKI
je xapaBepcku curypHocHu Moy (HSM)

* Onmnepanyje ca NpUBaTHUM KJbY4eM U OMepalije ca CAMETPUYHUM KJby4eM O/IBH]jajy
ce yaytap HSM-a rze ce yyBajy KopumheHu KJbY4YEBH.

* IlpuBaTHM KJbY4YEBH U CHMETPUYHU KJbYUEBU KOPUCTE c€ caMo y GU3NIKH O6e30e1HOM
OKpYXemy O]l cTpaHe oco0OJjpa ca IOy3JaHUM yjorama ca 0Oap JBOCTPYKOM
KOHTpoJoM. [IprBaTHY KJbyueBU U CUMETPUYHU KJby4eBHU Hehe ce oOpahuBaTu n3BaH
HSM-a Ge3 onrosapajyher mmudpoBama. Cu norahaju xopuirhema NpUBaTHOT
KJby4a M KOpHIIhema CHMETPUYHOT KJbyda Ce EBUACHTUPA]Y.

» [lapoBu kspydeBa u oaroapajyhu ceprudukaru oapehene taxorpadcke KapTuie He
CMejy ce 3aMeHhUBATH WM O0OHABJHATH HAKOH M3/1aBamha KapTHIIE.

* MUzpmare taxorpadcke kaptume caapxe cruenehe kpunrorpadcke KibydeBe H
cepTuduKaTe:

o [TpuBatuu kpyd Card MA u oarosapajyhu cepruduxar

o 3a kapTulle BO3aua U KapTHUIE PAJUOHUIE OJATHO: MPHUBATHU KIbY4
Card_Sign u onrosapajyhu ceptudukar

. Ceptudurar MSCACard koju canpxu jasau kJbyd MSCA Card.PK koju he
ce KopuctuTu 3a mpoBepy ceptudukara Card MA wu ceprudukara
Card_Sign

o Ceptucpuxkar EUR xoju canpxu jaBuu kibyd EUR.PK koju he ce
KOpHCTUTH 3a IpoBepy ceptuduxata MSCA Card

o Ceprudukar EUR unju nmepros Baxkema HETIOCPEAHO MPETXOIU MIEPUOTY
Baxkemwa ceprudukara EUR koju he ce kopuctuTh 3a mposepy ceprudukara
MSCA_Card, ako mocroju.

. CepTtudukat o MoBe3aHOCTH KOjU MoBe3yje Ta aABa ceptudukara EUR, ako
MIOCTOjH

. Cumerpuunu rnaBuu kibydeBd KM.wc u KM.psrc 3a kapTulie painoHuLe

. Cumerpuunu rinaBHu KJbyd KM.psrc 32 KOHTpOIJIHE KapTHIIE

+ Tlopen HaBeneHUX KpUNTOrpadCKUX KJbydeBa U cepTU(HKaTa, Taxorpadceke KapTuie

takole caapxe kipyueBe U ceprudukare HaBereHe y Anekcy IB, [onarak 11, [leo
A, 4uMe ce TUM KapTullama oMoryhasa Ja ocTBapyjy MHTEPAKIM]y ca jeMHULIAMa Y
BO3MIIy NIPBE reHepaluje.

4.3.6 OonaBbame ceprudukara

OO0HaBsbame cepTU(dUKaTa, Tj. IPOAYKEHE Nepruojia Baxkema rnocrojeher ceprudukara Huje

JT03BOJHEHO.

4.3.7 Oo0HoBa cepTu(dUKATA Ca HOBUM K/by4eM

OO6HoBa cepTu(duKaTa ca HOBUM KJbydueM HHje J103BoJbeHAa. HoBe Taxorpadcke kapruiie
U3/1ajy ce M0 UCTEKY Bakema CepTHU(HKATA U 110 UCTEKY Neproia Kopuirhema nmapa Kjbyuena.

4.3.8 N3mena cepruduxara

N3mena ceptugukata HUje 103BOJbEHA.
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4.3.9 Omno3uB u cycnensuja ceprupuxara

Ono3uB ceprudukara Taxorpadckux kapruna o ctpane SRB-CA nuje npeasuhen u SRB-
CA nehe npuxBartaTu 3aXTeBe 3a OIO3UB HUTH MX 00paljuBaTH.

4.3.10 VYcayre npoBepe cTraTyca cepTuukara

Nudopmanmje o crarycy ceprudukara 3a cBe H3gaTe cepTHPUKATE TaxorpapcKux
kaptuia uyBa SRB-CA. OBe undpopmanuje ce He 00jaBibyjy, anu he Ha 3axTeB OUTH
JOCTYITHE CTpaHaMa ca ONPaBIaHUM HHTEPECOM.

4.3.11 Kpaj nperniare

Ipermnara 3a yenyry ceprudukanuje SRB-CA npecraje kaja epcoHann3aTop KapTHI UK
npousBohau KapTula OAIyUH Jla MPEKUHE MpYKambe ycayre. Y TOM Cily4ajy CBUM U3/IaTUM
cepruduxaTma Taxorpadckux KapTulla 103BOJbaBa ce Jaa ucTekHy. l[lepconanmuzatop
KapTula win npousBohau kaptuma obOaBemrTaBajy SRB-NA u SRB-CA o npecranky
npyxamwa ycayre. SRB-NA o6asemrtaBa SRB-CIA o mpekuny npykama yciayre U o
HAKHAJJHUM [epCOHATN3aTOpUMa KapTHlla WK pou3BohaunmMa KapTHIla.

4,312 JlemoHOBame (€SCrow) u ONMopaBakK Kby4eBa

JlenoHOBame KJbydeBa je M3PUUMTO 3a0pameHo, ITO 3HAYM Ja C€ MPHUBATHU KJbYYEBU
Card_MA.SK u Card_Sign.SK He cMejy U3BO3UTH WU 4yBaTH Ha OUJIO KOM JIPYrOM MECTY
OCHM Ha IT0BE3aHO]j Taxorpadckoj KapTHIIH.

4.4 3axTeB 3a 100ujame U H31aBamke cepTUdHUKaTa jenunune y so3uiy (VU)

Huje npumeHnssuso.

4.5 3axTeB 3a n1o0ujame U u3aaBame cepruukara jenuuuie y sosuiy (EGF)

Huje npumensbuBo.

4.6 3axTeB 3a 100Hjame CHMEeTPUYHOT IiIaBHOr Kby4a aeiaa VU (Kv-wu),
paguonuukor aeaa (Km-wc) u ramasnor kibyda DSRC-a (Kmpsrc) 1 luxX0Ba
AUCTPUOYIHja

Buie nojeanHocTu 0 3aXTeBy 3a J00Mjamkbe U JUCTPUOYIIMjU CUMETPUYHUX KJbyUyeBa MOXKe
ce Hahu y nokymenrtauuju SRB-CA. OBe nojeaunoctu 6uhe nocTaB/beHE PErMCTPOBAHUM
npou3BohaunMa KOMIOHEHTH U MEPCOHAIN3aTOpUMa KapTHLIa.

4.6.1 3axTeBH 3a IMCTPUOYIHjY K/byUeBa

®opmanuu  3axTeB 3a auctpubynujy kibydeBa (KDR) mnpoussohaua ypehaja wumm
nepcoHaM3aTopa KapTHlla HHje HeonxofaH. AKO ce Mopajy JIucTpuOyupaTd HOBH
cumeTpuyHH KJbydeBr, SRB-CA koHTakTupa (00MYHO Tene)OHOM) PErCTPOBaHY KOHTAKT
oco0y ca npuctynom Baxkehoj RA-kapTuim (kako je gasbe HaBeaeHo y ONmTuM mpaBuinma
pana SRB-CA) paau nasbe KoopAuHaIHje.

4.6.2 IHopyke o0 nucTpUOYHjU KIbYy4eBa

[IpousBohaun ypehaja u mepcoHamM3aTOpH KapTHULla NpUMajy HOPYKY O AUCTPUOYLUjU
kJbydeBa (KDM) kao crpykrypy noaataka ASN.1 konupany npema DER-y, koja ce 3acHuBa
Ha MpaBuiaMMa Koaupama HaBeneHuM Yy ISO/IEC 8825-1 kao OuHapHY [HaTOTEKy
POMEHJbUBE J1y’KUHE:
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Ogjexr |Tar Hdyxuna oxamu Onmuc

noAaTKa

KDM ‘Al var [opyka o mucTpuOynuunju Kiby4yena

CID 'BA! 18 Byte OKTETHU HU3 6poj kaptutie SRB-CA win
onrosapajyhe xaptume RA

MRA '83' 8 Byte AyTopu3aiyja mpuMaona nopyke

tacho- 6 Byte ,FF 534D 52 44 54' 6 Haj3HAYajHUjUX OajTOBA

graphA uneHtudukaropa amwmkanuje (AID)

pplicati-

onlD

Ig}&StEFt 1Byte Km-we 27 3axTeBaHa BpPCTa TIIABHOT KJby4a (Ha

Kmvu '67' OCHOBY JIe(hMHHIIM]ja BPCTE OIpPEME)

KeyTyp Km-src:09

€

(I;ﬁyVers 1 Byte Bpoj Bep3mje 3axTeBaHOT KJbyya,

Number INTEGER (0...255)

EAK 'S5F 52 var OKTETHU HI3 Iudposanu LKM ca cuMeTpHYHUM
TJIaBHUM KJbyueM, nonmyHoMm PKCS#1,
pexxum ECB (1)

S '5F 37" var OKTETHU HU3 Hormue RA-CA npexo xenr

BPEIHOCTH IJ1aBHOT Kjbydya MK

TIPUIIOKEHOT Y

LKM (2)

Tabena 7. Crpykrypa KDM 3a auctpuOylujy CUMETpHYHOT KJbyda (Apyre reneparje) npoussohadnma
oIpeMe U IIePCOHANN3aTOpUMa KapTuIia

Hanowmene:

(1) Osnauena nmopyka o kbyuy (Labeled Key Message - LKM) onricana y HaCTaBKy MIKU(POBaHa je jaBHIUM
kibydeM RSA napruepcke kaptuie RA.

(2) Hormuc rnasuor kibyya MK Bpumm RA-CA (1024-6utHu xibyd RSA, xem Bpennoct SHAT).

Crpyktypa LKM
Odjexr Tar Hyxuna ([Hopaum Onuc
nojgaTKa
LKM var TF 24" |var O3HaueHa MopyKa 0 KIJbYdy
CID '5A 18 Byte OKTETHU HI3 O0poj xaptmme SRB-CA wumm oarosapajyhe
kaptuie RA
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MRA '83' 8 Byte AyTopu3alyja mpuMaora mopyke
tacho- 6 Byte ,FF 534D 5244 54" |6 Haj3HauajHujuX 0OajToBa WIEHTU(HUKATOPA
graphAppli- amukanyje (AID)
cationlD
masterKeyTyp 1 Byte KM-WC: 27" 3axTeBaHa BpcTa TIABHOT KJby4a (Ha OCHOBY
e KM-VU: 67" nedununuja Bpete ypehaja)
KM-DSRC: '09'
keyVersion- 1 Byte Bpoj Bepsmje 3axteBanor kibyda, INTEGER
Num-ber (0...255)
MK 7TF 51" |var I'maBau xby4 (16, 24 wm 32 Oajrta)
Tabena 8. Ctpykrypa LKM 3a nuctpuOynnjy CMMETpUYHOT KJbyda
4.6.3 N3naBame cuMeTPUYHHUX OCHOBHHMX KJby4eBa

SRB-CA ce y okBupy cBOjux oBiamhema crapa 0 TOME J1a Ce W3BpIIU OAroBapajyha
perucrpanyja KoJ HAIJICKHOT OpraHa Ipe W3JaBamka CUMETPUYHHX TJIaBHUX KJbydeBa
npou3Bohaunma ypehaja unm nmepconanmzaropuma kaptumna. SRB-CA u3maje cumerpuyne
TJIaBHE KJby4eBe Npon3Bohadnma ypehaja uim nepcoHann3aTopuma KapTuua camo ako OHHM
umajy npebusanuuire y Eponickoj yuuju. OBo ce He oHOCH Ha moapehena apymrsa nim
POM3BOJIHE JIOKAIK]je por3Bohaua ypehaja nim nepcoHaimnzaropa KapTuiia.

4.6.4 Pa3mena 3axTeBa U 0AroBoOpa

* 3a mpeHoc Mopyka o AUCTPHOYIHUjU KJby4a Tpeda xkopuctutd CD-R meawjym wmmm
USB ¢uem guck (USB MeMopHjcKy KapTHILY).

* CD-R tpeba na 6yzne meaujym o 12 cm y pexumy jeaHe cecuje (hopmarupas npema
ISO 9660:1988).

* USB ¢uem auck kopuctu kiaacy USB ypehaja 3a MacoBHO CKIIauIITEHE.

* JIpyre metoze nmpeHoca MOry ce KOPUCTUTH y3 IpeTxoAHy cariacHocT SRB-CA. ¥V
CBpPXy TecTupama (camo ca mpoOHUM kibyueBuMa), SRB-CA masbe mopyke o
TUCTPUOYIIHjU KIby4eBa Kao MPHUIIOTE y3 eIEKTPOHCKY MOIITY.

+ SRB-CA ynucyje Ha MeAMjyM 3a IPEHOC IoJlaTaka jeHy KOIUjy CBaKe MOpyKe O
AUCTPUOYLHMjH KJbyYeBa 3a Bpahawe npoussohady ypehaja min nepcoHannsaropy
kaptuua. OBa Konuja Mopa 6uTH y 6MHapHOM (Gopmarty (naToreka .bin).

* Menujyme 3a mpeHOC TMojaTaka pasMemyjy ciayxOoeHuk u kypup SRB-CA vy
KoHTpoarcanoM noapy4jy SRB-CA.
4.6.5 IIpuxBarame K/by4a

* Kypup notmnucyje npujem nopyke o AMCTpuOyIUju KibyueBa y npocroprjama SRB-
CA. Ilo mpujeMy mnopyke O JAUCTpUOYLUHjU KJbydeBa Yy MpOCTOpHjama
npou3Bohaua ypehaja wnM mnepcoHaIM3aTOpa KapTHIlA, MapTHEP IPOBEpaBa
cinenehe:

0 Ja JM je MeIujyM 3a IpPEeHOC NoJaTaka YUTJbUB, Tj. Ja HHje omTeheH uau
HEHCIIPAaBaH;

0 1a 11 je (hopmaT Mopyke je y CKJIaay ca CTpYKTYPOM OTTMCAaHOM Y OfIeJbKY 4.6.2;
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0 71a JM BpcTa M Bep3Wja KJbyda y TOPYLH OJroBapajy 3aXTE€BaHO] BPCTH U
BEP3UjH.

* AKO Cy CBe OB€ IIpOBEpE yCIEIIHe, MapTHEP Aemudpyje CUMETPUYHH KJby4 KaKko
je HaBelleHo y oesbKy 4.6.2, kopuctehu onroapajyhy kaptuiry RA.

* JlemuppoBame CHMETPUYHOT KJbyua o/iBHja ce camo y HSM-y koju ucnymana
3aXTEBE U3 o1ejbKa 6.2.

4.6.6 Kopumheme kpyua

[TpousBohaun ypehaja wam TEpcoOHANIM3ATOPU KapTUIA KOPUCTE CBAaKW MPUMIBEHU
CUMETPUYHU KJbYU y CKIIQIy ca OJeJbKOM 6.2.

4.6.7 Oonas/rame KDM

O6Hnasparse KDM, 1j. m3nasame xormje mocrojehe KDM mpoussobauy ypehaja wim
NEPCOHANN3ATOPY KapTULa HUje AO03BOJbEHO. Y Cilydajy JAa je OPUIMHAIHM MEAMjyM 32
NPEeHOC ToJaTaka KOju je MpUMUO IMpou3Bohau ypehaja MM TMEpCOHAIM3ATOpP KapTUIa
omreheH niK HeucnpaBaH, Mopa ce reHepucatu HoBa KDM.

4.6.8 3amMeHa K/by4a HOBHM KJ/by4eM

VY cnyuajy na je ERCA reHepucano HOBY BEp3Wjy CHMETPUYHOT TJIABHOT KJby4a, KakKo je
HaBegeHo y [Jomarky 11. omess. 9.2.1.2. m 9.2.2.2, SRB-CA o06aBemraBa npousBohaue
ypebaja i mepcoHanu3aTope KapTui@a O AOCTYITHOCTH HOBOT CUMETPHYHOT KJbyda Paju
JlaJbe KOOp/IMHAIIMje. 3aXTeB 3a KJby4, 00paia, JUCTPUOYIIHja U IPUXBATAKE KIbyda UCTU CY
Kao M 3a NpBOOMTHU KJbyd. JlucTpuOynpame HOBUX CHUMETPUYHMX KJbyde€Ba BpIUU CE
MPaBOBPEMEHO Kako OM ce KJby4 (MJIM W3BEACHH KJbYUYEBU WM MIM(POBAHU IMOJAIU 32
CEH30pe KpeTama) MOTJIM Ha BpEeME YIPaITH Y HOBE KOMITOHCHTE.

4.6.9 Oo6aBemTeme 0 KOMIPOMUTAIIAjH CHMETPUYHOT K/by4a

AKO TIpon3BOhay KOMIIOHEHTH WM TIEPCOHANN3ATOP KaPTHLA OTKPHje WK je 00aBelTeH 0
KOMIIPOMUTAIMJU WM CyMIU Ha KOMIIPOMHUTALM]y CHMETPUYHOI TIJIABHOT KJbyua,
npou3Bohau KOMIIOHEHTH WJIM MEPCOHAIN3ATOp KapTHla o Tome obasemtaBajy SRB-CA u
SRB-NA 6e3 HenoTpeOHOTr oanarama u 6ap y poky on 8 catu oa oTkpuBama. [Iponssohau
KOMIIOHCHTH WJIM IIEPCOHAIM3ATOP KapTHULA y CBOM O0ABCIUTCHY HABOJAE OKOIHOCTH O]
KOJjUMa je JOLUI0 10 Kommpowmuranuje. IIponssohad KOMIOHEHTH HIIM HEPCOHAIN3ATOP
KapTHULla TOCTyHajy y CKJIagy ca YyTBpHEHOM IMpOLEAypOM IOCTylama Yy Clydajy
6e30eqHOCHOT MHIMAeHTa. HakoH MHIMAEHTa, pe3yaTaTH HaKHaJHEe MCTpare, MOYETHUX U
moryhux mepa npujasibyjy ce SRB-CA u SRB-NA npBu nyT HajkacHUje HeJlesby JaHa HAaKOH
OTKpUBama HHIUICHTA.

[Topen xuTHMX Mepa Koje Mpefy3umajy Mpou3Bohad KOMIOHEHTH WM INEPCOHAIN3aTOp
kaptuia, SRB-CA u SRB-NA npoBepaBajy u ycariamasajy oaroapajyhe mepe koje Mory
YKJbY4YMBAaTH NpPUBpPEMEH WM KOHadaH mpekun yciayra koje SRB-CA Hyau noroheHom
npousBolhauy KOMIIOHEHTH WK NiepcoHann3aropy kapruua. Cee mepe koje SRB-CA u SRB-
NA npeny3smy 6uhe koopaunucane ca ERCA u nnnuaent he Outu npujaBsbeH y mTo kpahem
POKY, aJli HajKacHHU]e § caTH OJ] OTKPUBamka WIH 00aBEIITEHA.

Axko ce 6e36enqHocHu uHUUAEHT aoroan y SRB-CA, SRB-CA he moctynuTtH Kako je
ornucaHo. SRB-NA, ERCA wu eBeHryanHo mnoroljeHH Mpou3Bohaun KOMIOHEHTH WM
nepcoHaNM3aTopu Kaptuia ouhe obaBemTeHH OMax, a HajkacHHUje § caTu O]l OTKPHBamba
UHIIUJICHTA.

KomnpomuTanmja cuMeTpUYHOT KJbyda cMaTpa ce 030MJbHUM 0e30€HOCHUM MHIUACHTOM
je pasJior 3a BaHpeIHYy peBU3HUjy npema ofesbKy 8.1, koja ce pokycupa Ha pajime moBe3aHe
Ca MHIIUJIEHTOM.
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4.6.10 ¥Ycayra npoBepe cTaTyca K/by4a

SRB-CA He o00jaBibyje HUTH MOCEOHO MpyKa YCIyTy MPOBEpe CTaTyca 3a CUMETPUYHE
KJbyUCBE.

4.6.11 Kpaj nperniare

Ilpermata Ha ycnyre auctpubyluje KibydeBa npecraje Kajaa npoussohau ypehaja min
NePCOHANM3AaTOp KapTUlla OIy4YH Ja MpeKuHe CBOjy yciuyry. O TakBoj NpPOMEHHU
npousBohaun ypehaja nnu nepconanuszaropu kapruiia odbasemrasajy SRB-CA.

Y ciy4ajy mpecraHka IpeTIUiaTe, Npou3Bohaun ypehaja wim nepcoHanu3aTopu KapTHua
0e30e1HO YHUIIITaBa]y CBE KOIMHje CBAKOT CUMETPUYHOT KJby4a KOjH MOCEaY]yY.
4.6.12 JlemoHoBame (eSCrow) H ONMOPaBaK Kjby4a

JlerioHOBame KJbyueBa je U3PHUUTO 3a0parmbeHo, IITO 3HA4YM JIa CAMETPUYHH KJbyueBH Hehe
OWTH M3BE3EHU WJIH MMOXPAEHN Y HEKOM JIPYTOM CHCTEMY OCHM y CUCTEMHMA Ipou3Bolaya
ypehaja nnm nepcoHanuzaTropa KapTHlia.

4.7 Ycayre mmugposama SRB-CA 3a k/byd 32 ynapuBame U cepujcke Opojese
CEH30pa KpeTamha U 32 reHepucame cuMeTpHYHuX KibydyeBa DSRC-a
K_VUpsrc_ENC u K_VUpsrc_ MAC cneunpuunnx 3a gaty VU

Huje npumensbuBo.
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5

5.1

5.2

KonTpoia o0jekra, ynpaBibamkba U GYHKIIMOHUCAHA

Du3nvKe KOHTpoJIe

Ycnyre renepucama kibydeBa u ceptudukata SRB-CA um oxrosapajyhe ycmyre
npousBolaua KOMIIOHEHTH U TIEpPCOHAIN3aTOpa KapTUlla CMEUITeHe ¢y y 6e30e1HOM
MPOCTOPY, Ca O3HAYECHUM 30HaMa 0e30eTHOCTH, oaroBapajyhum 0e30eIHOCHUM
GapujepamMa U KOHTPOIOM yjlacKa pajd ClpevaBatba HeoBIallheHor mpucryna,
omrehema n omerama. OBaj MPOCTOp HAATIIECNA]Y paaHHUIH 00e30ehema u Mopajy ce
MOCTABUTU CUTYPHOCHU QJIAPMH.

Hamnajame enekTpuaHOM €HEeprujoM U KimMarusanuja 3a cucteme SRB-CA mopajy
OuTH onroapajyhu u moTpeOHO je yCIOCTaBUTH PEIYHIAHTHOCT.

CucteMu W MEOUjyMHU 3a CKIAAUINTeHe NoBepsbHBUX HHGpopmarja SRB-CA,
npousBohauya KOMIIOHEHTH M TEpCOHANU3aTopa KapTulla, Kao INTO Cy YBPCTH
JTUCKOBH, mameTHe kaptuie U HSM-oBu, 3amtuhenu cy on HeoBnamtheHe wid
HEHaMepHe ynorpede, mpuctyna, odenoamiBama Wi omTehema o cTpaHe Jbyau
WJIU O] APYTHUX MPETHHU (HIp. MoXkap, MoIuiaBa).

Menujymu 3a dyBame pe3epBHUX KONHMja M 3a MHCTANALM]y YyBajy C€ Ha MOCEOHO]
Jokanuju koja je ¢m3mukm o6e30ehena w 3amrmheHa ox HeopnamtheHe WU
HEHaMepHe yrnoTpede, MpUCTyma, 00e/IoamruBamba, omTehena 0 CTpaHe JbYIU HIIH
O/l IPYTUX TPETHHU (HIIP. OXKap, MOILIaBa).

[Tpumemyjy ce MOCTyHIM 3a oJyularame OTrajga Kako Ou ce mizberia HeominamheHa
ynotpeba, IpUCTYIl WM 00€e10jakbUBaba MOBEPJbUBUX 110/1aTaKa.

3a cxiaguiurene KpuTuuHux nojaraka SRB-CA u nogaraka norpeOHUX 3a XUTaH
OTIOpaBaK KOPUCTH CE€ MECTO M3BAaH JIOKaIHje 00jeKTa.

IIpouexypaiHe KOHTpPOJIE

SRB-CA, mnpou3Bohaun KOMIIOHEHTH W MEPCOHAIM3ATOPU KapTHILa CIPOBOJIE
NpoLeypaiHe KOHTPOIe Kako 6u ce 06e36enno 6e3benan pan. Hapouuro ce Bpiuu
pas/iBajame 1y’)KHOCTHU CIIPOBOEHEM KOHTPOJIE O] CTpaHe BUIlle 0c00a 32 KPUTUUHE
3aJaTKe.

[Ipuctyn cucremuma SRB-CA wu oaroBapajyhum cucremuma mnpousBolaua
KOMIIOHEHTH W TIEpCOHAIM3aTOpa KapTHUIla OTpaHUYEH j€ Ha TOJeIMHIIEC KOJU Cy
IIPONMCHO ayTOPU30BAaHU U MMajy MPUCTYI caMO Ha OCHOBY MOTpede 3a 100ujameM
undopmanrja. Hapouuto ce yBoze cienehe mepe KOHTpOJIE IPUCTYTIA:

¢ NOBCPJbHMBU NOAAUMN IITHUTC CC paar 3alITUTEC UHTCTPUTETA U ITOBCPJbUBOCTH
MOXpamkCHUX IMMoaaTaKa,

¢ HNOBCPJbHMBU NOAAIMN HITUTC CC PpaaX 3alITUTEC UHTCTPUTETA U ITOBCPJbUBOCTHU
MMOXpamkCHUX MMOAAaTaKa,

*  TOBEPJbUBH MOJAIM KOjU c€ OpUIITY YHUIITABA]Y CE TPAjHO, HIIP. YIIHCUBAKHEM
HAaCyMHUYHHUX TOJlaTaka MpPeKo HUX BUIlIE MyTa, kopuctehu 6e30enHu MeTon
Koju npusHaje BSI.

* Cucremu SRB-CA u oxromapajyhu cuctemu mpom3Bohaua KOMIIOHEHTH U
MepcoHanm3aTopa KapTuia o00e30elyjy eToTBOpHY aJIMUHUCTPAIU]y
KOPHCHHKA U YIIPABJbAKE MTPUCTYIIOM;

Moaumuxa ST-SRB-NA, V 1.0 43/62



Peny6nmka Cp6uja, MuanctapcTBO rpaheBuHapcTBa, caodpahaja u uabpacTpyKType

5.3

5.4

* Cucremun SRB-CA u oarosapajyhu cucremu npowusBohada KOMIOHEHTH U
nepcoHam3aTopa Kapruma o0e30elyjy maa npuctyn (yHKIjaMa cCUCTeEMa 3a
uHpOpMHCake M TOJHOLICHE 3aXxTeBa OyAe OrpaHM4YeH Ha oBjiamheHo
ocoOipe U 00e30elyjy JOBOJBHY KOHTpPOIY padyHapcke Oe30eTHOCTH 3a
pasnBajame TOy3naHux ynora. KoOHKpeTHO, ymoTpeda CHCTEMCKUX
KOPUCHUYKHX [TPOrpama OrpaHuueHa je U CTporo KoHTposiucana. [Ipucrym je
OrpaHMYCH U MPUCTYI PecypcuMa JI03BOJbaBa Ce caMo aKoO je TO HEOIXOHO
3a 00aBJbabE YJIOTe 10/ICJbCHE KOPHUCHUKY;

* SRB-CA wu mnoBe3aHu mpou3BOhauyd KOMIIOHEHTH M IE€PCOHAIM3ATOPU

KapTula HIeHTU(DUKY]Y ce U ayTeHTUUKY]y Tpe Kopumhema cuctema SRB-

Wi onroBapajyhux cucrema mpou3Bohaya KOMIIOHEHTH H
NIEPCOHAIM3ATOpa KapTUIla.

* Ocobsbe SRB-CA, npoussohaya KOMIIOHEHTH M IEPCOHAIN3ATOPA KapTHLA
OJITOBOPHO j€ 3a CBOje aKTUBHOCTH, KOJ€ C€ EBHJICHTUPA]Y y AHEBHHUKY
norahaja Kako je OIUCaHO Y OJICJbKY 5.4,

SRB-CA, npou3Bohaun KOMIIOHEHTH W TIEPCOHAIM3ATOPH KAPTHUIA YCIIOCTABIbAjY
CHCTEM YyIpaBibama HMHPOpManmoHnom Oe3dernHouthy (ISMS) Ha ocHOBY mporeHe
pu3HKa 3a cBe yKJbydeHe onepanuje. Ouu 00e30elhyjy na nomutuke ISMS pemasajy
nuTama 00yke 0cobJba, 0100pema u yiora. CripoBoheme ISMS Tpeba na ucnymana
3axteBe onucane y [SO 27001.

KonTpoJe ocodsba

O6aBe3ze SRB-CA Mory ce moBEpUTH CIOJBHOM CIIEIHjATH30BAHOM IMPUBPEIHOM
JIpYIITBY WM ce 3a u3BplIaBambe obOaBe3a SRB-CA Moxke aHraxoBaTu 0coOJbe
n3Bohaya.

CBo ocoOspe ykipydeHo y pan SRB-CA wim moBe3aHo ocoOsbe mpou3Bohada
KOMIIOHEHTH W TEePCOHATM3aTOpa KapTUIla MOpa OUTH aJeKBaTHO OOYy4eHO W
MIOCEI0BaTH CTPYUYHO 3HaW€, UCKYCTBO M KBaJU(UKallMje HEONXOoHE 3a MoHyheHe
yciyre u oarosapajyhe 3a pagno mecto. OBO ce 0JHOCH Ha 0CO0JbE KOje j& TUPEKTHO
3arociieH0, 0CO0JbE M3 CIIEIHjAIM30BAaHOT MPUBPEIHOT JIPYIITBA KOME CY 3a/1alf
MOBEPEHU WIN 0co0Jbe U3Bohaua.

OObyxka oco0Jba 0JBHja ce MpemMa IulaHy oOyke omucaHoM y oxarosapajyhem CPS-y
WM KOHIIENTY 0€30€THOCTH.

HmeHnoBameM oco0Jpa 3a IMOy3JaHe YJIOre YIpaBiba C€ y CKJIamy ca TMOCTYIMKOM
ckpununra ytephenum y CPS-y unu konnenty 6e30€1HOCTH.

[Toy3nane yrnore oa Kojux 3aBHcH 0e30€IHOCT omepallyje jacHO Cy yTBpheHe y
oarosapajyhem CPS-y min xonuenty 6es6ennoctu. OBe yiore u moBesate o0aBese
JIOKYMEHTYJy C€ y KOHLENTY YJOra WM yNOPeAMBOM IOKyMeHTY. OBaj KOHLeENT
ynora yTBplyje ce ca CTaHOBHINTA pa3/Bajama AYKHOCTH U HajMamke NMPUBUIIETH]a.
Hujenna ocoba He Moke 6uTH oBnantheHa 1a HCTOBPEMEHO 00aBsba BUILIE OJ1 jeTHE
Hoy3/1aHe yJiore.

IHocTynuu eBuIeHTHPAKHa Y PEBU30PCKHUM JHEBHHIIMMA

CBu 3Hauajuu Oe30emHocHM norahaju y codrBepy SRB-CA wmnm moBezanoM codTBepy
npon3Bolaua KOMIIOHEHTH W TIEPCOHAIN3AaTOpa KapTHUIla ayTOMATCKH JI0OHjajy BPEMEHCKHU
JKUT W EBHJICHTHPAjy C€ y CHCTEMCKHM JaToTekaMa eBUJCHIHje. To YKIbydyje HajMame
cienehe:
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*  YCICIIHE U HEYCIICLIHE NOKYIIaje 1a ¢ KPEHPajy, aKypHPajy, YKIOHE HIIH IPey3My
uH(OpMalrje 0 CTaTyCy Hajora oco0Jpa UM Ja Ce IIOCTaBe WM YKUHY IIPUBHIIETH]E
HaJIOra;

* yCHEIIHE W HEYCHelIHe [OKyllaje Ja Cce TMOJIeCH WM MPOMEHH HaYuH
ayTeHTHUKaIje (HOp. JO03WHKA, OMOMETPH)CKH, KPHUNTOrpadCKu cepThudHKaT)
MIOBE3aH ca JIMYHUM HaJIOTOM;

* yCHeIIHE W HEyCHelIHe IMOKYyIlaje NpUjaBJbuBamba Ha HAJIOr W OfjaBJbHBamba Ca
HAJIOra;

* yCHenIHe M HEeYCIICIIHE MOKYIIaje mpoMeHe KoHduryparuje copTepa;
* TOKpeTama M 3ayCTaBJbamba COPTBEPa;

e axypupama codrBepa;

* TIOKPETame U Tallekhe CUCTEMA;

* YCICIIHE W HEyCICLIHe NOKyluaje JojaBamba Wik Opucama CyOjekra U3 perucrpa
nperiuiatHika kojuma SRB-CA TpeHyTHO mpyska yciyre cepTH(HKaIHje KJbyda,
Memama MoJlaTaka 3a OMUJI0 KOT MpEeTIJIaTHUKA WK Mpey3uMarmba uHpopMaluja u3
perucrpa;

* yCHelmHEe M HEyCIeIIHe IMOKylIaje o0paze 3axTeBa 3a MOTIHC CepTH(HKaTa HIH
3axTeBa 3a AUCTPUOYIH]Y KJby4a,

*  YCHEIIHE W HeYyCIeNIHe TOKYIIaje TOTIICa CepTU(HUKATA NI TeHEpHCamba MOPyKe O
TUCTPUOYLIUjU KIbYYa,

* yCHEIIHEe W HEYCIEeUIHEe MHTepaknuje ca 0azama mojaraka Koje cajpike MOJaTKe O
u3/1aTUM cepTHdUKaTIMa (CTaTyCy M3JaThX cepTu(uKara), ykibydyjyhu noxymaje
NIOBE3MBamba M ONepallyje YNTamka, MMCamba U AXKypUpama HiIH YKIambamka;

* yCIICUTHE U HEYCIENIHE TOKYyIaje moBe3nBama Ha HSM wim uckipyunBama ca HSM-

*  yCHEIIHE U HeyCHEeIlIHe MOKYyIllaje ayTeHTHpHKanuje kopucHuka Ha HSM;

* yCHEIIHE U HeyCHEelIHe MOKYyllaje Aa ce FeHepHIle WIM YHUIITH Nap KjbydeBa WU
cuMeTpuyHH Kbyd y HSM-y;

*  yCIENIHE W HEeYCIeIIHEe MOoKyIIaje yBo3a kibyua y HSM wnn u3Bo3a kipyda uz3 HSM-

¢ YCICHIHE U HCYCIICHIHC noxymaje IIPOMCHC CTaka ) KUBOTHOT' IUKITYCA ITapa KJbyUcBa
NI CUMCTPUYHOT KJby4a,

* yCIEIIHE W HeYCIIeNIHE TOKYyIIaje Kopuirhema MPUBATHOT KJbyda HIIH CHMETPUIHOT
KJbyda yHytap HSM-a y 6110 K0jy CBpXYy.

Jla 6u ce Mornu ucnutatu 0e30€JTHOCHN MHIIMIEHTH, aKo je To Moryhe, cucTeMCKU JHEBHUK
caapxxu umHpopmaimuje koje omoryhapajy uaeHTH(UKAIUM]y OocoOe WM Hallora KOjU je
W3BPIIHO CHUCTEMCKE 3ajaTke. VIHTerpuTeT eBuIeHIMje JHEBHUKA jaorahaja y cuctemy
op)KaBa ce W IWITUTH OJf HeoBnamheHUX mnperiena, Moauduxanuje, Opucama HIU
yHUIITewa. [IpaBu ce pe3epBHa Komuja JHEBHUKE jorahaja y cucTeMy M HMHTEPHO ce
noxpamyje.
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5.5

5.6

5.7

ApXHUBHpame eBHICHIM]e

» [lpernen norahaja Koju ce apXMBHUPA]y OMHUCYje C€ Y MHTCPHHUM IOCTYMHIIUMA U Y
CKJIay je ca peleBaHTHUM TmpaBuiauma u mnpornmcuma. SRB-CA, mpousBohaum
KOMIIOHEHTH M MEpPCOHANIM3aTOPH KapTulla NMPUMEmY]y oOaroBapajyhe MocTyIke
apXMBUpama CBHUJACHIM]E. YCIOCTaB/bajy ce€ Iporeaype 3a o00e30ehuBame
UHTETPUTETA, Ay TEHTUYHOCTH U MOBEPJHHUBOCTU E€BUACHIIM]E.

* (e apxuBHpaHe HHPOPMALMje apXUBUPA]y C€ HA HEOTPAHUYECHO BPEME.

» Ilpeny3umajy ce Mepe a ce apxuBa €BUJICHIMj€ YyBa TaKo Ja je TyOUTaK OnpaBIaHO
UCKJbYYEH.

* Hurerputer norahaja moMEHyTHX y OJEJbKYy 5.4. mepuoau4HoO ce mnposepasa. OBu
WHCIIEKIN]CKH TIperyien 00aBbajy ce 0ap jeTHOM T'OUIIIbE.

3aMeHa K/by4yeBa

* SRB-CA no notpe6u renepuiie HoBe napose kibydeBa SRB-CA. Hakon mro SRB-
CA reHepullie HOBU Map KJby4eBa, OH MOJHOCH 3aXTeB 3a OOHOBY cepTuduKaTa ca
HOBUM KJbY4YeM Kako je omucaHo y onaropapajyhem oxesbky monmutuke ERCA u
nucTpuOynpa KibydeBe nepconanu3aTropuma kommnonentu SRB-CP kaxo je onucano
y o/ieJbIIIMa O 3aMEHHU KJbyda HOBUM KJbYYEM Y TOTJIaBIbY 4. OBE IOJIUTHKE.

* SRB-CA o0esbehyje ma ce 3aMEHCKH KJ/bY4YCBH TICHEPHILY y KOHTPOJIHCAHHM
OKOJIHOCTMMa W Yy CKJIaJy ca IMOCTYIIMMa YTBP)EHUM Yy OBOj IOJUTHIU
ceprudukanmje.

OmnopaBak oa koMnpomuTanuje u karacrpogannor norahaja

SRB-CA, Mpon3Bohaun KOMIIOHEHTH H [IEPCOHATH3ATOPH KapTHIa yTBPhY]y mporeaype
TMOCTyIamba y Cly4ajy 06e30eAHOCHHX MHIHMICHATA 1 KoMIIpomuTanuje y IIpupydnnxy o
npolenypamMa IOCTylama y cilydajy Oe30elHOCHHX WHLUJACHATa, KOJU ce€ u3faje
aJMHHHCTpATOpUMa U PEBU30pHUMA.

SRB-CA, mpor3Bohaun KOMIIOHEHTH U [IEPCOHANTM3ATOPH KapTHIla uMajy cripeman [Lnan
3a KOHTHHYHTCT IOCIOBamba KOJH HPCUM3Hpa KaKo he OHM MpyxaTH CBOje yciyre y
Clly4ajy MHIHICHTA KOJU YyTHYE Ha peloBaH paj. [1o OTKpyBaby HHIHCHTA, OLepaLje
ce 00ycTaBibajy JIOK ce He YTBpAM HUBO Kommnpomuraiuje. Ocum Ttora, SRB-CA,
npou3Bohaun KOMIOHEHTH M MEPCOHAIM3ATOPU KapTHUlla NpeTHocTaBibajy aa he 300r
TEXHOJIOLWIKOT HanpeTka muxoBu UT cucremu BpemeHOM mocraTH 3actapenu. Mepe 3a
ynpaBibame 3actapenoihy yTephyjy ce y [Inany 3a KOHTHHYUTET OCIOBambA.

[Tpouenype mnpaB/be€ma pPE3EpBHUX KOIMHKja U ONOpPABKa 3a CBE PEJIEBAHTHE IMOAATKe
onucane cy y [lnany npaBibema pe3epBHUX KOMHja U OMOPABKa.

Karactpodanaum norahajem cmarpajy ce cinenehu MHIMICHTH:

o KoMITpoMuTalyja wiu kpaha npusarsor kbyya (SRB-CA_Card.SK,) w/unm
CUMETPUYHOT riaBHOT KJbyda ( Km-we,

o ryouTak npuBaTHor kpy4a (SRB-CA_Card.

SK,) n/umm cumerpuysor riaBHor kiby4a ( Km-we, Km-psrc)

. Ksap UT xapusepa.
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VY ciyuajy komnpomuTanyje uiam kpahe npusarHor kibydya SRB-CA koju ce kKopuctu 3a
NOTIHCUBaKkE cepTU(UKaTa jaBHOT KJby4a Taxorpadekux kapruna (SRB-CA_Card.

SK), SRB-CA oamax o6asemraBa SRB-NA, SRB-CIA, norohene mepconamuzarope
komnorneHTH SRB-CP u ERCA. Cge norohene ctpane npeny3uMajy oarosapajyhe mepe
y Pa3yMHOM POKY.

VY ciydajy KOMIIpOMUTanMje wWin Kpahe jeqHOT WM BHUIIE CUMETPUYHUX TIABHHX
kJbyueBa koje uyBa SRB-CA, SRB-CA onmax o6aBemraBa SRB-NA, ERCA u norohene
nepcoHanu3arope komrnoHeHTu. CBe moroleHe crpane npeay3uMajy oarosapajyhe mepe
y pa3yMHOM POKY.

EdexTrBHO HEemMa oropaBka 01 T'yOUTKa IPUBAaTHUX KJbY4eBa WIM CUMETPUYHUX TTIAaBHUX
kJbydeBa SRB-CA. I'yOuTak ce cTora crpedyaBa KOpHIINEHEM BHIIECTPYKHX PE3EPBHUX
KOTHja OAroBapajyhux Kiby4eBa v IJIaBHUX KJbY4eBa, KOjU C€ IEPUOTUIHO KOHTPOJIHIITY.

3amtuta on kBapoBa Ha WT xapmeepy o0e30ehyje ce pemyHmantHomthy, Tj.
pacnonoxusoiihy aymmupanor UT xapasepa.

OBu MexaHuU3MH He 3aBHUce 0/ BpeMeHa peakunje ERCA.
5.8 IIpecranak npy:xama yciayra

VY cnyuajy npekuna nenatHoctd SRB-CA ox ctpane nmeHnoBaHe opraam3aiyje, SRB-NA
o tome obaBemraBa EA m ERCA a nHeobaBe3sno obasemraBa EA um ERCA o
HoBouMmeHoBaHoM SRB-CA. SRB-NA 06e30ehyje na najmame jenan SRB-CA Oyxae y
(YHKIUjU Y CBAKOM TPEHYTKY.

Ako npou3Bohau KOMIIOHEHTH MPEKUHE CBOjY JIETaTHOCT, 0 ToMe ce obaBemTaBa SRB-
CA. SRB-CA 3aruMm o6asemrasa SRB-NA a SRB-NA HeoOase3Ho oOasemrrasa EA u
ERCA.

VY ciyuajy mpekupa ycnmyre mnepconanmusaropa kaprtuma, SRB-CA, SRB-NA u CIA
obaBemraBajy ce o Tome, a SRB-NA neobaBe3no obasemraBa EA 1 ERCA. SRB-NA
00e30ehyje na HajMame jenaH MepcoHaIU3aTop KapTuia Oyae y GyHKIHjH Y CBAaKOM
TpeHyTky. SRB-NA o6asemraa CIA, EA u ERCA o HoBouMeHOBaHOM
NEPCOHATM3ATOPY KapTHIIA.
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6 TexHuuke 0e30€JHOCHE KOHTPOJIE

6.1 ['eHepucame U MHCTAJIANKMjA APA K/by4YeBa

 SRB-CA, mpowu3Bohaun KOMIIOHCHTH M IEPCOHAIM3ATOPU KapTHUIA TEHEPHIIY
MpUBaTHE KJby4eBe y ckiany ca Anekcom IB, Jlomarak 11.

* TeHepucame U yMeTame NapoBa KJby4yeBa W TJaBHHX KJbydeBa CIIPOBOJIU CE Yy
usnukn 06e36eheHOM OKpyKery OA CcTpaHe 0co0Jba y MOY3AAHUM yJorama moj
KOHTPOJIOM HajMame JiBe ocole. LlepeMoHMja reHeprcama Kiby4eBa ce JOKYMEHTY]€.

* SRB-CA mopa umaru Ha pacnonaramy cucteM SRB-CA 3a Tectupame 3a norpebe
UCIIUTHBAaka MHTEPONepadmIIHOCTH, ¥ ckiany ca Ypembom. Cuctem SRB-CA 3a
TECTUPAmE je 0JIBOjEH CHCTEM U MMa COIICTBEHE NPHUBATHE KJbYyYeBE U CUMETPHUHE
rnaBHe KibyueBe SRB-CA. Cuctem SRB-CA 3a Tectupame Mmopa 6utu y MoryhHOCTH
¥ JIa 3aXTeBa NOTHHUC MPOOHUX cepTu(UKaTa U AUCTPUOYLIN]y CHMETPUIHHUX IPOOHUX
KJbydeBa kopuctehu npoiiece onucate y oBoM AJokyMeHTy u nonutua ERCA. SRB-
CA 3a Tectupame Takohe Mopa OuTH y MOryhHOCTH Ja MOTHHUIIE MPOOHE
ceprudukare 3a ypehaje Ha 3aXTeB IEPCOHATN3ATOPa KOMITIOHCHTH H J1a TUCTPUOYyHpa
CUMeTpHyHe TpoOHE KJbyueBe W MHM(pOBaHE MOJATKE 3a CEH30pe KpeTama
NEPCOHAIM3aTOPUMA KOMITOHEHTH.

6.2 3amTHTAa NPUBATHOT K/bY4Ya M TeXHUYKe KOHTPOJIe KpUnrorpagcxor
MO/yJ1a

SRB-CA, npousBolaun KOMIOHEHTH W MEPCOHAIM3ATOPH KapTHIIA YyBajy MOBEPJHHBOCT,
WHTETPUTET U JOCTYIMHOCT MPUBATHUX W CHMETPUYHUX KJbydeBa KAaKO j€ OIMHCAHO y OBOM
OJICJBKY.

[IpuBaTHU KJbY4YEBM M CHUMETPUYHM KJbYUYEBU TEHEPUIIY CE€ U 4YyBaJy y TMOY3JaHOM
HaMEHCKOM ypehajy koju:

o ceptuduroan je 3a EAL 4 wnu Bumm y cknany ca ISO/IEC 15408 xoju
KOPUCTH OAroBapajyhu 3alITUTHU NpoduIT; Win

o ucnymana 3axteBe yrephene y ISO/IEC 19790 nuso 3; unu

. ucnymwana 3axteBe yrephene y FIPS PUB 140-2 uuso 3; nin

. HYIM CKBHBAJICHTAaH HHBO CUTYPHOCTH TIpeMa CKBHBAJCHTHUM
HAIIMOHATHUM WK Mel)yHapoIHO IPU3HATUM KpHUTepHjyMuMa 3a otieHy U'T
0e30eHOCTH.

Hajuemrha mpumena TakBor moysaaHor HameHckor ypehaja 3a ynorpely y cucremy PKI je
xapasepcku curyprHocu mMonyn (HSM). Moryhe cy u apyre npumene y3 xopuithere
paznnuuTux ypehaja, cBe MOK ycBojeHH ypehaju 3al0BOJbaBajy jelaH O]l HABEACHHX
6e30eqHocHNX 3axteBa. [lopen Tora, ocum oBHX 0e30€IHOCHHX 3aXT€Ba, OBA IMOJUTHKA
cepruduxanmje SRB-NA canpxu paznuuute QyHKIIMOHAIHE 3aXTEBE 3a MOY3/1aH HAMEHCKHU
ypebaj koju ce kopuctu y cucremy SRB-CA. Hanomume ce 1a y cinydajy kopuuhema apyror
ypehaja ymecto HSM-a, cBu ™1 (QyHKIIMOHATHU 3aXTEBU Takohe MOpajy OMTH HCITYH-EHHU.
Tepmun ,,HSM” ce y 0BOM JJOKYMEHTY KOPHCTH Kao ckpaheHHIIa 3a OBJIe HaBEJCHE 3aXTERBE.

Omnepanuje ca IpUBaTHUM KJbY4YeM U OIepaluje ca CUMETPUYHHM KJbY4eM OJIBHjajy ce
unTepHo y HSM-y rne ce uyBajy kopuinheH! KJby4eBH.
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[lpuBaTHM KJbY4eBM U cuUMETpUYHU KJbyueBH SRB-CA, mpousBohada KOMIIOHEHTH H
NepCOHANM3aTOpa KapTUlla KOPUCTE ce caMo y (pusuuku 6e30e1HOM OKpYKEHY O]l CTpaHe
oco0Jba y MOy3JJaHUM yJiorama ca 6ap IBOCTpykoM KoHTposjoM. CBu norahaju kopunrhema
NPUBATHOT KJbY4a U KOpUIINekha CHMETPUYHOT TJIABHOT KJby4a C€ €BHICHTHPA]Y.

PesepBHe kommje mpuUBaTHUX KJby4yeBa M cUMETpu4HHX KibydeBa SRB-CA, mpousBohaua
KOMIIOHEHTH U TepCOHATM3aTopa KapTulla IpaBd, YyBa M OINOpaBjba CaMO 0CO0JbE Y
MOY3/IaHUM yJiorama ca KOHTPOJIoM Oap aBe ocobe y pusmuku 06e30eh)eHoM OKpyKemY.

3a pe3epBHE KOMHj€ MPUBATHUX KJbY4YeBa U CUMETpHUUHUX KibyueBa SRB-CA, npousBohaya
KOMITOHEHTHU U MIEPCOHATIM3AaTOpa KapTHULla BaXKH UCTH HUBO 0€30€JHOCHUX KOHTPOJIA Kao U
3a KJby4eBe KOjH Cy Y yHoTpeOu.

JenHa pezepBHA KOMMja CBAKOT IPUBATHOT KJby4Ya U CBAaKOT IMIaBHOT Kibyda SRB-CA uyBa ce
W3aH JIOKaluje 00jeKra.

VYB03 ¥ W3BO3 MPUBATHOT KJbYy4a OJ[BHja CE€ CaMO y CBPXY IpPaBJbEHa PE3EPBHHUX KOIHUja H
pey3uMama.

YB03 W HW3BO3 CUMETPHUYHOT KJby4a J03BOJBCHH CY 3a NPABJbEHE PE3CPBHUX KOMHja H
npeysumame. 3a SRB-CA, m3B03 Kmwe 1 kibydeBa cienuduunux 3a gary VU 3a DSRC
JI03BOJbEH je y MHU(PPOBAHOM OOJIMKY Kao OATOBOp Ha BakehW 3axTeB 3a OUCTPHOYLHU]y
KJbyda O] IMEepPCOHATN3aTOpa KOMIOHEHTH, OJ] CTpaHe 0co0Jpa y TMOYy3JAaHUM yjorama ca
KOHTPOJIOM Oap JBe ocole.

YB03 1 U3B03 IIABHOT KJbYy4a U3 CBAKOT APYTOT pa3jiora je 3a0pameH.

Ha kpajy *HBOTHOT LIMKITyca MPUBATHOT KJby4a MM CUMETPpUYHOT Kibyda SRB-CA (kaxo je
HaBegeHo y SRB-CA CPS), cBe konuje KJby4a YHHUINTABajy C€ TaKO Jla Ce€ HE MOTY
MIOBPATUTH.

[IpuBaTHM KJbY4YEBH U CUMETPUYHM KJbYUEBH JCAKTUBUPA]y CE U YHUIITABA]y aKO MOCTOjU
CyMma Ha KoMmpomurtanujy. KibydyeBH ce yHUINTaBajy HAKOH INTO C€ HCIUTa
KOMITIPOMHUTAIIM]ja U IOHECE OJJTyKa J1a c€ KJby4 JI€aKTUBUPA.

VYHUIITaBamke MPUBATHUX KJbYYeBa M ITABHUX KJby4eBa 00aBiba ce KopuithemeM QyHKIHje
HSM-a 3a yHumTaBame KJbyuyeBa. YHUIITABAjy C€ M pe3epBHE KOMMje KOMIPOMUTOBAHUX
KJby4eBa.

6.3 JIpyru acnekTH ynpas/bamba IapoOBUMAa K/by4eBa

Ceptudukaru jaBHor kibyda SRB-CA, a TuMe M jaBHM KJby4Ye€BH, apXHMBHpajy ce€ Ha
HeoapeheHo Bpeme.

[Tepuon Bakemwa cBux ceprudurara SRB-CA y cknany je ca Anexcom IB, [logarak 1.

VY cknany ca Anexcom IB, lomarak 11, nepuon xopuiihewa npuBatHux kibyueBa SRB-CA
je nBe rogune. [lepuon kopunihewa NprUBaTHOT KJby4a MOYM-E HAa JATYM CTyIamka Ha CHary
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HaBeseH y oarosapajyhem ceptudukary. SRB-CA He MOXe KOPUCTHTH NMPHUBATHU KIbYY
HAKOH MCTEKa IEroBOr Meproaa Kopuhema.

6.4 [ogauu 0 akTUBALMjH

[IpuBaTHM KJby4EBH W/WJIM CUMETPUYHU TJIaBHH KJby4eBH SRB-CA yckmagumrenu y HSM-
y aKTUBHpAJy ce 3a Kopumheme aKko Cy ce CBe 0co0€ KOje KOHTPOJHUIIY KIJbYd
ayteHTHuUKoBasie mnpema HSM-y. Ayrtentudukamuja ce oJBHja KOpUIIhEHEM
oarosapajyhux cpencraba (HIIp. IPUCTYIHUX (pa3a, TOKEHA 3a ayTeHTU(DHUKAIIN]Y).

Cecwuja ayTeHTU(HUKALIM]E€ HE TPaje HEOTPAHUUICHO.

3a aktuBanmjy camor codrBepa SRB-CA, ayreHTuduUKanuja KOPUCHHUKA BpIIA CE
kopunthemeM oaroBapajyhux cpeacrasa (HIp. MPUCTYITHOM Gpa3om).

6.5 be30enHocHe KOHTpOJIE pauyHapa

SRB-CA, mpoussohaun KOMIOHCHTH M IIEPCOHAIM3ATOPH KapTHI[d NPCLU3UPAJy U
0100paBajy MOCTYIKE U KOHKPETHE TEXHHYKE Mepe 6e30eHOCTH 3a yIpPaBJbabe CBOJUM
padyHapckuM cucTemuma. OBH HOCTYILUM TapaHTy]y [a je 3aXTeBaHH HUBO 6€30CAHOCTH
yBeK ucmymeH. [loctynmum u TexHWuke Mepe O0e30eQHOCTH OomHcaHe Cy y HHTEPHO]
JOKYMEHTAIUjU u/nin 6e30€JHOCHIM KOHIIENTHMA. PauyHapcku CUCTEMHU OpraHu30BaHU Cy
U BUMa C€ YIpaB/ba Yy CKJIAAy Ca OBHM IIOCTYNIMMA, IMOCTYNIMMa HAaBEICHUM Y
0e30e1THOCHIM KOHLIENTHMa M IOCTYIIMMa HajOoJbe Ipakce 3a LEHTpe MOBepema U 3a
HOY3/1aHO PavyHapCTBO.

6.6 KuBoTHH HMKIyC 0e30eJHOCHIUX KOHTPOJIAa

SRB-CA, mpousBohaun KOMIOHEHTH U TEPCOHANU3ATOPU KapTHUIla CIPOBOJIE AHATU3Y
0e30eHOCHHUX 3axTeBa y (Da3u MpojeKTOBama W Mpelu3upama 3axTeBa paau yrpahuBama
0e30€THOCTH Y F’bUXOBE CHUCTEME.

CucreM mnpuxBaTama (WIM TPEANPOU3BOJHU CHUCTEM) W TPOU3BOAHM CHCTEM OCTajy
pazaBojeru. IlocTymum 3a BplIeke MpoOMEHAa M TIOCTYIIM YIpaBjbamkba O0e30emaHoihy
rapaHTyjy Ja ce€ y IpOrU3BOJIHOM CHCTEMY OJIpyKaBa 3aXTE€BaHU HUBO 0€30€THOCTH.

[TocTynuu 3a KOHTpOJIY BpIIEHa MPOMEHA JOKYMEHTY]y C€ M KOpHCTE 3a H3/aBambe,
Monupukanuje u (XUuTHe) nonpaske coTBepa 3a CBE ONEPATUBHE COPTBEPE.

6.7 Be30enHocHe KOHTPOJIe pauyHapCKe MpeiKe

SRB-CA, mnpowusBohaun KOMIIOHEHTH M MEPCOHAIM3ATOPU KapTHIa OCMUIILbABAJy H
UMIUIEMEHTHPA]y CBOjY apXUTEKTYPY MPEKe TaKO Ja Ce MPUCTYI IUXOBOM JIOMEHY HHTEpPHE
MpeXe ca MHTepHEeTa U MPHUCTYII ca JOMEHa MHTEPHE MPEKe CHCTEMUMa CepTH(PHUKAIIMOHOT
TeJa ¥ MOBE3aHUM CUCTEMUMa IPOoM3Bolaua KOMIIOHEHTH U MIEPCOHATN3ATOpa KapTHULIA MOKE
JIeIOTBOPHO KOHTPOJIUCATH.

Moaumuxa ST-SRB-NA, V 1.0 50/62



Peny6nmka Cp6uja, MuanctapcTBO rpaheBuHapcTBa, caodpahaja u uabpacTpyKType

6.8 BpeMeHCKH sKUT

Bpeme u natym norahaja caapxkanu cy y cBakoM yHocy y peBuzopcku tpar. SRB-CA CPS u
oarosapajyha nokymenranuja / CPS npousBoladya KOMIOHEHTH U ITEPCOHAIM3ATOPA KapTHUIIA
OTHUCY]Yy KaKO Ce CHHXPOHH3Yje U BepU(UKY]je BpEMeE.
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7 [Ipodunu ceprudukara, CRL u OCSP

7.1

[Ipo¢pui ceprudpukara

Csu ceprudukatu Mopajy umaru npodun npeunsupan y Anekcy 1B, Jomatak 11. u lonarak

1:
OGjexr moaaTka Req Wnenrudux [ Tar HyxuHa (y|Bpcra nopmaraka
anuoHa 6ajroBumMa) [ASN.1
O3HaKa
oJba
Cepruduxar ECC (CV) m o "TF 21 var
Teno cepTuduxara m B "TF AE' var
Wnenrtuduxarop npodua|M CPI SF 29 or INTEGER (0...255)
ceprudukara
PedepentHa osHaxa|M CAR '42' '08' Keyldentifier
CepTU(HKAIIMOHOT Tela
Aytopusaimja umaona M CHA 'SF4C o7 Nmanan
ceptudukaTa cepTudukaTa
Aytopu3anmja
JaBHU KIBYY m PK "TF 49 var
CraHgapM30BaHHI napamerpu |M bpP 06’ var UJIEHTU®UKATOP
nomena OID OBJEKTA
JaBHa Tauka m PP '86' var OKTETHHM HU3
Pedepentna  osmaka  umaoua|M CHR '5F 20' '08' Keyldentifier
ceptudukaTta
Jarym crymama Ha  cHary|m CEfD '5F 25 ‘04 TimeReal
ceptudukara
Jlatym ncteka Baxema m CExD '5F 24' '04' TimeReal
cepTudukara
[ornuc cepruduxara ECC m S '5F 37 var OKTETHHU HU3
Tabena 9. [podun
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AnropuTaM je Ha3HAYeH NPEKO CTaHJIapauM30BaHUX mapaMerapa jaomeHa OID kako je
HaBeneHo y Tabenu 1. Jlonatka 11, Anekc 1B. Onmuje cy cienehe:

Hasus PedepeHTHa 03HaKa BpeaHocT naeHtudumKaTopa
naeHTnduKatopa objekta objekTa
NIST P-256 secp256rl 1.2.840.10045.3.1.7

BrainpoolP256r1

brainpoolP256r1

1.3.36.3.3.2.8.1.1.7

NIST P-384

secp384rl

1.3.132.0.34

BrainpoolP384r1

BrainpoolP384r1

1.3.36.3.3.2.8.1.1.11

Tabena 10. lo3BO/bEHM CTaHAAPAM30BaHM NapaMeTpu AOMeHa

7.2 IIpo¢pua CRL

CRL ce He o0jaBipyje. CraTyc cBux u3natux ceprugukara 3a ERCA mosxe ce Hahu Ha BeO
cajry https://dtc.jrc.ec.europa.eu/

7.3 IIpodpua OCSP

OCSP ce He kopucru.
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8.1

8.2

PeBun3uja ycarnameHoCT U Ipyra OleHhUBamba

YuyecTaocT MJIM OKOJHOCTH 32 OllelhbUBaHh€

[Tornyna u popmanna pesusuja paga SRB-CA u pana npousBohaya KOMIIOHEHTH H
MepcoHaM3aTopa KapTuiia crpoBoiu ce mo Hasory SRB-NA. Pesusujom ce yrphyje
Jla U Cy U JlaJb€ UCIYH-EHU 3aXTEBU U3 OBE MOJUTUKE cepTU(dUKAIM]Ee U MMOIUTHUKE
ERCA. SRB-NA chopoBomu mpBy peBU3H]Y y POKYy o4 12 Mecemu ol IMmodveTka
onepanuja o0yxBaheHnx o106peHoM nmonuTrkoM ceptudukanuje SRB-NA.

Ilpe moyerka onepauuja o6yxsahennx nonutrukoM ceprudukanrje SRB-NA, SRB-
NA BpIIHM MpeonepaTuBHy MPOLEHy Kako Ou JoOHIIO J0Kase Ja je opraHusanuja y
CTamYy Ja pajii y CKJIaay ca 3axTeBUMa rnmonutuke ceprudukanuje SRB-NA.

AKO ce peBU3HjoM HE JOOHjy JOKa3u O HEeycarialleHOCTH, ciefneha mpoBepa BpIH
ce y poky oxm 12 nmo 24 wmecema. AKO Ce PEBU3HjOM YTBPAE JOKa3H O
HEyCarJlaleHOCTH, HAKHA/IHA PEeBH3HMja BPIIU Ce y POKy o 12 mMeceru ma Oum ce
MIPOBEPHIIO J1a JIU CYy HEYCarjiIalleHOCTH OTKIIOWEHE.

VY cnyudajy 036usbHOT 0€30€IHOCHOT MHIIMICHTAa BaHPEHA PEBU3H]ja BPIIH CE Y POKY
o1 6 Mecely 01 OTKpUBama HIMAEeHTa. O30UJbHU MHIUAECHTH Y OBOM KOHTEKCTY CY
noceOHO TyOUTaK MHTETPUTETA WK TIOBEPJHHUBOCTU MIPUBATHUX M/WJIA CUMETPHYHHUX
KkJbydeBa. OBa peBusuja (GOKycHpa ce Ha OKOJHOCTH W Mepe npahema y Be3u ca
MHIUACHTOM. BaHpenHa peBu3nja HakoH 0e30eJHOCHOT HHIMACHTa Hehe yTHLaTh Ha
yUYECTAJIOCT PEIOBHE PEBU3Hj€ KAaKO je OMUCAaHO y 0JeJbKy 8.1.

SRB-NA wusemraBa ERCA o pe3ynratmma peBU3Wje M JOCTaBJba U3BEIITaje O
pPEBU3HjH Ha EHIJIECKOM Je3WKy. Y U3BEIITajuMa O pPEBU3UjU YTBphyjy ce cBe
KOpPEeKTUBHE Mepe TNOoTpeOHe 3a wucmymaBame obaBesa SRB-NA, ykmpyuyjyhu
pacrope] bUuX0oBe MPUMECHE.

HNnenturer / crpyyHe KBaaupuKanuje onemnuBada

PeBu3ujy BpiIM HE3aBUCHU PEBU3OP.

CBako Jymie n3a0paHo WM TPEIJIOKEHO J1a BPIIK peBU3Hjy ycariameHoctn SRB-
CA, npousBolhaya KOMIIOHEHTH WJIM MEPCOHAIU3aTOpPa KapTHIA MPETXOAHO MOpa
nobutu ogoopeme SRB-NA.

Nmena peBuzopa koju he BpIIUTH peBU3Hj€ MOPAjy Ce€ perucTpoBaTH. Tu peBU30pH
Mopajy UclymaBatu cieaehe 3axTeBe:

o ETnyko mnoHamame — BEpPOAOCTOJHOCT, j€AHOOOPA3HOCT U IOBEPJBUBOCT Yy
NOTJIeSly HUXOBOI OJJHOCA ca CTpaHaMa Koje ce MpOoBepaBajy M HPUIMKOM
MoCTyMama ca MHpopMaljama 1 oJaluMa TUX CTPaHa;

o IlpaBuuHO mpencTaBbamke - Hala3W, 3aKJbyUlld W M3BEIITAJU PEBU3H]E MOpPajy
OWTH UCTUHUTH W TIPEIM3HO OMUCHUBATH CBE AKTHBHOCTH CIPOBEIEHE TOKOM
peBusuje;

o Ilpodecrnonanuu npuctyn — peBU30p KMa BUCOK HUBO CTPYYHOT 3Hama U CTPYYHE
0CIOCOOJFEHOCTH M €(PUKACHO KOPUCTH CBOjeé MCKYCTBO CTE€YEHO Kpo3 J00py
Mpakcy JIyOOKO YKOpewmeHy Yy wuHbopMamuoHnM TexHomorujama, PKI wu
IMOBE3aHUM TCXHUYKHUM HOpMaMa U CTaHAapaArMa.

o Jlobpa penyranuja - y SRB-NA ce mopa noctaBuTti cepTuukar o npuMepeHomM
MOHAIIIAKY.
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» PeBu3op Mopa noceaoBaTy 3HaYajHO 3HAKE U MOKEJHHO je Aa OyJie akpeIUTOBaH 3a:

o cmpoBoheme peBusnje 6e30e1H0CTH HHPOPMALMOHOT CHCTEMA,
o PKI u kpunTorpadckux TeXHOJIOTH]a;
o ¢yHkunonucame coraepa PKI;

O pelieBaHTHE MOJUTHKE U npomnuce EBporicke komucuje.

8.3 OaHoc onemMBayYa MpeMa OLEelHUBAHOM CYOjeKTy

* PeBusop je HezaBucaH U HHje noBe3aH ca SRB-CA, nponsBohauemM KOMIIOHEHTH WA
[IEPCOHAIN3ATOPOM KapTHILIA.

8.4 ObJ1acTu o0yxBaheHe onemNBameM

* PeBusuja SRB-CA, mpousBohaua KOMIOHEHTH WJIM TEPCOHAIM3ATOpa KapTula
oOyxBara ycarnameHocT ca nonutukom ERCA, nonmutukom ceptudukanuje SRB-
NA, SRB-CA CPS-om n CPS-om niu cIM4HEM JOKyMCHTHMa IpoH3BOhaua
KOMIIOHCHTH HJIM [IEPCOHANN3ATOPA KapTULIA 3a IaMeTHe Taxorpade 2. renepauuyje,
Kao M IOBE3aHE MOCTyNKE M TEeXHUKe Koje cy aokymeHToBanu SRB-CA wim
npoun3Bohaun KOMIIOHEHTH M NIEPCOHAIHM3ATOPU KapTHUIIa.

» IIpenmMer peBU3Hje yCarjalieHOCTH je CIPOBOhEHE TEXHHUYKHUX, MPOIEAYPATHUX H
KaaApOBCKUX HpaKCI/I OIMMCAHUX Y OBHUM JOKYMCHTHUMA. Hexke o MPHUOPHUTCTHHUX
obnactu peBusmnja cy cienehe odmacTu:

o wuneHTH(]UKANHK]ja U ayTEHTUPHUKAIIH]A

O onepaTuBHe QyHKIHM]je/yCIIyTe;

O KOHTpoJie pu3udKe U mpoleaypaine 6e30eqHocTH 1 6€30€THOCTH 0C00Iba;
O KOHTpOJIE TEXHUYKE 0e30€HOCTH;

O TpoleAype MOCTyIama y CiIydajy 6e30eIHOCHIX UHIUICHATA.

* OuemuBameM PEBU3OPCKUX JHEBHUKA yTBphyje ce nda JM MocToje ciaabocTu y
6e30eqnocTu cuctema SRB-CA win npousBohaua KOMIIOHEHTH U MTEPCOHATIM3ATOPA
KapTuua. YOnaxaBajy ce (eBeHTyasnHe) yTBpheHe cnaboctu. OlLeHa U eBEeHTyallHe
cJ1ab0CTH ce eBUICHTHPA]Y.

* V¥ ciyyajy BaHpeaHE peBU3H]e 300T TemKOT 0e30eTHOCHOT HHITUACHTA, PEBU3H]a Ce
¢doxycupa Ha rpoliece ¥ TEXHUUKE Mepe y Norjieny Tor 6e30€JHOCHOT MHIIU/IEHTA.

8.5 Mepe npeny3ere Ha 0CHOBY YTBph)eHMX HeJocTaTaKa

AKO peBH30Op OTKpHje HeIoCTaTKe KOju cy Y3pok HeycarnameHoctd, SRB-CA,
npon3sohadur KOMIIOHEHTH WM INEPCOHAIM3aTOPH KapTUl[a OAMax Mpeay3umajy
KopekTuBHE Mepe. HakoH cripoBoljema KOPEeKTUBHUX Mepa, HAKHAIHA PEBU3H]ja BPILIH Ce
y poky oa 12 mecenu.
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8.6 JlocTaB/bame pe3yJrara

HezaBucHu peBH30p J0CTaB/ba KOMIUIETHE pe3yJTaTe pEeBU3MjEe ycarylallleHOCTH Ha
CPIICKOM M EHIJIECKOM je3uKy cybjexty peBusnje (SRB-CA, nmpousBohad KOMIIOHEHTH
ui nepconanusarop kaprune) u SRB-NA. SRB-NA ynyhyje ERCA wussemraj o
pesusnju 3a SRB-CA koju 00yxBata pesneBanTHe pesyirare pesusuje. To ykipydyje Oap
0poj npoHaheHUX OACTyNama U IPUPO/Y CBAKOT OJCTyNamka. [larym nprjema u3seriraja
0 peBu3uju 00jaBIbyje ce Ha BeO cajTy ERCA.

Axo 1o 3atpaxku ERCA, SRB-NA masse KoMIIeTHE pe3ysTare peBU3Hje ycariaueHOoCTH
CBHUX IIPOBEPEHUX CyOjeKara.
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9 Ocrana 1nmocyioBHA U IPABHA TUTAKA

9.1 Haxkuane

Haknane 3a cumerpuuHe KJbyueBe, yciyre mudpoBama U cepTudukare oopauyHaBajy ce

MCKJbYYHMBO Ha OCHOBY CTBapHHUX TPOIIKOBA 3a MpYy’Kambe MOTpeOHuX ycnyra o ctpaHe SRB-
CA.

9.2 PuHAHCHjCKA OATOBOPHOCT

Hewma 3axTeBa.

9.3 IToBep/buBOCT MOCJIOBHUX HH(pOpMaLKja

[ToBepspuBH Mogay oOyxBaTajy:

* mojaTke o JUYHOCTH (Hip. 3amocienux y SRB-CA, npousBohadya KOMIIOHEHTH WITH
npencraBHuka ERCA);

* IIPUBATHE KJbY4YEBC,;
* CHMETpUYHE INIaBHE KJbYYEBC;
* IIOJATKE O IMPUBPEIHOM APYUITBY WIN IIPOU3BOIHY;

*  pazJiore 3a ONo3uB CepTUPHUKATA;

* PEBU30pPCKE THCBHHMKE (OCHM aKO C€ IMPUCTYIT HE 3aXTEBa 3aKOHOM, MTPOIHCHMA WK
onpendama CP wm CPS);

* JleTaJbHY JIOKyMEHTAlM]y y Be3H ca yrpasibambeM PKI;
*  M3BEITaje O PeBU3UjU MHTEPHUX WM €KCTEPHUX PEBU30DA.

[ToBepsbuBe uH@oOpMmanuje Hehe OUTH 00jaBJbEHE, OCUM aKO 3a TO HE IMOCTOjU 3aKOHCKa
o0agsesa.

94 IIpuBaTHOCT MOAATAKA O JINYHOCTH

JequHu mojanM o TMYHOCTHU KOju ce oOpalyyjy mim uyBajy y cucremy SRB-CA cy nogauu o
ERCA, SRB-CA u npeacraBHUIIIMA IEPCOHAINU3ATOPA KOMIIOHEHTH

OBu mojany TpeTupajy ce y ckiaay ca Onmrom ypeadoM O 3allITUTH MToAaTaKa O JUYHOCTH
2016/679.

9.5 IIpaBa uHTeE/IEKTyaIHE CBOjUHE

SRB-CA mnocenyje cBeoOyxBaTHa HMMOBHHCKa mpaBa 3a codtBep SRB-CA kako je
neguHHUCaHO y oroBapajyhum yropopuma.

9.6 N3jaBe u rapannuje

SRB-CA nenyje y cknany ca ERCA CP, oBom CP u concreenum CPS.
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9.7 Onpuuama ox rapaHiuja

SRB-CA ce onpuue rapannmuja u obasesa cBake BpCTe, yKJbydyjyhu cBe rapaHuuje 3a
TPIKUIIIHA CBOjCTBA, CBE T'apaHIIMje 3a MOTOJHOCT 3a ojpeheHy HaMEeHY U CBE TapaHIldje 3a
TA4YHOCT MPYKCHUX HH(POpMaIuja (OCHM aKko He JI0JIa3e U3 OBJIAMNEHOT U3BOpa) U J1aJbe Ce
OJI[pHYe CBaKe M CBUX OJTOBOPHOCTH 3a HEMap M HEJOCTaTaK pa3yMHE IMa)Xikhe O] CTPaHe
npeTIUIaTHUKA U Tpehux cTpaHa.

9.8 Orpannyema 0ArOBOPHOCTH

Peny6nnka CpOuja HUje OArOBOpHA 3a TYOUTAK:

e ycmyre 300r para, MpUPOJHUX KaracTpoda WIM APYTHX CHIA KOje ce HE MOry
KOHTPOJIHCATH;

* HacTao u3Mely BpeMeHa nmpoMeHe craTyca cepTudukara u cienehe 3akazane o0jaBe
uH(popMalirja o cTaTycy cepTudukara;

» 30or HeommantheHne ymotpebe ceptudukara koje je m3gano SRB-CA u ymorpebe
ceptuduKaTa MHMO NpOMKCaHe yrmoTpede yTBpheHE OBOM  MOJHUTHKOM
ceprudukanmje u Onmrum npaswmmMa pajga SRB-CA,;

* Y3pOKOBaH TMPEBapHUM WJIM HEMapHUM KopumhemeMm cepTudukata W/Win
uH(popMaIrja o ctaTycy cepTudukara koje je mznaio SRB-CA.

Peny6sinka Cpbuja oxpuue ce OArOBOPHOCTH CBAKe BPCTE 3a CBAKy HAKHAIY, LITETY WM
Jpyro MNOTpakMBame WIM o0aBe3y OWJIO Koje BpCTe KOj€ MPOUCTHYY M3 JEJIUKTHE
OJIFOBOPHOCTH, YTOBOpa MJIM U3 OMJIO KOT APYTOr pa3jora y Be3H ca yCIyroM IIOBE3aHOM ca
U3/1aBabeM, KOpUIIheheM WU OC/IababeM Ha:

» ceprudukar koju je m3gano SRB-CA, uinm meros nmoBe3aHu nap jaBHUX/IIPUBATHUX
KJbY4eBa, KOjU KOPUCTH NPETIIATHUK WK Tpeha cTpaHa;

* CHMETPUYHM KJby4 Koju nuctpudynpa SRB-CA, koju KOpUCTH NPETIUIATHUK WIH
Tpeha cTpaHa;

* CHMETPUYHHM KJby4 Koju nuctpudOynpa SRB-CA, koju KOpUCTH NPETIUIATHUK WIN
Tpeha cTpana;

N3naBame cepTrdukaTa, CHMETPUYHUX KJbYUeBa U yciiyra mudpoBama o1 ctpane SRB-CA
He yuHM PenyOmmky Cpoujy uimn SRB-CA 3acTynHUKOM, GUAYLM]apOM, TOBEPEHUKOM I
JpyTUM TpeJICTABHUKOM IOJIHOCHJIAla 3axTeBa, Tpehux cTpaHa WIM APYIMX JHUIA Koja
KOPHUCTE CUCTEM YIIpaBJbamba KJbyueBUMa MMaMETHOT Taxorpada.

[TpermiatHuum u Tpehe ctpane He KBaUUKY]y ce 3a 3axTeBe 3a obemteheme 3a ryOouTKe
HacTaje 300r Heojromapajyher mnu mpeBapHOr Kopuinhema OBOI CHCTEMa yIpaBibamba
KJby4eBUMa.

[Topen tora, SRB-CA Huje nmocpeqHuK y TpaHcakiijama usmely npermnaTHuka u Tpehux
crpana. OnmrerHu 3axTeBu npotuB SRB-CA orpanndenu cy Ha nokasuBame 1a je SRB-CA

(GYHKIIMOHKCAI0 HAa HAYWH KOJU HHj€ Y CKJIaly ca OBOM MOJIMTUKOM cepTudukanuje u SRB-
CA CPS-om.

9.9 Oaurrera

Hewma 3axTeBa.
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9.10 [Tepuon Bakewa U MPECTAHAK BaKemha

Osa nonmutrka cepruuxanuje SRB-NA Baxn ox moderka dynkuuonncama SRB-NA.
[Tepuon Bakema HHje BPEMEHCKU OIpaHHYEH.

Baxemwe oBe CP npecraje ca npectankom nocioBamba SRB-CA nnm kaga SRB-CA o06jaBu
na oBa CP Bumie Huje Bakeha, HIIp. jep cTyna Ha CHary meHa HOBa Bep3uja.

9.11 ITojenmnayna o0aBemITelba M KOMYHUKAIMja €A YYeCHMIMMA

CnyxGena obaBeliTerba ¥ KOMYHHMKalMja Ca YYECHHUUMA Yy CHUCTEMy YIpaBibarba
KJby4eBUMa [IaMETHOT Taxorpa(ba OJIBHjajy C€ Y MHCAHOM OOJIMKY U TOJUICKY MOCTYIIIMA
perucTpalyje KOMyHHUKaIHje KOju Cy Ha CHa3U Y EBpOIICKOj KOMUCH]H.

ObaBemreme 0 pa3/JBajamy WK Clajalby MOXE JJOBECTU JI0 IPOMEHA y 00MMY, yIIpaBJbamby
n/unmu pyakuuonucawy DCA. Y Tom cirydajy MOTy OMTH IOTpEOHE M U3MEHE OBE MOJUTHKE
cepruduramuje SRB-NA n SRB-CA CPS. Tlpomene y oBUM JOKYyMEHTHMa BpLIC Ce Ha
HAYMH KOjJU je Y CKIIaJy ca aIMUHUCTPATUBHUM 3aXTeBUMa HaBEJIEHUM Y 0/1eJbKy 9.12. oBor
JIOKYMEHTA.

9.12 N3mene

Oga CP o6jaBsyje ce mon oaroopHouthy SRB-NA. SRB-NA moxe pesunupatu oBy CP
aKo cMarpa Jia je TO HEOIIXO/IHO.

[Toctynak 3a mpensore u3mMeHa u ogoopema ose CP je cneaehu:

1. KomenTapu wimm 3axteBu 3a m3meHy CP ymyhyjy ce SRB-NA. Ta xomyHuKammja
oOyxBaTa OIKMC KOMEHTapa WM 3axTeBaHe IpoMeHe, 00pa3iokKeme W KOHTAKT
MoJIaTKe 0 0COOM KO0ja I0CTaBJhba KOMEHTape MM 3aXTE€Ba U3MEHY.

2. SRB-CA mpuxBara, mpuxBaTa ca U3MEeHaMa WK 0/101ja KOMEHTAp WIH MPEJIOKEHY
U3MEHY HaKOH 3aBpLIETKa [eproia npeasuheHor 3a pocraBjbame KoMeHTapa. SRB-
NA pasmarpa aucnozunujy npemigoxeHux usmeHa SRB-CA. Omiyke y morneny
IpeUIoKeHNX U3MeHa cy auckperono nmpaso SRB-CA u SRB-NA.

3. ERCA opno6paBa HOBy Bep3ujy oBe CP WM HEHOr €KBHUBAJEHTa, Ka0 U CBe
HEeypeIHUUKe u3MeHe nonutuke, ocuMm npomene CA/CP. Hosa Bep3uja ose CP Ouhe
o0jaBspeHa Ha BeO cajry SRB-NA Hakon mTo je onoopu ERCA.

Caaxy npomeny oBe CP mpartu Bep3uja JoKyMeHTa Koja Hocu Behu 6poj. Jeanne npomeHe
koje ce mory u3Bpmutu y CP u CPS-y 6e3 mpomene 6poja Bep3uje JOKyMEHTA Cy YPETHUUKE
WM TUIIOTpadCKe UCTIPaBKe.

SRB-CA moe mpoMeHUTH KOHTaKT MoJIaTke U3 ojesbka 1.5. y3 obaBemraBame SRB-NA
u ERCA, anu 6e3 npomene 6poja Bep3uje nokymenTa. Cee octane usmene CP Bpie ce y
CKJIQJTy Ca IMOCTYIIKOM U3MEHE HaBEJCHOM Y OBOM OJICJBbKY.

9.13 Onapende o pemaBamy CriopoBa

CBaku CIIop y Be3H ca yIpaBJbabeM KJbyueBUMA M CEPTH(PHUKATHMA 32 CHCTEM JUTHTATHOT
taxorpada Hactao m3mehy DCA u opranuzanmje wiv mojeanHIa n3Ban EBpornicke komucuje
pemaBa ce kKopumhemeM ofroapajyher mexaHusma 3a pemiaBame croposa. Criop ce, 1o
MoryhHocTH, pemaBa nperopopuma. Crop Koju HHUje pellieH MperoBopuma Tpebda peruTi
apOUTPaKOM €BPOIICKOT TeJa.
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9.14 MepoaaBHo nnpaBo

CpIICKH M €BPOIICKHU TPOIUCH PETYJIUITY U3BPIIUBOCT, rpal)y, TymMaueme U BaJbaHOCT OBE
noymtuke ceprudukanuje SRB-NA.

9.15 Ycarinamenocr ca Baxehum npasom

OBa nmonutuka ceprudukanmje y ckiany je ca Ypenoom (EY) 6poj 165/2014 Esporckor
napinamenTa u CaBera u CrnpoBendoenom ypenoom Komucuje (EY) 2016/799. V cnyuajy
Hecyarama u3Mely oBor JokymeHTa U YpenOe wim CnpoBendeHe ypeade, MpeaHoCT uma
HOTOMA.

9.16 Pa3ne oxpenode

Hewma 3axTeBa.

9.17 OcraJjie ogpenoe

Hewma 3axTeBa.
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10

10.

11.

12.

13.

14.

15.

YnyhuBama

Ypenba (EY) 6poj 165/2014 Espornickor napiamenTa u Caseta o 4. pedbpyapa 2014.
ronune, Ciryx6enu nuct EBpornicke yauje L60

Cnposenoena ypenoa Komucuje (EY) 2016/799, Cnyx6enu nuct EBporicke yHuje
L139

RFC 3647, Internet X.509 Public Key Infrastructure Certificate Policy and
Certification Practices Framework (ITomutuka cepTudukaiuje HHPpPACTPYKType
jaBHHX KJ/by4eBa W OKBHp MPAKTUYHUX IMpaBuia ceprudukaimje), Hopemoap 2003.
rOJINHE.

RFC 2119, Key words for use in RFCs to Indicate Requirement Levels (Kibyune peun
3a kopuithewe y RFC 3a npukasuBame HUBOaA 3axTeBa), MapT 1997. ronune

ETSI EN 319 411-1, Enextponcku notnucu 1 uadpactpykrype (ESI); 3axreBu y
HorJIely MOJIUTUKE U 0e30eTHOCTH 3a MPYXKAolle YCIIyra oj HOBepema KOjH HU3fajy
ceprudukare; Jleo 1: Ommru 3axteBu, Bep3uja 1.1.1, 02.2016.

ETSI TS 102 042, Enextponcku notnucu u uHdpactpykrype (ESI); 3axreBu y
MOTJIESly TIOJIMTHKE 3a CepTU(UKAIMOHA Tela Koja HM3/1ajy CepTH(HKATe jaBHOT
KJby4a, Bepauja 2.4.1, 02.2013.

[TameTHu taxorpad — Ommra mpaBuna ceprudukanuje ERCA, JRC, Bep3uja 1.0,
Mecel] FoJIMHa

[TameTtHu Ttaxorpad — Crneunudukanmja uCIUTHBamba UHTEpONepadIHOCTH ypehaja,
JRC, Bep3mja 1.0, mecer ronvHa

Texuuuko ymytctBo BSI TR-03111, Kpunrorpaduja enunTuyHux KpuBa, Bep3uja
2.00, 28.06.2012.

ISO/IEC 18033-2, Uupopmanmone TexHonoruje — TexHuke Oe30emHOCTH —
Anroputmu 3a mmdpoBame — Jleo 2: AcumerpuyHe mmdpe, NpPBO H3IAE,
01.05.2006.

ISO/IEC 15408-1, -2 u -3, Uudopmannona TexHojgoruja — TexHuke 0e30eaHOCTH
— Kpurepujymu 3a nporeny UT 6e36eqnocty, 1, 2. u 3. neo, tpehe uzname, 2008-
2014.

ISO/IEC 8825-1, Mudopmaimona TexHonoruja - mpaBwia kogupama ASN.1:
Cnemundukanuja ocHoBHUX mpaBwia koaupama (BER), Kanoncka mpaBuna
kogupama (CER) u IlocebnHa mnpaBuna koxupama (DER). YUerBpro usname,
15.12.2008.

CEN EN 419 221-5 3amrutan npoduau 3a kpunrorpadceke moayire TSP - Jleo 5:
Kpunrorpadcku Moyt 3a yciryre oJ1 oBepema

ISO/IEC 19790, Wudopmammona texHoioruja — TexHuke Oe30eqHOCTH —
be3beanocHu 3axTeBu 3a Kpunrorpadcke Moaye, Ipyro usname, 15.08.2012.

Hammonamau wHCeTHTYT 3a cranmapae u texnonorujy (NIST), FIPS PUB 140-2,
be3bennocHu 3axTeBu 3a Kpunrorpadceke moxaysie, 25. maj 2001.
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Peny6nmka Cp6uja, MuanctapcTBO rpaheBuHapcTBa, caodpahaja u uabpacTpyKType

16.

17.

18.

19.

20.

21.

22.

23.
24.

25.

26.
27.

28.

Hanmonanau uHCcTHTYT 3a cranmapae u texnonorujy (NIST), FIPS PUB 186-4:
Crannmapp 3a gurutanau nornuc (DSS), jym 2013.

ISO/IEC 9797-1, Undopmarmona texuoioruja — Texauke 6e30eanoct — Kogosu 3a
ayrertudukanujy nopyka (MAC) — leo 1: Mexanu3mu Koju Kopucrte 010K mmdpe.
Yerspro uzname, 01.03.2011.

Hanmonamau uHCTUTYT 32 cranaapzae u texnonorujy (NIST), [ToceOna myOnimkaiyja
800-38B: Ilpenopyka 3a HauuH pana ca 0ok mudpama: Haunn paga CMAC 3a
npoBepy ayreHTuuHoctu, 2005.

ISO/IEC 27001, Uudopmannona texunosoruja — Texauke 6e36emqnoctn — Crucremu
yrpaBJbama 0e30ennomthy napopmarmja — 3axreBu. YeTBpTo uzmame, 01.10.2013.

Crposen6ena npasuina 3a Omyky Komucuje C(2006) 3602 ox 16.8.2006. ronuse o
0e30eaHOoCTH HH(OPMAITMOHUX CUCTEMA KOje KoprucTH EBporicka koMucHja, ycBojeHa
29.05.2009.

Omnyka Kommucuje 2017/46 on 10. jamyapa 2017. rogmae o Oe30eqHOCTH
KOMYHUKAIIMOHUX U HHYOPMAIIMOHUX crcTeMa y EBpoIickoj KoMucuju

[TameTHu Taxorpad — €BpOICKa MOJMTHUKA KOPCHCKUX CepTH(UKATA M MOJUTUKA
CUMETPUYHHX KJbyueBa uHppacTpykrype Bepsuja 1.0, jyn 2018.

Cnposen6ena ypenoa Komucuje (EY) 2018/5002

Ypen6a (EY) 2016/679 (Ommra ypenba o 3amrtuti mojgataka — CJI L 119,
04.05.2016; ucnp. CJIL 127,23.5.2018

3aKkOH 0 paJlHOM BpPEMEHy Iocajie BO3HIA y JPYMCKOM IpEBO3y U Taxorpaduma,
Cnyx6enu rimacuuk PC, 6p. 96/15 u 95/18;

3aKoH 0 3alITHTH MojaTaka o JuuHocTd, Cinyx0enu rimacauk PC, Op. 87/18

3aKO0H 0 eNeKTPOHCKOM JJOKYMEHTY, €IEeKTPOHCKO] HACHTU(UKALIUJU U yCIyraMa oJl
MIOBEPEH:A y €IEKTPOHCKOM IocioBamy, Ciyx6enu rnacauk PC, 6p. 94/17

3akoH 0 eneKTpoHCcKo] TproBunu,Ciny>x0enu rinacauk PC, 6p. 41/09, 95/13 u 52/19
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